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Third Annual NSIUWG Conference

NSI Networking in the Nineties

March 30 - April 3, 1992
Schedule of Events
(Subject to change)
MONDAY, March 30
5:00-7:00 Registration and No-Host Reception
7.00- 830 Executive Planning Meeting
TUESDAY, March 31
Opening Plenary
8:30 - 8:45 Opening Session
R. Zwickl/ NOAA-ERL
8:45-9:15 NSI Program Update
A. Villasenor/NASA HQ
9:15-9:45 NSI Project Update
C. Falsetti/ARC
9:45 - 10:00 BREAK
10:00 - 12:00 NSI Panel: Highlights, Status of Previous Findings, Current Issues
John Martin, SNP/Sterling
Milo Medin, NSI Engineering /ARC
J. Patrick Gary, NSI User Services & Applications | GSFC
Ron Tencati, NSI Security/ Hughes STX
12:00- 1:30 LUNCH
1:30 - 2:30 Plenary: Subgroup Agenda Review
2:30-5:30 Subgroup Meetings
* Networking
* User Services/Applications
* NSIUWG Organization
5:30 - 6:00 Executive Committee Meeting

Exhibit Area open from 10:00 to 5:00
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N5l Networking 0 the Nineties

SCHEDULE OF EVENTS

WEDNESDAY, April 1
8:30- 8:45 Subgroup Update (in plenary)
Science Networking Keynotes
8:45 - 9:30 UARS Project

D. DeVito/ GSFC
9:30 - 10:15 MARS Observer Project

* %k %k %k k %k

10:15 - 10:45 BREAK
Network Information / User Services Plenary

10:45-11:30 Internet Information Servers
Joyce Reynolds/ISI

11:30 - 12:15 X.500 White Page Service
Peter Yee/ARC

12:15 - 1:30 LUNCH (No Host)
1:30 - 2:00 Possible Plenary Session
Subgroup Meetings
2:30 - 5:00 Parallel Subgroup Meetings
(Break o Networking
3:00-3:15) e User Services/Applications

e NSIUWG Organization

7:00 - 10:00 GROUP DINNER (No Host)

Exhibit Area open from 8:00 to 5:00



N5l Networking in the Nineties
SCHEDULE OF EVENTS

Thursday, April 2

8:30 - 8:45 Subgroup Update (in plenary)

Network Communications Technology Plenary

8:45 - 9:30 Internet Forecast
Vinto Cerf/ CNRI

9:30 - 10:15 NASA NREN
Milo Medin/ARC

10:15 - 10:45 BREAK
Network Applications Technology Plenary

10:45 - 11:30 Distributed Visualization
Horace Mitchell/ GSFC

11:30 - 12:15 TAE
Marti Szczur /| GSFC

12:15 - 12:30 Overview of Tutorials and Demos

12:30 - 2:00 LUNCH (No Host)

2:00 - 5:00 Exhibits (in parallel with tutorials) Tutorigls (in parallel with exhibits)
EOS DAAC NCDC & PLDS On-Line Info Servers (NONA,
NCCS Visualization Archie, etc.)
NSI NOC & NIC NIC staff
NSSDC Master Directory
TAE Host Security (VMS & UNIX)
TGV Ron Tencati/Hughes STX

X.500 White Pages
Introduction to TCP/IP
John McMahon/TGYV, Inc.

Exhibit Area open from 8:00 to 5:00



NSl Networking in the Nineties

SCHEDULE OF EVENTS
Friday, April 3
Closing Plenary
8:30 - 12:00 Subgroup Summaries
¢ NSIUWG Organization
Linda Porter/ MSFC
* User Services/Applications
Neil Cline/JPL
* NSIUWG Organization
Ron Zwickl/ NOAA-ERL
12:00 Adjourn
1:30 Tour of GSFC

Exhibit Area open from 8:00 to 12:00
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PARALLEL SUBGROUP MEETINGS OF THE THIRD ANNUAL NSIUWG

Break
3:00-3:15

S:00

2:30

Break
3:00-3:15

5:00

Room B Room C
Information/User Services NSIUWG Organization
Chair: Linda Porter/MSFC | Chair: Neil Cline/JPL Chair: Ron ZwickUNOAA-
ERL
« NSI network update + Welcome
(technical status report) Neil Cline/JPL « NSIUWG direction
- network architecture
- protocol summaries » NSIUWG Direction « Other TBD
- protocol encapsulation Pat Gary/GSFC
update
- network management « User Services on the
tools used by the NOC Internet
Joyce Reynoids/SI
« NSI futures
- Frame relay? « Internet Cruise
- XTP? Laura KellehesriMerit
- OSPF “type of service”
routing? + NSI NIC Organization and
- other tutures Functions
Brian Lev/Hughes STX
Room B Room C
Chair: Linda Porter/MSFC | Chair: Neil Cline/JPL Chair: Dennis Gallagher/
MSFC
Ientative Agenda: Ientative Agenda:
. DECnet and OSl in the NS! |- Summary of Tuesday's + Crush
-What has NASA/NSI Discussion Ed Seiler/Hughes STX
done since last muting‘ﬂ Neil Cline/JPL
- NSl and the HEP-SPAN + Scientific Visualization
DECnet Coordination « NSI NIC Help Desk: What Alan McConnell/Pixel
Group it Does; How It Can Help Analysis

- implementation of Phase
V/OS! in ESnet-DECnet

- DECdns naming plans
and current implementa-
tion

- NSl plans for support of
CLNP

- Question & Answer

You .
Bill Yurcik/Hughes STX

Procedures for Providing

Network Connectivity
John Martin/Sterling
Software

Open Discussion

- NSI NIC Possibilities

- Info Tools on the internet
- User Concemns

- Feedback on Subgroup
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II. Meeting Summaries






NSI User Working Group Conference Overview

On March 30 through April 3 approximately 130 NSI users attended
the Third Annual NASA Science Internet (NSI) Users Working Group
(NSIUWG) Conference at the Marriott Hotel in Greenbelt, Maryland to
learn more about NSI, hear from projects which use NSI, and receive
updates about new networking technologies and services. The
NSIUWG Conference was sponsored by the NSI User Support Office,
which is managed by the GSFC Science Netwark Office/Code 930.6,
and was coordinated by Lenore Jackson of the NSI USO.

The plenary sessions gave. listeners the opportunity to hear from a
variety of invited speakers. These included NSI project management,
scientists and NSI user project managers whose projects and
applications effectively use NSI, and notable citizens of the larger
Internet community, such as Joyce Reynolds of the University of
Southern California Information Sciences Institute, Dr. Vinton Cerf of
the Center for National Research Initiatives, and Laura Kelleher of
Merit Network, Inc. User subgroups were Networking, chaired by
Linda Porter of Marshall Space Flight Center, User Services &
Applications, chaired by Dr. Neal Cline of the Jet Propulsion Lab, and
NSIUWG Organization, chaired by Dr. Ron Zwickl of the National
Oceanographic and Atmospheric Administration. One afternoon
offered well-attended tutorials covering the implementation and use
of X.500 services, an introduction to TCP/IP, using NSI Network
Information Center services, and network-oriented security for both
VMS and UNIX operating systems. Several NASA projects also held
demonstrations in the Exhibit Area which was interconnected with
theNSI at 1.5 Mbps throughout the week.

The NSIUWG Organization Subgroup proposed a number of changes
for next year's meeting. For example, because the users wanted the
sense of the conference to be understood less as a working group and
more as an information exchange, the name next year will change to
the NSI Users Forum. This reflects the evolving nature of the
conference as a forum for dialog among network users, NSI project
personnel, and representatives of various online resources. The
Organization Subgroup having completed its job, planning for next
year's meeting will begin with only the Networking and User
Services subgroups, although others will be added as emerging
interests demand. An updated mailing list and improved means of
announcing the annual meeting were also recommended.

13
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Some of the elements of the conference which users suggested not be
changed were convening annually in March, rotating to sites
alternately on the East and West Coasts, retaining the subgroups as
an integral part of the meeting, and including presentations by
speakers from outside NSI and even outside NASA.

The USO wishes to thank all of the presenters, tutorial instructors,
exhibitors, and NSI user attendees who participated in making this
NSIUWG Conference a success. The project and all its users thank Dr.
Ron Zwickl, Conference Chair, and Linda Porter, Network Subgroup
Chair, for their years of service. Both are stepping down this year.

Plenary Presenters:

Mr. Jeffrey Burgan, Sterling (NSI)
Dr. Vinton Cerf, CNRI

Dr. Theodore Clarke, JPL (Galileo)
Mr. Daniel DeVito, GSFC (UARS)
Ms. Christine Falsetti, ARC (NSI)
Mr. J. Patrick Gary, GSFC (NSI)

Mr. John Martin, Sterling (NSI)
Dr. Horace Mitchell, GSFC (NCCS)
Ms. Joyce Reynolds, ISI

Ms. Marti Szczur, GSFC (TAE)

Mr. Ron Tencati, Hughes STX (NSI)
Mr. Anthony Villasenor, NASA HQ (NSI)
Mr. Peter Yee, ARC (ISODE)

Dr. Ron Zwickl, NOAA/ERL

Subgroup Presenters:

Dr. Randy Barth, Hughes STX (NSI)

Mr. Jeffrey Burgan, Sterling (NSI)

Mr. Todd Butler, RMS/GSFC

Mr. Phil DeMar, FNAL/DOE

Mr. J. Patrick Gary, GSFC (NSI)

Ms. Laura Kelleher, Merit

Mr. Brian Lev, Hughes STX (NSI)

Mr. John Martin, Sterling (INSI)

Dr. Alan McConnell, Pixel Analysis/GSFC
Mr. John McMahon, TGV

L4



NSIUWG
Organization Subgroup

Findings:

1.

2.

Name needs to be changed to NSI Users Forum
Continue annual meeting, retain March time frame
Meeting site will vary
- Retain East/West rotation
- Can hold meetings at other sites
Subgroups are a necessary part of annual meeting format
- Do not want a seminar format
- New Subgroups will be formed as needed

- Currently two subgroups: Networking, User Services

Need updated, more complete mailing list
- Announce annual meeting

Continue to have presentations from outside of NSI

Support National Meetings
- Could have lower level of support, such as local dial-up

Regional User meetings be held during National Meetings

15



NSIUWG Network Subgroup Meeting Summary
March 31- April 1, 1992
Linda Porter/ Subgroup Chairman

Anywhere from 20 to 50 people attended the network subgroup

during the two afternocon meeting days. During the two days, various
speakers provided much technical information on NSI. Discussions
were limited to questions and answers. No formal findings were
established, however several requests were made:

Day 1:

o One or more postscript maps of the network with IP
addresses and DECnet addresses should be made
available. The "network™ in this case is the NSI
backbone and directly connected NSI sites over

a) Proteon or DEC h/w
b) encapsulated (logical DECnet connectivity only)

The idea is to be able to look at a map and visually trace
one’s way through the network under either TCP/IP or DECnet.
These maps should be made available on the NSINIC and kept
up-to-date.

o] Ability to traceroute DEC paths through NSI (similar
to ESnet/DECnet capability) The current problems (lack of
support) with the NSI provided Proteon routers is understood,
however it was noted that in a few months Proteon would be
supporting both a nonprivileged access mode and SNMP MIB for
DECnet functions. Both tools would be invaluable to the
network community, and NSI is requested to keep the
community apprised of new developments.

Day 2:

o There is a mail exploder for DECnet to OSI transition
set up for DECnet PV/OSI information. The address is

DECNET-OSI-TRANSITION@NSIPO.NASA.GOV
to be placed on this list, send a request to the address:
DECNET-0OSI-TRANSITION-REQUESTENSIPO.NASA.GOV

o A request was made to create a Usenet News Group
for NSI DECnet to OSI information.

o Some significant issues were raised with the DECnet VMS/OSI
product scheduled for release in the summer timeframe. The
VMS product will not fully support full (hierarchical, DECdns)
names at first customer ship (FCS). Primary concern is lack of
support for RMS. SET HOST and MAIL however, will be
supported. Users were asked to make their concerns known to
their local Digital offices, if they felt this was a problem in
implementing the product as a result. Also, mail can be sent
to SEGRESTEDC101.DCO.DEC.COM (Robert Segrest, DEC Network
Strategic Coordinator for DOE/NASA).

16
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NSIUWG '92
User Services Subgroup
(A) Follow-up On Last Year's Meeting

« Network Requirements Processing

 no customer problems reported
* further improvements in planning and
processing reported

« User Help Desk

« implemented by USO as outlined last year
 network support problem at JSC noted last year
appears to have been solved

/

\_

NSIUWG '92
User Services Subgroup
(A) Follow-up On Last Year's Meeting
(Continued)

« The NSI NIC

operational as advertised last year

menu-driven system (NONA) demonstrated

user requirements still needed

USENET feed being provided as needed,
demand for USENET newsgroup not establsihed
» X.500 involvement by NSI demonstrated

« Conference Support

« plans and schedule for FY 92 shown
« formal process for authorization established

=
™

=
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/ | NSIUWG '92 \
User Services Subgroup
(B) Findings

(1) NSl User Services need to be advertised in
media read by NASA scientists.

(2) E-mail distribution services need to be made
available to NSI customers.

(3) There is considerable user demand for
on-line availability of network maps, statistics,

and performance information.
/ | NSIUWG '92 \
User Services Subgroup
(B) Findings

(4) E-malil user comments, concerns, etc... should
be solicited prior to the next NSIUWG

\-

(5) X.500 pilot support should be continued
(6) User Support Officed and Planning Office has
assembled exceptionally dedicated & talented

teams; NASA should make sure they are
maintained

N -«

18




III. Presentation Material






A. Opening Plenary
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NSI Program Update
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Tony Villasenor
Program Manager, NASA Science Internet

OFFICE OF SPACE SCIENCE AND APPLICATIONS

NASA

Information Systems: an Integrated Approach I

SUPERCOMPUTING

... for Today's Research Environment !

NSI - NASA Sclence inlemet

24



Headquarters Program Organization '

OSSA DIVISIONS
INFORMATION SYSTEMS
MANAGEMENT BOARD
{J. Alexander, Chair)

FLIGHT
SYSTEMS
DIVISION

INFORMATION SYSTEMS
(J. Bredekamp

NASA SCIENCE INTERNET
PROGRAM
(A.Villasenor)

['SCIENCE STEERING
COMMITTEE
(8. Smith, Chair)

NASA SCIENCE INTERNET
PROJECT OFFICE
(C. Falsetti)

NS - NASA Science Internet

| NSI Project |

NASA SCIENCE INTERNET
s’gn“:; PROGRAM uronn:’o:‘svmus
COMMITTEE (A.Vitlasenor) MANAGEMENT BOARD
o PROJECT MANAGER WTERCENTER
USERS (C.Falsetti) COORDINATING
WORKING COMMITTEE FOR
anoue DEPUTY MANAGER NETWORKS - SCIENCE
(M.Medin)

REQUIREMENTS OPERATIONS ENGINEERING USER
(J.Martin) “NOC” {M. Leon) SERVICES
(A.Wiersma) (GSFC: P, Gary)
(JPL: D.Gallop)

NSI - NASA Science inlernet
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NSI Acceptable Use Guidelines

1
?)
3)
4

5)

SUMMARY:

NSI supports all NASA science flight missions, discipline research
programs, and collaborating scientists at NASA Centers and sisewhere.

NS! Is not to be used for private gain or profit.

SPECIFIC USES:

Use of NS! must be In suppon of oficial NASA programs; all user requests for NSi
connectivity must be validated and supported by cognizani OSSA Discipline Chiels.

Use of NSl to support coordination and adminisiralive execution of OSSA research grants is
permissible;

Use of NSI to support NASA ressarch, related training, and assoclated technical aciivities at
non-profit institutions of research and education is accepiable.

Use of NSI for commaerclal or Iintellectual gain by for-prolit organizations is nol acceptable,
uniess those organizations are using NSI to satisly specific NASA contract or grant
requirements.

Use of NSI for research or education al for-protil institulions will be reviewed on a
case-by-case basis lo ensure consistency with OSSA programs; lack of program approval
will resull in disconnection.

Use of NSI to gain unauthorized use of resources attached to NSI will result in
disconnection and legal prosecution. NSI will make every attempt to iImplement precautions
to safeguard against unauthorized use of NASA computers, databases, and other attached
federat resources.

NSt - NASA Science internet

NSI Grades of Service

BASIC SERVICE

+ Required connectivity lo data archives, compulalionat facilities, and collaboraiors
worldwide; up to 56kbps

.+ Reliable communications monitored continuously (24 x 7), including automatic
fault detection procedures initiated within minutes ot occurrence.

. Fult interoperability with sclence and research communities via NSFnet, ESnet,
and other INTERNET networks in the U.S. and abroad; aiso interoperabie with the

evolving NREN.
+ Broad spectrum of network applications including electronic mall, tile transfer,
remote log-on, eic.
« User consultation and technical assistance through NSI “Help Desk" and network
documentation.
PRIORITY SERVICE ’
All the above, plus:

. Dedicated privats circuils between specilic facliities.
« Very high performance service, T1 or greater, to end users.

. Non-standard instailations and applicatlons requiring specially engineered
solutions and squipment.

« Large Influx of requirements for new circuits needed for operational use within two
years of current budget cycle.

26



PRIORITY SCHEMA (2/20/92)

INFRASTRUCTURE

0  Provide a high quality, reliable, 24 hour per day by 7 days a week, open access nelwork
connscting all current OSSA science missions, investigators, iheir dats archives and
computational resources. Includes basic network services such as e-mail, tile transfer,
remote logon, internet & Inter-Center access, sscurily management, and basic science
conlerence support as approved by the ISMB, etc.

MISSION SPECIFIC RESOURCES

1 Current active missions and campaigns where data is now being acquired and used for
sclence analysls; e.g., UARS, GALILEO, KAOQ, etc.

2 Near-term missions, campalgns, & research projects which will require NSI services in 6
months (circuit order time). e.g., EOS, ISTP, Balloons, etc.

3 OSSA Infrastruciure or sclence projects with management visibilily: key science conlerences,
JOVE, Easiern Bloc access, coordination with PSCN, ICCN, NSF, OAET/NREN, elc.

Long-term misslons & prajects: Antarclica, AXAF, elc.

5 Generic network services for space science community not directly traceable 10 specitic
project or discipline requirements: DECnet Phase V planning, performance measurement,
requirements management, securily, industry (IETF) collaboration, etc.

6 NSI technology enhancements, such as network applications, software/hardware upgrades,
NSIUWG technical forum, OSI transition planning, satellite-ground interoperation, Appletaik
encapsulation, packel radlo applications, etc. In general, items that Improve NSI robusiness.

7 Sclence conterences with supplemental funding, support for external activities such as NIST
testbed, eic. items that do not effecl “"NSI success” as percelved by OSSA Divisions.

*0 = Nghest priorNy
NSi - NASA Science Internet

Projected Requirements Growth

Projectsd Requirements
(with EOS)

4,000

3,000

2,000

1,000

Requirements

Fiscel Year

BN intrastructure () New Misston —<— Guideline
Users Specific Users Funding Leval

NSI - NASA Sclence Internet
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NASA CENTERS I

INTER-CENTER COORDINATING COMMITTEE FOR NETWORKING
and
ICCN lor Science

NS1 - NASA Science internet

The “Internet” I

Experimental
Commercial
Services

NSFnet

gateway

gateway |

ARPAnet

ESnet

gateway

Regionals

N8I - NASA Sclence internet
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National Network Hierarchy I

Reglonal/Network

USERS
( electronic mail, file transfer, logon, etc.)

INTERNET COMMUNITY : '

IABs Oversees the engineering of the Internet

INTERNEY
ACTIVITIES
BOARD
NSI-ENG
INTERNET INTERNET
ENGINEERING RESEARCH
TASK FORCE TASK FORCE |

COMMERCIAL NETWORK & CARRIER SERVICES

ATAT, MCt, SPAINT, Reglonet BOC's,
1BM, DEC, Appls, Proteon, Clsco, Waellties!,
PSI, ANS, Educom, etc.
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FNC Organization I

g Chaliman Dr Chares BrovnaleiGE )

DARPA NSF OSTP
GSA NASA DOE
NIST HHS OMB
DOD DCA NTIA
. USGS NOAA DE

J

WORKING GROUPS

[ RESEARCH & SECURITY.

DEVELOPMENT ENGINEERING I POLICY I
E : & OPERATIONS

[ EDUCATION ]

NSI - NASA Sclence internel

FNC WORKING GROUP CHAIRS |

( Chairperson \ Working Group Affilliation
Steve Wolft All Groups FNC Exec Director
John Cavallinl Policy FNC/DOE
Tony Villasenor Eng & Ops FNC/NASA
Paul Mockapetris} R&D FNC/DARPA
TBD Security FNC/NIST
TBD Education FNC/DE

NSI - NASA Science Internet
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Engineering & Operations Working Group

MEMBERS

INITIAL MEMBERSHIP OF THE EOWG WOULD CONSIST OF BUT NOT BE LIMITED TO
THE FOLLOWING, BECAUSE OF THEIR STRONG VESTED INTEREST IN THE
ENGINEERING AND OPERATION OF THE INTERNET:

Tony Villasenor, NASA - Chairman
Steve Woltf, NSF - Vice Chairman
John Cavallinl, DOE - Vice Chairman
811l Bostwick, U.S/CCIRN
Paul Mockapertis, DARPA
TBD, FARNET
T80, IAB

Note: Operations managers of key federal networks may be Included as
members. The EOWG will provide delegates 10 CCIRN meelings.

NSI - NASA Science Internet
Federal Internetwork Exchange ("FIX") '
An Example
LINK TO AGENCY LINK TO AGENCY LINK TO AGENCY LINK YO INTERNATIONAL
BACKBONES BACKBONES BACKBONES REGIONAL LINK
Cwrr)  (MPR) MPR MPR MPR
= MULTI-PROTOCOL ROUTER

NSI - NASA Sclences internet
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CCIRN

COORDINATING COMMITTEE FOR INTERCONTINENTAL RESEARCH NETWORKING

The purpose of the CCIRN is o agree and progress a sel of activities to achieve
Inter-operable _networking services batwesen participating entities (currenily North
America and Europe) o support open research and scholarly pursuit. Policy,
management, and lechnical issues will be examined, based on agreed
requirements. More precisely, ihe commitiee aims to:

a. stimulate cooperative intercontinental research by promoting enhanced
Interoperable networking services, specifically

- promoting the evoiution ol an open, International research network in line
with officlal policies on the uss of inlernational standards,

- coordinating and faciiitating etieclive use of the International networks to
snhance the quality of resesrch and scholarship.

b. optimize use of resources and lo coordinate Inlernational connections of the
networks represented on the CCIRN

¢. coordinate development of international network management techniques
d. exchange resuits of networking research and development

NSi - NASA Science Internet

International Technical Coordination I

CURRENT ACTIVITIES
+ inter-continental link coordination and planning
- global domain name system
- uniform network statistics and monitoring
- global registration
» global routing
- national character sets
- coordination among network control centers
+ CLNS Introduction
» mapping
- electronic mail interoperability & reliability

FUTURE TOPICS
- international X.400 with X.500 directory services
» international voice/video teleconferencing
» resource accessibility; authorization; control
* resource control: costing and accounting
« relevant national policy concerns

NSt - NASA Science Internet
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NASA |2 Moo Regional
SCIENCE |- ESNET Networks
INTERNET | ‘{lé
IR Gignbit

A — ap | | Tenstheds | [ Commereint
C. NSFNE:P m”' - Networks
. NIST ERAED s

NSi - NASA Science Internet

EVOLUTION INTO THE NREN |

Government

Industry, Suppliers

22 S0

Shared Interconnected
Backbones

Organized Service
Suppliers

regienal roglonsl

33






NSI Project Update

35 m“.i..,m&mmm AR
PRECEDING PASE r MK NOT FiMED



The NASA Science Internet -
NASA's Worldwide Science Communications Network

NSIUWG 1992

Christine M. Falsetti
NASA Science Inlernet Office
Information and Communications Systems Division
AMES RESEARCH CENTER

NASA

Outline

I.  Background

Il. Current Services and Architecture

il. Future Directions

CMFaisetti 2

NASA Setence kviernet Prejest Office
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The NASA Science Internet
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NASA Science internet Project Oftice

CMFalsetti 3

Program Organization Chart

OSSA DIVISIONS
INFORMATION SYSTEMS
MANAGEMENT BOARD

“PugHT )

(J. Alexander, Chair) \
TR SYSTEMS :
\ DIVISION |
INFORMATION SYSTEMS :
1. (J. Bredekamp) :
SCIENCE STEERING e — %
COMMITTEE 1 v :
(B. Smith, Chair) [ ¢
GEann - NASA SCIENCE INTERNET i
PROGRAM Co h
{A.Viliasenor) ; ‘
ErN T A vd .
) NASA SCIENCE INTERNET |}
e PROJECT OFFICE
‘ (C. Falsetlli)

NASA Science internet Project Oftice
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NSI Project Organization

NSI OFFICE
o) Pt Sl
Deputy Prohe! Manager, { )
{M MedkARC)
m:::bn NS Security Otlice
{S. WalwortivARC) (R. Tencalitughes STX)
Budge!
{J. HilorvARC)
Plenning Otlice Engineer) n% Opseralions User Suppont
M. LeorvARI {M. LeonVARC, Oftice
- MartkiARC) h HondARC) A Wiersma/ARC) (P. Gary/GSFC)

rements Network Network
Requ c'::::d Design Provisioning Operations Intormaetion
(K. Bosavich/ARC) {J. ThompsowARC) {J. Burgan/ARC) Cenler %.'l‘.::l

NASA Selonce internet Project Office CMFalsefti 5

Service Organization

NSI PROJECT
A § M [] (] ] H ‘
OR H 2 1
. f !
YALUE ADDED .
SrHACES JF HA U
i 1
!
_ ’,—/ - A‘\\ h —
" NASA SCIENCE :
INTERNET NATIONAL
SCIENCE — NETWORKS
NETWORK . e
S NSFNET and INTERNATIONAL
REGIONALS NETWORKS
;
TELECOMMUNICATIONS ‘
SEAVICES

A R T A SR R < 7~

NASA Sclence internet Project Office

CMFalsetli 6
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Value-Added Services

Science Network Plannjng
Systems Planning - MOU development

Requirements management and validation
Tracking and Status Reporting
Conference Management.

Engineering
Network architecture configuration,
Custom design & documentation
Network service acquisition and testing
Development & Implementation of
¥T] Security measures and tools

Y, 24:hr.
' Network Manltorihg an :
Problem Management: report
Equipment Installaﬂo
Upgrades, '
-and Maintenan

~ User Support Services &

- Coordinate Integration ot OSSA
, information Systems
N Nalwork Information Center ,
'*Whltelvellow Pa;ﬁs directory services

Use Desk i

NSI User Working Group '

< Y J3T- e o e eper x 7 et e B PE=ts - ~~~oomn B -X Frype vun RRECAT SR i oy < i \m}
NASA Science Intemet Profect Oflice CMFalsel 7

Community Served by NSI —q

NSI PROVIDES SERVICE TO: !

OSSA DISCIPLINES AND FLIGHT PROJECTS:
SOffice of Space Science andApphcauons

NASA Science internet Project Oftice CMFalseti 8
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NSI Support of NASA Science

lar {
Life Sciences Division Y er
Space Life Sciences 1-4 Mg},’ﬂ an
Cosmos Galileo
Spacelab J Ulysses
- Mars Observer
CRAF/Cassini

lon Pioneer :

Crustal Dynamics z
Upper Atmospheric Research (UARS) |
Ocean Topography (TOPEX) -
Earth Observing System (EOS) _ Microgravity Science
WETNET Materials Science Lab
o International Microgravity

Astrophysics ’
Explorer Program : Space Eti:y:lﬁ
Scout Program e Dynamics Explorer
Supernova International Cometary Explorer
Cosmic Background Explorer | Solar Maximum Mission
Gamma Ray Observatory i | International Solar Terrestrial Physics { |
Hubble Space Telesrope * Rockets and Balloons q |
S e R 7 T T TS

NASA Science Internet Project Office CMFaisetli 9

"Working Together"

(>

Planning Process

Contact Science
Discipline

Understand and Participate in
Information Systems Planning Process
and Requirements Development

Identify und Conceptualize
Communications Arcliitecture

N

Draft and Sign Discipline MOU

Transfer to Production
Manage Requirements
throughout operation

NASA Selence intornet Project Office CMFalsetii 10
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Outline

.  Background

I Current Services and Architecture

lll. Future Directions

NASA Scionce Internet Preject Otfice CMFalgelti 11

NSI OSSA Requirements

Code S Office of Space Sclence & Applications
Code SB  Life Sciences Division
Code SE  Earth Sclence &: Apphcahons Division
Code SL.  Solar System’ Explormuon Dmsuon
:Code SM  Flight Systems*bcw ion ‘
}Code SN Microgravity Sélénuq& Apphcalnons Division
kCade SP Admlnlslratmn,a;\‘ EesourceMgmt Division

Code SS
Cade SZ

NASA Sclence ivernet Project Office CMFalsetti 12
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NSI Acceptable Use Guidelines

SUMMARY:

NSI supports all NASA science Hight missions, discipline research programs, and collaborating sclentists at
affiliated research institulions.

NSt is not 1o be used for galn or profit by non-NASA organizations engaged in non-NASA business.
SPECIFIC:

1) Use of NSI mus! be in support ol official NASA programs; all user requests lor NS connectivily must be
validated [and possibly funded] by cognizant OSSA Discipline Chiels.

2) Use of NS! to support coordination and adminisirative execution of OSSA research grants is permissible;

3) Use of NSi to supporl NASA research, related lraining, and associaled technical activitles at non-profit
institutions of research and educalion is acceptable.

4) Use of NSi tor commercial or intelleclual gain by for-profit organizations is nol acceptable, uniess those
organizations are using NSI 10 satisty specitic NASA contract or grani requirements.

5) Use of NSI for research or education at lor-prolil institutions will be reviewed on a case-by-case basis to
ensure consisiency with OSSA programs; lack of program approval will result In disconnection.

6) Use of NS to gain unauthorized use of resources atlached lo NS! will tesult in disconneclion and legai
prosecution. NSI will make svery altempl lo implement precautions lo safeguard against unauthorized
use of NASA computers, databases, and other allached lederal resources.

NASA Sclence nemet Project Otfice CMFaisetli 13

Process to Prioritize OSSA requirements...

Identification and
Initial Priorization of OSSA
Requirements

** Requirement must be prioritized
by the Division within NSI's ability to
implement; excess requirements are

NSI Requirements Based delayed or tunded separalely.
Budget Proposed

LY

ISMB Interdisciplinary Priority Cutoff

AN

SE
SZ
Final Review ss " NS OSSA
SL ) Implemention M
S,SP
SB,SN,SM

NASA Setence Iniernet Project Office CMFatsetli 14
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Priority Schema as of 2/20/92

INFRASTRUCTURE

0°  Provide a high quality, reliable, 24 hour per day by 7 days a week, open access network connecling
all current OSSA science missions, invesligators, their data archives and compulational resources.
Includes basic network services such as e-mail, lile transler, remote logon, Internel & Inter-Cenler
access, securily management, and basic science conlerence supporl as approved by the ISMB, elc.

MISSION SPECIFIC RESOURCES

1 Current aclive- missions and campaigns where dala is now being acquired and used lor science
analysis; e.g., UARS, GALILEO, KAOQ, etc.

2 Near-term missions, campaigns, & research projects which will require NSI services in 6 months
{circuit ordar lime). e.g., EOS, ISTP, Balloons, elc. )

3 OSSA Inlrastruclure or science projects with management visibility: key science conferences, JOVE,
Eastern Bloc access, coordination with PSCN, ICCN, NSF, OAET/NREN, elc.

4 Long-term missions & projects: Antarctica, AXAF, elc.
Generic network services for space science community nol directly traceable to specilic project or

discipiine requirements: DECnet Phase V planning, performance measurement, requirements
management, security, industry {IETF) collaboralion, elc,

6 NS! technology enhancements, such as network applications, software/hardware upgrades, NSIUWG
technical forum, OSl! transition planning, salellite-ground inleroperation, Applelalk encapsulation,
packet radio applications, elc. In general, items that improve NSI robusiness.

7 Science conlerences with supplemental tunding, support for exiernal activities such as NIST lestbed,
efc. ltems that do not etfect P S| success” as perceived by OSSA Divisions.

*0 = highest priority

NASA Science intemnet Project Office CMFalselli 15
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NSI Traffic Growth

Bytes/day Packets/day

March 1991 8 Billion 38 Million

March 1982 20 Billion 110 Milllon

Ammhmaudm
Aversge packel size ~ 200 byles

NS! - NASA Sclence internet
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NSI Today

~10000 hosts & 25000 researchers worldwide -In FY91, NSI implemented an additional 205
requirements to 60 sites; by end FY92, NSI will salisly 233 requirements 1o 58 new sites, thergby
reaching approximalely 25000 hosts and 60000 researchers worldwide.

Access to most U.S. universities & labs
Access to -3 million users via the Inlernet
Most major countries In Europe & Asia

High rellability - NSI-NOC provides continuous 24x7 monitoring 10r > 125 nodes; 90% of faults fixed
wilhin 30 minutes, 97% of all rouble tickets' detected by NSI-NOC before user knew problem
existed!

High performance - NSI continually upgrades bandwidths while optimizing and tuning the network
performance.
Strong user support & interaction at all levels - Eslablished strong lies with OSSA Divisions fo

review, justity, priorilize & track requirements. Ongoing user assistance provided by User Support
Office through the NIC (24 hour online service, prime shilt phone coverage, end-user documentation)

Between TCP/IP and DECnet science networks

With universities on the Internet, NREN, Regional & Campus networks

With commercial networks: Sprinl, Omnet, PS|, ANS, etc.

With key universities and research facililies in Europe, Asia, S.America, Australia, New Zealand

NASA Scionee internes Project Otice CMFalsetti 17
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NSI and the INTERNET

i ation rnet com |
NSI connectivity is extended to other sites via NSF, DOE, DARPA, and other [}
linkages. A
International connectivity is augmented by DOE, ESA, PACCOM, and
DARPA networks.

BARRNet MiDnel !
SDSCNET NCSA/UIUC ;
WestNel NYSERNet ‘
NorthWest Net JVNC ‘
NCAR/USAN SUF ANet
THEnet Sesquinel
NASA Science internet Project Office CMFalsetli 19
NSFnet Map

Alasks

lawaii

w— NSENET Backbone

=== Mid-level Comnections

Gengraphic Arca of Mid-leve) Netwawk
®  Mid level Network 1 lub

A Supercomputer Center & Mid-level Network Hub

NASA Sclence internet Project OMfice CMFalsetii 20
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NSI Challenges

Environment:
« NSl Is strictly requirements driven. Networking services are in high demand as shown by
explosion in OSSA requirements. As OSSA requirements grow, then more resources are

needed to satisfy demand, despite NSI's leverage & economies of scale, since every site
demands unique attention.

+  Current network architecture is a complex, interdependent service web with federal and
international network service providers.

+ Emerging NREN and new ISDN broadband technologies will provide chaltenges of
incorporation in our networking infrastructure.

Current Issyes;
< Requirements are growing much faster than current NSI resources can meel; growth rate
is 400 requirements per year vs. implementation capacity of 200 per year; many FY92

requirements will be delayed to FY93 & 94. Tight FY92 budget put NSI behind the curve
and It cannot catch up.

« Dependency on NSFnet as backbone supplier in FY94 uncertain. NSF plans to dismantle
NSFnet on April 1994 & swilch to NREN, without testbed demo. for routing & backbone
mgmt. NSI needs to use PSCN backbone links to Regionals/Commercials.

« EOSnet is the most critical ‘success’ component of EOSDIS, as delermined by NRC
Review.

NASA Seionae internet Project Ofice CMFalsetii 22
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NETWORK REQUIREMENTS

Projected Requirements

(with EOS)
4,000 4,000
4 3,000 { 13,000
[ =4
g 2,000 | | 2,000
g 1,000 1 1,000
(-4
0 v . - v - 0
92 93 94 95 96 97 98
Fiscal Year
Infrastructure ] New Mission —*— Guideline
Users Specific Users Funding Level

NASA Selonse Internet Preject Otfice CMFaiselli 23

NS! Management Options

1. Advocacy ol OSSA Information Systems Budget to include NSI overguideline requests. in FY93,
this would accommodate new/delayed requirements from EOSDIS, UARS, Crustal Dynamics,
Mars Observer, ISTP, SLS & IML, FLINN, rocketsiballoons, etc. In FY94, NSI would establish a
new baseline to calch up with requirements growth, use new PSCN circuits during NSFNET
Iransition & stabilization to NREN, conlinue o build EOSDIS Network, accommodale emerging
local site ethernets with high bandwidih workslations, and address proliferaling OSSA
requirements for NREN usage.

Advantage: Program retains its interdisciplinary perspective and leverage. Economies of scale
and networking elliciencies are maximized across disciplines and priorities are established at an
interdisciplinary level with support from the ISMB.

BResult; Economies of scale and efficiency are maintained as interdisciplinary perspective is
ensured.

2. NSl directly negotiates supplemental lunds from each Division. Initiate a division tax scheme in
FY93/94 lime Irame.

Disadvantage; Program serves individual discipline interests as opposed to a unified OSSA
program. Many caplains leading ship , loss of interdisciplinary efficiencies and control.

Resull; Economies of scale and efficiencies compromised. Interdisciplinary perspactive is nol
ensured. Program may become Iragmented as discipline inlerssts are not moderated.

| NSI Recommends Management Option Number 1 |

NASA Setence internet Project Otfice CMFalselli 24
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Outline

. Background

Il. Current Services and Architecture

lll. Future Directions

NASA Selence intemet Preject Otfice CMFalsetli 25

Vision

+ A single integrated network, under OSSA control, tailored to
NASA science needs

« Transparent ubiquitous access to science data archives,
computational resources, and colleagues worldwide

« Total spectrum of network services: guaranteed bandwidth,
priority routing, selective routing, protocol transparency,
multi-medila, etc.

« Common use of distributed network applications & services:
online directories (white & yellow pages), robust electronic
mail, distributed databases, etc.

» Full interconnection with national network irifrastructures,
especially the NREN

+ Fully controlled access to NASA resources

NASA Selence internet Preject Office CMFalsetii 26
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National Research & Education Network: Plan

The NREN will be a computer communications network that
interconnects:

« educational institutions

+ national laboratories, non-profit research institutions,
and government facilities

« commercial organizations engaged in
government-supported research or collaborating in such |
research i

» unique national scientific and scholarly resources such
as supercomputer centers, major experimental facilities,
databases, and libraries

The NREN will provide high speed communications access to
over 1300 institutions across the United States within 5 years.

NASA Selonce intemet Prejoct Otfice CMFalsetii 27

NREN Stages

Stage 1 - upgrades existing agency trunks to 1.5 Mbps

Stage 2 - combines multiple agency trunks into a
shared 45 Mbps trunk system

Stage 3 - research & development phase to resultin a
shared national network with multi-gigabit-per-
second trunks; technologies yet to be developed.

NASA Sciense Injernet Preject Office CMFalsetli 28
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NREN Phases

Operational Net

\)
\J
\J
0N

Stage 3
Gbps

:Research and Development . -

" Transition to
Commercial
Services

Revolutionary
Technology
Changes

‘Operational Network

Evolutionary

NASA Selence intornet Project Otfice CMFalsetti 29
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SA

Planning Office Status Report
NSIUWG Meeting Greenbelt, MD

March 31, 1992

John H. Martin

NASA Science Internet Office
Information and Communications Systems Division
AMES RESEARCH CENTER

NASA
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Overview

l._Organization

ll. Services Provided

Ill. OSSA Requirements Profile

lil. Highlights and Future Growth

NABA Bolence inteme! Preject John H. Martin 2

Planning Office Organization

NSI Planning Office

John Martin, Manager

Requirements Management Work Control Group
John Martin (Acting) Group Leader Kathy Bosovich, Group Leader
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Requirements Management Grbup

Provide "Customer Service" to OSSA Scientific User Community
Define, Document, and Report all OSSA Communication Requirements
Manage Requirements Throughout Entire Process

Draft and Facilitate MOUs with Disciplines

Plan Future Networking Requirements with Disciplines

Involved with Planning and Development of OSSA Integrated Sclentific
Resources/Systems

Provide OSSA Conference Support and Outreach Activities

Work Control Group

Track OSSA Requirements and Manage Requirements Information

Provide Requirements Reporting Information Tools (charts, graphs,
reports) to Increase NSI Responsiveness to OSSA Community

Provide Tracking and QA of NSl Internal Requirements Processing

Management of NSl Database Systems

Provide NSI Circult and Reporting Information to Communications Carrlers

Overall Tracking of NSI Processes and Procedures (l.e., validations, NSR,
RFS, USR, outreach documentation)

55



JOHN H. MARTIN, MANAGER

PLANNING OFFICE

CODE DISCIPLINE BEQUIREMENTS MANAGER HQ_VALIDAIOA ALTERNATE
YALIDAYOR
-1 Otfice of Space Sclence snd Maria Gallagher Dr. Joseph Alexander M. Rick Chapped
SB Lits Sciences Shell Jones Dr. Lawrence Chambers .I.:r l:umm
osle
SE Earth Sclence and RAepina Duda Mr. Emaest Lucier Me. Dizon Butler
Applications
SL Solar System Exploration JoAnn Nelson Mr. Guenier Strobel
SM Fiight Systems Division TBOVJohn Mantin Dr. Philip J. Cressy J.
SN Microgravity Science and Shel Jones/Maria Galagher Mr. Robert Schmitz Ms. Mary Kicza
Applicsiions
SP Adminisiralion and Resource TBDVJohn Martin Mr. Soolt Santiago
Management Division
S8 Space Physics Maria Gallaghet Dr. James Wilisht Mr. Louis Demas
82 Asirophysics Elizabeth Feinler Dr. Erwin Schmerting Or. Gusrier Riegier
— OSSA Conlerence Support Haitte Carison — _—
Overview

I. Organization

rvi Provi

lll. OSSA Requirements Profile

lll. Highlights and Future Growth
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Planning Office Services

Requirements Planning

Requirements Management

Long Range

Project
Requirements Projection

Requirements Statuses

Intradiscipine

Manage Requirements
Requirements Prioritization

Throughout Process

Requirements Impact
Analysis/Planning

Communications
Requirements Reviews

Discipline Level MOU Work with Customer to

velopment Meet Sclentific Goals
Resource and Systems Continual User/P| Customer
Planning Contact and Feedback

Req's set with HQ Validator

Requirements Processing “Coordinating and

assuring requirements
are met"

NASA SCIENCE INTERNET

REQUIREMENT IDENTIFIED

AND PRIORITIZED HQ PROGRAM

VALIDATION

ALL OSSA SSSA
RESEARCHERS PROGRAM
FLIGHT PROJECTS MANAGEMENT

CAMPAIGNS : i
COLLABORATORS ! b

IF COST, THEN
HQ FUND
CERTIFICATION

AVERAGE MPLEMENTATION
(12-18 MONTHS)
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MOU Development Process

Coh ERG R RE ol

Understand and Participate in Discipline
Communications Planning Process
and Requirements Development

' Identity and Conceptualize
Communications Architecture § - .

Draft and Sign OSSA
Discipline MOU

Longer Standing - At
Discipline Level

’ﬂm HOVIO gclo

Y

Develop Requirements
Processing Priorities/Schedules

Draftt Project Specific
Requirements Reference Documenis

Revolving Document - More
Frequenl Updates 10 Meel
Changing OSSA Requirements

Project Review Cycle

Overview

l. Organization

Il. Services Provided

1] SA Requirements Profil

Ill. Highlights and Future Growth
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OSSA Current Requirements

600+
ﬂ I Completed
5004

0 Active

NSI OSSA Requirements Complement

Code S Office of Space Science & Applications
Code SB Life Sciences Division

Code SE Earth Science & Applications Division
Code SL Solar System Exploration Dlvision i

Code SM  Flight Systems Dlvision

Code SN Microgravity Sclence & Applications Division
Code SP  Administration and Resource Mgm:! Division ‘
CodeSS  Space Physics Division | ,
CodeSZ  Astrophysics Division i f

o hsotran . B T r——

1567
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OSSA Projected New Requirements

700 v st
600 + Meos
Miss
500 §
B\ss
4004
O«
360 + Os
SN
100
Dsm
0 1] v LS 1 .
FY 92 FY 93 FY 44 FY 95 FY 6 FY 97 FY 98 SP

Overview

I. Organization
Il. Services Provided

ll. OSSA Requirements Profile

| hlights and Future Growth
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Planning Office Highlights/ Improvements

Increased Requirements Management Staff to Offer Better Level of Service
Begun Movement Towards "Discipline Level" MOUs
integrated Work Control Group within NSI Planning Office

Further Refined Conference Support Policy and Requirement
Documentation/Tracking

improved Valldation Time Through Requirements Managers and WCO
Greater Emphasis on Planning Effort (Projecting, Scoping, etc.)

Increased Capacity to Process and Manage Requirements

Planning Office FY 92 Activities

Refine and Update NSR Process Through NSR Workshop -
Look to Include Cost Weighting and NIC Requirements

Look to Increase User Services/NIC Re%uirements Definition/Tracking
Effort te Incorporate into Existing OSSA NSR Process

Increase Requirements Manager's Outreach to Scientific Community
Redesign MOU Process to Develop Discipline Level MQUs

Step-up Planning Efforts with HQ Disciplines - Schedule Requirements
Continue Outreach and Conference Support Effort

Increase User Feedback and Quality Service Mechnisms/Measurements

Hold Communications Requirements Reviews Annually

Standardize Requirements Reporting Format
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Planning Office Schedule

March

April

May June

3‘;
<3

A

GRS

TRIRI

AH P A b3 E

SY-E88I8

Pre. Roq's Reviews

LPBC Houston, TX.

INSIUWC

NSR Workshop
NIC Requik ts incorp

1 g

i
I

—

[Communiostions Req. Review

|Valdetor's Process Update Mesting st HQ

[OBSA Req's Boheduls Pianning Meeting

AAS Columbus, Ohle

Bﬁﬂp‘lno MOU Development

AGU

NASA Sclence internet Freject
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NASA Science Internet
Engineering
Status Report

March 31, 1992
NSIUWG

Jeffrey G. Burgan
NASA Science Internet Office
NASA Ames Research Center
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Engineering Highlights
 Bacbone circuits upgraded to T1
ARC, GSFC, JPL, LaRC, MSFC
JSC - JPL (448Kb)
NASA HQ (448Kb)
« OSI (CLNP and IS-IS) capabilities deployed

- DECnet Phase |V routing enabled on the backbone
ARC, GSFC, JPL, JSC, MSFC

» Phase 1 of DECnet circuit upgrades to 56K completed

Engineering Highlights (cont.)

« Arizona DECnet consolidation completed
via T1 to University of Arizona

« Colorado DECnet consolidation currently being implemented
via T1 to NCAR, Boulder, CO

« DECnet routing implemented between NS| and ESnet
at both FIX interconnects

« Upgraded circuit to Univ of Alaska, Geophysical Institute
PSCN provided T1 to be shared with EOS VO network

« NSFnet access being upgraded to T3
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International Access

* NASA/ESA Connectivity
NSI connectivity to ESAnet via NASA/PSCN links
ESOC (256Kb)
ESTEC (576Kb)
Currently supports IP routing
DECnet IV routing being implemented
PSCN upgrading links in June

* United Kingdom
Univ of London (128Kb)
Oxford University (128Kb)
Rutherford Appleton Lab (64K)

International Access (cont.)

* PACCOM (Pacific Rim)
Univ of Hawaii (1.5Mb)
Australia - AARnet (51 2Kb)
New Zealand (64Kb)
Hong Kong (64Kb)
Japan (multiple circuits)

* Chile - Cerro Tololo Inter-American Observatory (56Kb)
* Greenland - Sondrestrom Radar Facility (56Kb)

* Antarctica - McMurdo Station (56K)
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Network Operations

« Network Operations Center (NOC) located at ARC

* 24 hour / 7 day availability

-\Toll free international access

 Network management of routers using SNMP (Overview)

« Monitoring of DECnet circuits using NICE (custom program)

« Evaluating DEC MSU to provide integrated IP and DECnet
management capability

Network Configuration

- 112 sites connected
71 using multi-protocol routers
(54 routing DECnet Phase V)
29 using DEC's DDCMP
12 utilizing DECnet encapsulation

« 2 interconnections with other Federal Agency Network's
(NSFnet, ESnet, TWBnet, MiLnet)
FIX-East (SURAnet, College Park, MD)
FIX-West (NASA Ames)

« Traffic increased 250% during past 12 months
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NASA Science Internet (NSI)
User Support Office (USD)
Objectives and Recent
Accomplishments

J. Patrick Gary
Science Network Office
Code 930.6
Goddard Space Flight Center

March 31, 1992

Presentation to the
NASA Sclence Internet User Working Group (NSTUWG) Conference

-

/ | NASA Science Internet User Support Office I \

Objective

* Meet user needs for NSI information and applications
services through the establishment and coordination of
an effective set of Network Information Center (NIC) and
network applications development efforts.

Key F ional Activiti
» NIC Requirements Definition and Analysis
* Network User Help Desk

* Publications/Documentation

* On-Line Services

\- User Outreach
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/ NASA Science Internet User Support Office \
NIC Requirements Definition and Analysis

Obiecti

- Collect and document NIC requirements in User Services Request (USR) form
— Information services, e.g., Yellow Page NSI Resource Guide
— Application services, e.g., IP-OSI Interoperability Gateway

« Identify existing or emerging products and applicable R&D efforts

+ Identify remaining resources needed to meet users’ requirements

Recent Accomplishments

« Drafted separate Information Service Request and Applications Service
Request forms to facilitate:
-—— Work planning
— Progress/status reporting
— Product documentation

« Reviewed Justification and prioritization factors with NSI's Deputy PM, e.g.,
— Extent of user demand
— Who and which sites will use this service and how often

\ — Availability of t his service in other NICs

— Maturity of the technology/products related to this service

/ NASA Science Internet User Support Office \

Network User Help Desk
Obiecti

» Maintain 8 hr/day x 5 days/week NIC help desk with >90% live phone response

* Respond to user requests .
— General network Information — Referrals (e.g., to NSI NOC, other NICs)
— Network user problem diagnosis — User node configuration/optimization

« On-going Help Desk operations routinely handling approximately 20 Email
requests and 10 phone requests per week; over 90% responses to Email by
close of business next day

+ Assembling reference files covering a wide variety of topics (e.g., internetwork
mail. online resources, the NSI-DECnet node database, the NPSS, etc.) for use
in day-to-day operations

« Planned Help Desk improvements in NSI NIC-NOC coordination, cooperation
and information exchﬂl_lge

« Initiated contact with NIC-related personnel at MSFC NPSS, Merit, NSFnet
Network Service Center, SURAnet, THEnet, and other Help Desks as part of
inter-NIC liaitson activities

Qo-chalrlng IETF User Documentation Working Group with near-term

goal of Improving internetworking bibliography
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NASA Science Internet User Support Office
Publications/Documentation

* Coordinate the development and distribution of quality documentation
* Prepared several new mini-guides designed to assist network users in better

understanding various network commands and in accessing numerous
on-line services

— How to Access the NSI Online Network Alde (NONA)

— The NSI-DECNET Node Data Base

— Using the EAST Int ability Gllﬂlg

— Basic TCP/IP (lnurne(; Commands for DECnet/ VMS Users

— Using the Flle Transfer Protocol (FTP)

== "Rules of Thumb" for Delermining the Source of Electronic Mail
— The MacSecure Anti-Virus Tool Kit for Macintosh Computers

* Planned contents for a NSI New User Packet, e.g.,

\_

— What is NSI — What is the NSI NIC, NOC, NSIUWG, ...
— Various minl-guides — _Glossary of basic networking terms
— Internetworking bibllography — NSI Resource Guide

[NASA Science Internet User Support Office
On-Line Services

Objecti

* Provide NSI users with easy on-line access to networking information and utilities

* Installed and configured NSINIC VAX 3400 running VMS and NSISRV
DECstation 5000/200 running ULTRIX as NSI-dedicated computers for
hosting on-line USO services

* Enhanced the NSI On-line Network Alde (NONA) system since its V1.0 release

— Completed various menus/informational files previously under construction

— Added "Hot News" feature to top menu

— Updated Electronic Mail Matrix information; also added a "knowbot" to
handle interactive user inquiries in this subject area

— Upgraded the on-line problem reporter and comments subsystem

— Designing and testing Version 2 of NONA

\_
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/ NASA Science Internet User Support Office \
On-Line Services (continued)

« Created the NSI Flle Cabinet and updated its informational holdings

—_ Presentl{rcontalns 39 directories, 1392 flles
— Major directories are IMAGE, MAC, NSINIC, RFC, and SOFTWARE

« Created NSI_DB as a replacement for the old SPAN_NIC Yellow Pages
« Continued approximately bi-monthly updates to the NSI-DECnet node data base
« Providing USENET News feed for several NSI-connected sites
» Created NSI Electronic Postal Facility/POBOX capability
— Maintains varions mailing lists to send announcements and bulletins
— Presently supporting the following groups:
« International Forum on the Scientl sers of Space Station (IFSUSS)

« AAS High Energy Astrophysics Divislon (HEAD)
«+ Applied Information Systems Research Program (AISRP)

Qvebped IKI-NASA Gateway system (now planned to be shut off)

/ NASA Science Internet User Support Office \
User Outreach

Obiecti

« Present NSI capabilities and demonstrate network information and
application services through active participation in user conferences,
symposia, and Working Groups

Recent Accomplishments

« Provided significant planning for the annual NSI User Working Group
Conferences

— Edited Proceedings of the Second Annual NSIUWG Conference,
February 11-14, 1991

— Coordinated numerous arrangements for Third Annual NSIUWG
Conference, March 30 - April 3, 1992

\-
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/ NASA Science Internet User Support Office \
User Outreach (continued)
Recent Accomplishments (cont'd)
* Assisted in staffing the NSI booths at key scientific conferences, e.g.,
— December 7-11 AGU conference in San Francisco, CA
— January 12-16 AAS conference in Atlanta, GA

— March 16-20 LPSC conference in Houston, TX

+ Presented NSI User Support Services at varfous project working group
meetings, e.g.,

— March 10-12 EOSDIS DAAC User Services Work Group Workshop
in Slous Falls, SD

» Provided network usage consultation and tutorials on NONA, the NSI File
Cablnet, and several other on-line systems to over 800 NSI users

» Establishing process of contacting user representatives at newly-connected
NSI sites

-

/ l NASA Science Internet User Support Office I \
New User Requirements and Recommended Changes —
We're Receptivel

* At This Conference:

— Discussion during Plenaries

— Discussion during User Services Subgroup
~— Discusslon during User Services Tutorlial
— glscusslon at NSI NIC Exhibit Booth

— Other...

« Anytime:
— Call and/or Email and/or FAX Help Desk

~ Leave message in NONA comments/suggestion box
— Other...

o
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¢ N
WHO YOU GONNA CALL?

NSI Network Information Center

Code 930.6
Goddard Space Flight Center
Greenbelt, MD 20771

301-286-7251
(FAX) 301-286-5152

nsihelp@nic.nsi.nasa.gov
nsinic::nsihelp
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NSI SECURITY
Update

RON TENCAT!
NSI SECURITY MANAGER
March 31, 1992
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NSI SECURITY UPDATE

HACKERS ON NSt:

HOW THEY GET IN:

» DIAL IN VIA ROLM LINES
* NPSS (X.25)
« TCP/IP OR DECNET NETWORK (NS!)

IYPICAL HACKER ACTIVITY:
* TRY TO GUESS PASSWORDS
« EXPLOIT GUEST ACCOUNTS THAT ALLOW OUT OUTBOUND ACCESS

« SEARCH FOR WORLD-READABLE SYSTEM FILES .
« USE NSVOSSA SYSTEMS AS STAGING AREAS FOR FURTHER ATTACKS.

NSI SECURITY UPDATE

LITIE X

« TFTP (Used if a node is a bool-server)
Allows files 10 be read/copied w/out specilying a userid/password
letc/passwd

. GlAINI':leFIOOT ACCESS VIA EXPLOITING BUGS, INSTALLING TROJAN HORSE
BINARIE

» TRIVIAL PASSWORDS

* DEFAULT ACCOUNTS AND “r" COMMANDS
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NSI SECURITY UPDATE

IMPROVING OVERALL SECURITY
* USE PASS-PHRASES
* REQUIRE PASSWORDS ON ALL ACCOUNTS
* ONE ACCOUNT PER USERNAME
* GENERATE AUDIT TRAIL (ACCOUNTING) DATA - REVIEW DAILY
* INSTALL PATCHES AS THEY BECOME AVAILABLE

* RUN SECURITY "TOOLKIT* SOFTWARE
UNIX: "COPS" VMS: "SPAN TOOLKIT"

* REPORT INCIDENTS WHEN THEY HAPPEN

* Come to the Tutorials on Thursday!

NSI SECURITY UPDATE

INCIDENT HANDLING
-DONOT REPORT NASA INCIDENTS TO THE "CERT"

* USERS SHOULD REPORT ANY ANOMALY TO THEIR SYSTEM ADMINISTRATOR

. SDYSTEI(A)ADMINIST RATORS SHOULD REPORT ANY SECURITY INCIDENT TO THEIR
PI-CS:

* IF INCIDENT INVOLVES AN EXTERNAL SITE, REPORT IT ALSO TO NSI-SECURITY
OFFICE, SECURITY@NSINIC.GSFC.NASA.GOV

* NSI SECURITY OFFICE ISSUES SECURITY BULLETINS TO NSI COMMUNITY VIA
ROUTING CENTER MANAGERS AND NASA AIS CONTACTS
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NSI SECURITY UPDATE

SECURITY ALERT DISTRIBUTION

« NSI ROUTING CENTERS

-ARC (Warren Van Camp, Milo Medin) - JPL (Sandy George, Joe Wieclawek)
- GSFC (Dave Stem,Jerome Benneit,Rick - MSFC (Sam Pizzano, Linda Porter)
Dunbar) - ESOC (Paul Hughes)
-JSC (Dan Anderson) - KSC (Mark Juhr, Mark Mason)
« OTHER NASA CONTACTS
- SSC (Paula LeBlanc)
- LeRC (Steve Pralwt)
- LARC (Steve Deny)
-HQ (Janet . Russ Davis)
-JTD (Rick
-« OTHER NETWORK/SECURITY CONTACTS
- ESneVDECnet (HEPnal) - SPAN France - DARPA/CERT
- INFN (ltaly) - European SPAN - FIRST (Int'l CERT Group)
- ISAS/NASDA (Japan) - SDSC - NSI-NOTIFY@NSIPO
- DAN (Canada) - DOE/CIAC
- RIKEN (Japan) - ESTEC

,

NSI Acceptable Use Policy

SUMMARY:

NS! supports sl NASA science fight missions, discipline research programs, and collaborating scientisis at NASA
Cenlers and sisewhere.

NS Is not 1o be used for private gain or proft.

SPECIFIC.

1)UuolNSleolnwppoﬂoloﬂddNASApmm;dmnqumslorNSleomndvllyrmslbonldmd
WWWMMOSSADWMCMR.

2) Use of NS1 10 support coordination and adminisirative execution of OSSA research granis is permissible;

3) Use of NSI to support NASA research, related lraining, and assoclated technical activides at non-profit institutions
ol research and education is acceptable.

4) Use of NSS! for commercial or intelleciual gain by lor-profit organizations is not acceptable, uniess those
organizations are using NS to sallsly specific NASA contract of grant requirements.

5) Use ol NSI for research or education at for-profit institutions will be reviewed on & case-by-case basis (o ensure
consisiency with OSSA programs; lack of program approval will result in disconnection.

8) Use ol NS o gain unauthorized use of resources attached to NSI wilt result in disconnection and legal
n. NSt wilt make every attempt to implement precaulions lo safeguard against unauthorized use of
NASA computers, databases, and other altached lederal resources.

7) Use of NS for the Introduction of worms, viruses, Irojans, or other software which maliciously Inlerleres with
normal NSI operaions s uniawful,
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@ NSI Acceptable Use Policy

KEY POINTS:

* NSI  "The Internet”
« NSI Resources are for OSSA Support Only

+ OSSA/NSI Users enjoy full network access
» Unauthorized use of NSI is unlawful

* Violators will be prosecuted

@ NSI SECURITY UPDATE

CONTINUING INITIATIVES
o REVISED POLICIES
o TOOLKITS (VMS & UNIX IN FY92)
o IMPROVED INCIDENT RESPONSE MECHANISM

o EDUCATION
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NSI Acceptable Use Policy SA

NS! supports ail NASA science figit misslons, discipline research programs, and collaboraling scientisis at NASA
Centers and elsewhere.

NS Is not to be used for private gain or profil.

SPECIFIC:

1) Use of NSI must be In support of official NASA programs; all user requests for NSI connectivity must be validated
and supported by cognizant OSSA Discipline Chiels.

2) Use of NS to support coordination and administrative exacution of OSSA research grants Is permissible;

3) Use of NSI to support NASA research, related lraining, and associated lechnical activilles at non-profil institutions
of research and education is acceptable.

4) Use ol NSI for commercial or itelleciual gain by for-profit organizations is not acceplable, uniess those
organizations are using NS! to salisly specilic NASA conlracl or grant requirements.

5) Use of NSI for research or educalion at for-profit instilulions will be reviewed on a case-by-case basis lo ensure
consistoncy with OSSA programs; lack of program approval will resull In disconnection.

6) Use of NSI 1o gain unauthorized use ol resources altached lo NS!I will result in disconneciion and legal
prosecution. NS will make every altempl to implement precautions to saleguard againsi unauihorized use of
NASA compulers, dalabases, and other allached federal resources.

7) Use of NSl for the introduction of worms, viruses, trojans, or other soliware which maliciously interferes with
normal NS operations Is unlawful.
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B. NSI User Projects Plenary
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Upper Atmosphere Research Project (UARS)

Project Update

NSIUWG
April 1, 1992

LITE )

Danie) S. DeVito
Code 430
UARS CDHF Manager

./

UPPER

(

Agenda

® Background

- UARS
- 6round System
- NS!I Support

® Lessons Learned

- Performance

- Engineering Support
- Operations Support
- Management

PHERE
mei Rl orre—)

PRECE™
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UPPER
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Background: UARS

© The UARS, deployed by Discovery on September 14, 1991, Is the first of

a serles of observatories to
Planet Earth® program.

be launched as partl of Lhe “Mission to

® UARS carries nine complementary experiments performing three types

of measurements as follows:

CLAES:
HALOE:
ISAMS:
MLS:

Composition
&
Temperature

HRDI:
Winds [ WINDII:
PEM:
SOLSTICE:

Energy Input
L susim:

Cryogenic Limb Array Etalon Spectrometer
Halogen Occultation Experiment

Improved Stratospheric And Mesospheric Sounder

Microwave Limb Sounder

High Resolution Doppler Imager
Wind Imaging Interferometer

Particle Environment Monitor

Solar/Stellar Irradiance Comparison Experiment
Solar Ultraviolel Spectral Irradiance Monitor

PHERE

OTE )

LK g)
mr'" ¥ PULERC
fFu mE SR e
Background: UARS (conl.)
® The UARS Scilence Team consists of 20 Principal Investigators at various
international locatlions:
Principal Investigator Location Instrument
[~ A E. Roache LPARL; Palo Alto, Ca CLAES
JM. Russell LaRC; tlamplon, Va HALOE
F.W. Taylor Oxford Univ.; Oxford, England ISAMS
J.W. Waters JPL; Pasadena, Ca MLS
Instrument | pg Hayes Univ. Of Michigan; Ann Arbor, M HRDI
Investigators| ¢ 6 spepherd York Univ.; Toronto, Canada WINDI1I
J.D. Winningham SwRi; San Antonlo, Tx PEM
6.J. Rottman Univ. of Colorado; Boulder, Co SOLSTICE
L 6.E. Brueckner NRL; Washington D.C. 5USiM
" DM. Cunnold Georgia Tech; Atlanta, Ga
M. Geller SUNY; Stony Brook, NY
J. 6ille NCAR; Boulder, Co
wW.L. Grose LaRC; Hamplon, Va
Theoretical & | JR. Holton Univ. of Washington; Seattle, Wa
Collaborative | J. London Univ. of Colorado; Boulder, Co
Investigators | AJ. Mitler NOAA; Camp Springs, Md
C.A. Reber (Proj Scl) 6SFC; Greenbelt, Md
A. O'Nelll UKMO; Bracknell, England
D. Wubbles LLNL; Livermore, Ca
L\ L R.W. Zureck JPL; Pasadena, Ca
/)
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Background: Ground System

® (nstrument Investigator Teams provide dally science and activity plans to the
Command Management System (CMS) based on planning alds.

® The CMS provides command loads to the Payload Operations Control Center (POCC)
which are subsequently uplinked to the aobservalory via the TDRSS.

® Telemelry and Tracking data are downlinked to the Data Capture Facilily (DCF) and
Flight Dynamics Facility (FOF) via Lhe TDRSS.

® The DCF archives the telemetry data, reverses the data to time-increasing order,
removes redundant data, and decommutales and formats the data for transmission
to CDHF.

® The CDHF provides non-critical mission supporl and data management functions:

ingest UARS Level O data and correlative data

Process Level O data using Pi-provided software

Store UARS data products and correlative data

Provide access to UARS data products and correlative data to UARS sclence
community via network communications (managed by NSI).

/)

)

u m;gn"’mu "
IHEE
Background: UARS (conl.)

® UARS mission lifetime

Flight Operations Ground Data Processing Support
Original Plan 1.5 years 25 years
Current Plan 5 years 6/7 years
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Science Mission Command
— Planning ——®Management]
Team
Group System
Telemetry ﬁ
and
Commands
=
TORSS Project . Command Loads
Operations
Telemetry Control Center|-POCC Displays Daily
L Science
? and
Activity
Flight Remote Plans
T k‘i_—"' Dynamics Analysis -
racking Facilit =
| Y Computers Planning Aids
Data
Capture Definitive -
Factlity orbit t
Processed Data Processing
Data Y Software
Central Data Handling Facility
L;':t'ao UARS Data
Products
Database Management,
Scheduling, and Accounting
Correlative
Data Data Initite 4 Comm.
Processing Computing Control
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Background: Ground System (cont.)

e UARS data available from the COHWF are:
- Level O: pre-processed telemetry
- Level |: output of sensors (e.g., radiances)
- Level 2: geophysical data (e.g., ozone mixing ratio_at footprint of sensor)

- Leve! 3A: geophysical data transformed to a common (ormat and
interpolated to equa! time and latitude steps (approximately one-minute
centers)

- Level 38: latftude/longitude maps on a daily basis at one-half height
intervals

e Correlative data, supplied by Correlative Measurement Investigators (Cris) via
Pis, are available from the COHF.

L\

zpp "I'HERE
-4l i

<)

Background: NSt Support

® Engineer, reliable, DECnet connectivity between the CODHF and RACs

® Analyze external network reconfigurations and technology advancements for impact
to the “UARSnet” (e.g. DECnel Phase V)

e Provide a minimum bandwidth equivalent to a 56 kbps dedicated circuit between the
CDHF and each RAC

@ Provide around the clock monitoring of all communication links

® Perform trend analysis on network links to monitor shared line utilization and trac:
reliability, maintainability, and avallability (RMA) of the “UARSnet”

e Report all line outages impacting the "UARSnet® and associated resolutions to CDHF
operations and Project personnel

® Provide utilization statistics for each “UARSnet® link

® Present NSI status at the UARS Data Systems Working Group Meetings (DSW6s) and
Systems Managers Meetings (SHMs)

W\

UI"PEI.I_ 108 I
-3 =Y (LR
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Lessons Learned. Performance

and Project personnel via e-mat).
“event®.

- 731 events were recorded

e Events are categorized by cause as follows:

- RAC: outage caused dy fallure or planned maintenance of RAC site

® Losses and subsequent acquisitions of communicalion links impacting COHF/RAC
connectivity are reported by the NSI Network Operations Center (NOC) to UARS operations
Each loss and gain of a 1ink to a RAC IS termed an

Ul”l’lﬂ_ PHIL I
wei A

UITE ﬁ\

- Line: outages caused by (ailure or planned maintenance outside the control of the
RAC site

- Unknown: outage reported by the NSI NOC but withoul sufficient information to
determine cause

® E-mall messages from the NSi NOC were saved by Lhe UARS Project for a period of 17
months (10/90-2/92) to use as a basis for trend analysis of the UARSnel performance.
During the 17 months:

- Over 1500 mall messages were sent Lo UARS by Lhe NSt NOC concerning events

- Over 14% of all evenls were not completely reported by the NSI NOC and therefore
are not used in the following performance statistics

s J)
z‘l’pﬂ"mn (1]

Tu me R e

Lessons Learned. Performance
UARSnet Event Statistics
Circult T Number of Events
Locatton reuit Type Line  Unknown RAC Total
NCAR Boulder, Ceo T1 (Shared) 22 14 24 60
NOAA Camp Springs, td 56 kbps (Dedicated) 2 2 3 7
LPARL Palo Alto, Ca T1 (Shared) a 5 14 27
SUNY Stony Brook, NY T1 (Shared) 27 17 vz 61
6a. Tech Atlanta, Ga T1 (Shared) t2 6 "3 33
LaRC Hampton, Va 56 kbps (Dedicated) 19 5 13 37
LPARL Palo Alto, Ca 56 kbps (Dedicated) 22 1 9 32
JPL Pasadena, Ca 728 Kbps (Shared) 3 18 15 46
Onford U. Oxford, England 956 kbps (Dedicated) 6 S 9 20
SwRt San Antonlo, Tx 56 kbps (Qedicated) 39 3 18 60
U of Mich Amn Ardbor, Mt T1 (Shared) 4 15 21 30
NRL Washington D.C. T1 (Shared) 24 18 21 63
U of Wash. Seattle, Wa T1 (Shared) 6 S 14 25
U of Colo Boulder, Co T1 (Shared) 12 6 3 31
York U Toronto, Canada 56 kbps (Dedicated) 5 13 7 25
CNES Toulouse, France 56 kbps (ngicaled) 16 31 (-] 62
Total 247 164 228 639
Average 39 26 36
> -,
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Lessons Learned: Performance
UARSnet MTBF/MTTR Statistics
| MTBF (Days) MTTR (Hours)
Name  Locatien Circult Type Line  Total* Line Total®
ACDURS Boulder, Co T1 (Shared) 24.8 3.4 5.7 7.3
AIBROU Camp Springs, Md 56 kbps (Dedicated) 183.1 24.5 10.7 11.0
CLAES Palo Alte, Ca T1 (Shared) 33.3 3.6 5.2 a9
GELUAY Stony Broek, NY T1 (Shared) 9.2 1.8 3.2 3.7
6TUARS Atlanta, 6a Ti (Shared) 411 6.3 4.4 5.5
HALOE Hampton, Va 56 kbps (Dedicaled) 18.2 4.8 7.4 9.0
LPARS Pale Alte, Ca 56 kbps (Dedicaled) 21.3 5.7 4.3 6.3
MLSRAC Pasadens, Ca 728 Kbps (Shared) 43.9 4.5 12.2 15.0
OXROU Oxford, England 56 kbps (Dedicated) 35.9 9.1 23.3 9.8
PEM San Antonfo, Tx 56 kbps (Dedicated) 12.0 2.9 12.5 15.1
SPRLJ Ann Arper, Mi T1 (Shared) 29.0 43 3.2 4.8
Susin Washingten D.C. T1 (Shared) 18.9 3.3 8.0 a8
UWASH Seattle, Wa T1 (Shared) 54.3 83 3.3 7.6
VIRGO Boulder, Co Tl (Shared) 35.2 6.7 1.4 5.1
WINDIC Toronto, Canada 56 kbps (Dedicated) 96.4 6.7 2.8 6.6
WINDIF Toulouse, France 56 Xbps (Dedicated) 2313 25 8.4 13.8
Average 42.4 6.2 7.4 8.6
Motz “Tolals® include sulages cansed by line, RAC or unknown
- /)
zt;PER_”m n
—HES -
Sl o)
Lessons Learned: Performance
CDHF-PEM (San Antonio, Texas)
3T D - RAC
[} - Unknown
Jo+
- - Line
2 25"
2
S 20-
2
E]
T
g 154
a
10
5 -
o -
(1] N D J M A 2] J A [+] N D J F
1990 1991 1992
Neots: 56 kbps Dudicaled Link :
kk /)
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Lessons Learned: Performance
CDHF-NCAR (Boulder, Colorado)

Percent Unavailabdle

1990 1991 1992
Nele: Shared Link

\

L\

1IENE

L el e
Lessons Learned: PerformancCe
CDHF-WINDIF (Toulouse, France)

25 D - RAC
- Unknown
- - Line

a\

Percent Unavailable

1990 1991 1992
Nele: 9.6 kbps Dedicatad Lisk (Oct 90 - Mev 9))

56 khps Dedicated Link (Mev 91 - Preseat) y
N 2/
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Lessons Learned: Performance
Average of All COHF-RAC Lines
7.00T - RAC
F— - Unknown
6.00+ B - uee
@
- 5.001T
2
]
>
[ ]
5
H ir'ﬂ
§ b
o 4
b
W\

u‘l’PE "" 2?00t
RS AR e

service).

Lessons Learned: Performance

® MTTR and MTBF appear to be closely tied to RAC location (as opposed to the type of

® The number of remote terminal sessions from the RACS to the CDMHF was underestimated.

® Users tend to overestimate dala transfer requirements {(or underestimate ihe ability of
the RAC to receive and properly archive data).

® Some users tend to expect near perfect reliabliity.

Not all data products were avallable as soon as anticipated.

“w@%tlltllt
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Lessons Lesrned: UCSS Data Transier Load (During First Six Months)
Estimated vs. Actual

°
NCAR SUNY LsRC Ty Swhl NAL UoiCole CNES
NOAA Ga Tech LPARL Oxlard U UofMich Uol Wash York U
| — Location
(O acsest
Mute : Achuals de net include data ¥anelarred independent of UCSS

\X

ATRIOSPHE RI——
f(_" - M:an o TN

1]
SATELLITE

~)

Lessons Learned: Operations Support

e The NS| NOC needs to standardize “event” mail messages for easier tracking and to
support trend anatysis.

o Communication between the NSI NOC, COHF/RAC Sysiems Managers, and MNetwork
Affillates (e.g. PSCN, NSFnet) needs to Improve in order lo achleve accurate problem
tracking and timely resolution of conneclivily problems.

e The frequency of partially reported “events® has stleadily improved

UPP%I] PRIL IR
G LR
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Lessons Learned: Engineering Support

L] :BI: engineering support has always been outstanding when direclly applied to a UARSnet
ask.

® NSI0 often has difficuity providing engineering support for the UARShet In a timely
manner.

® The UARS Project has not seen trend analysis performed as originally advertised by NS)O.

u UPPER —
G vl )

/)

Lessons Learned: Management

o The UARS Preject underestimated the effort required Lo coordinale with NSIO on
networking issues.

o The NSI0O underestimated the effort required to design, implement, and manage the
UARSnhet.

® N3IO has become more realistic In advertising services and task completion dates.

o NSIO Management response to UARS Project concerns was inadequate. The appointment of
a Project Coordinator by NSI has greatly improved NSI0/UARS Project
communication.
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Production requirements and funding
preclude the inclusion of Dr. Clarke's
original color reproductions of Galileo
images and maps.
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C. Network Information/User Services
Plenary
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Internet Information
Servers

NASA Science Internet
Users Working Group
Conference

30 March - 3 April 1992

Joyce K. Reynolds
Information Sciences Institute
University of Southern California
Marina del Rey, California
USA

125 4

acat

PRECH wit, ©° F Ze iiir TN IV T



snoJdumy —

juapuadapujy -

PRZI[eNUD-I( ~

SIJIAIIS AT0JIAII(]
/SIOATIG UOT)ewIoju]

SIAIIS [IBJN

SJIN 3Iq8ION

SIAA ¥ SO

SIS L1031
/SI9AI3S UONnBULIOJU]

MIIATIAQ

126



f1s19ATUN) DN
deymy ue[y 3 Yosna(q 13313J
:s1adojasra(g

MMM
Pue SIVAA Y3noly) 3qe[reae
UONJBULIOJUI 3jew 0) Sue[J

Isn SJI J0j [050)01d oxadsoig
a4} paydope sey aryory

3s 1ad [030301d ,d1qdae,, ON

sureigoad
‘stoded ‘syuamndop ‘sayyy
$s300¢ d1iqnd sapuoad aryory

MPIY

saded AYM/00S°X -

(MMM 93\ 3PIM PIIOM -
(SIVM)

JIAIIS UOI)RUILIOJU] BAIY IPIAA —

SIOYM -

oxadsoiq -

PUIjIaN -

yogmouy] —

Jaydon) -

IMYIIYy —

SIIATG A10)2a1I(]
/SI9AIRS UOIjBuLIOjU]

127



MMM 2 SIVM Im
JNO PILLIED UIAQ IABY SISIL

aTyoIe 0) sAemajed asey
Apeaage oxadsoag pue saydon

Kep 1ad saranb (0‘Q€ 1340
0) SIIMSue Ipnoxd IpmpIom
| SIIAIIS [BIIAIS Jey) pIjewisy

3J1A13S UOTJBULIOJU] JIUIIU]
pasn jsow 3y} ApUALIN)

NP1V

S$9IBLIJUT JUID AYdJIL

paseq—-oxadsoig 10
[reury
JRUPEL

:BIA ISBqE)Ep

s1q) £1anb uay) Aew J1as()

wId)SAS aseqejep
Pa3JBJIPap € 0jul PaINU
pue passadoid sI uoyBULIOU]

s3)Is AAIydIe J LA snourfuoue
paurmiajapaid Jo s3unsyy Y
SunaLiyaa £q pazifpn ST WA)SAS

IMPIY

128



(d3ISLX3N ‘TIX
‘“PUPRL x1UN) ‘SWA ‘SOQ)

SJURIY/arYdIe/ By S w-aryoe

:WO0JJ 32IN0S JudI)

d0p/3ryoae/ ey [ddwr-aryde

T0Ij uonejuawndo(q

e’ I3dwr2p)ardoad-aryoae

:sdnoa3 uorssnosi(y

SMPIY

)sa1ajut Jo s)sI| Surfienr (B0

SIS 1 snomfuoue
Jo uonedo] suruLIdja(

sadeyoed aremyjos

Jo spupj dyrdads 10§ yoaeas
0} SI3sn MO[[e 0) uonBuULIOJul
Jo 3due1 jo uorsuedxy

apnpuj suelq aIning

SMPIY

129



SJIAIIS UOTJBULIOJU]
JouINU] I2Y30 0) Kemajed
g SB J98 0} pausdisop osye sI 3]

uonyewIoJul SULLIJSUBI) J0]
1050301d Um0 S31 sasn Jaydon

13505

B10SAUUTJA] JO AJISIATU()
a1} j8 pado[aAap st Jaydon

SJUII]D 0) SIIAIAS
Surpuas 10§ JI/dD.L U0 pased

sureadoid ‘siaded
‘s)UIWNIOP ‘S §S3E dI[qnd

wd)SAS
UOT)BULIOJUI P3INQLIISIP B ST

T3qdon

130



+/1090302d xaydo8/1aydo8/qnd/
MNP UWN 01U’ XOGUIO0q

:UON)BIUIWNIO(

«/13qdo3/qnd;
NP UWN 011U X0qUI00q

W01} 32IN0S

TYqdon

NP UWN 01U X0qUI00q
:3[qB[TBAB JIBMIJOS

IX3N

ysojuryoeA

XINN
:10J SISIXd
suonejudwR[durr JIAIIG

YSOJUIIBIA
SOd-SIN

XINN
:10J STX?

suonjgyudwa[duy U]

ydon

131



Jap[nog ‘opelojo)) Jo £JISIdATU()
Z)1eMydS NI Aq padopraq

uoljeuwLIOJUI J0] YdIaeds 03 (SNA
‘LLIAS “198ur)) S901AI3S FunSIXa

puUeE SjuIy Jo Iseqe)ep B Sas()

3rdoad jnoqe uonewIoju]y

1003 Sa8ed IIYAA JUINU]

PULJIN

RIND 4q padopasa(

sjsanbax s Jasn ayj} yno Lired 03
JIYJoue 0) WII)SAS U0 WIOIJ SIAOIAl

swreadoxd joqmouyy
J9Y)0 YIm sadessawr sagueqoxy

*SY[SB} [BAILI)AI ) YIIBIS JNO
£118d 03 J3Sn 3Y) JO JIeyaq U0 SPVY

(HS?N) 3uipeay 323[qng

[EXIP3JAl SUDIPAIA] JO Areaqry
[euonIBN 3y} Ul UoljBuULIOJUI
guissadoe 10) pazienads Apuaiir)

wexdoad juaB[Rjul ‘aAT)oR UY

(TOFOT3ZP3MON)

WeI301] JOGmouy]

132



ISI/OSN
Jo uemmaN piogr) £q padopaaa(q

J3SN 3Y) 0) I[QISIAUTI aq UEd 1Y
3Y) 0} SSIJOB pUE ISOY [BNJIE YL

wI)SAS 1} [ed0]
B Ul 3q 0} J3sn 3y) 03 yeadde safig

(939 ‘SAN dI1Jd) surioj snoLiea
Ul 3)qe[reAe 3q Aewr Sa[Iy IjowIdy

0IodSOoI]

SILI10)J31p
ul S3[1J [BI0] pUB oUWl
0) syur] 3uneald £q paysrdwodoy

$32IN0SAI JO SMIIA
Pa3zZIwWOISNd JONIISU0D ABW SIIS()

$32IN0S31 JIWINU] aZIueIo
s1asn d[2y 0) s[003 sapaolg

smeidoad ‘siaded ‘syusmndop
‘sa[y $5900% d1qnd s1 uorBMLIOJU]

[PPOIA WdISAQ [BNIIIA 3Y)
uo paseq wd}SAS 3 paINqLIISIP Y

ordsoag

133



«/o0p/syd/qnd
:npa-uojdurysem-sy-aunf

WI0JJ UOJBIUIWNIO(

aas/syd/qnd
:npa-uojdurysem-sr-aun(

0] J[qE[IBAB 30IN0S
npa-uojdurysem-sdp)osadsoad—ojur

:3xe sdnoad uoissnasi(q

oxdsoag

aamynj ay)
uy pappe 3q 03 p2adxd ST MMM

pademajed SIVM pue
013dso1J aAey 0) Lemrdpun suejd

MMM
3O syury Ix3)13dLy afpuey 03 AqVY

JyoIe

pPuU® STVAA SE Yons sIapuoig
UOQEULIOJU] [)IM SIUIqUIO)

01odsoxg

134



"T6-uef-L0
uo pajepdn jse[ p1033Yy

TIST-2Z8 (€12)

76706 VO %9y [9p euuely

Aep\ fyreriuipy 9.9

JNMIIISUJ SIDUIIIS UOIJBULIOJU]
BIWIOJI[R)) WIdYINOG JO A)ISIaAIU()
NATISIO XIS

(TN *Y 324of ‘splousay
aseqeje( pI 03 pajdauuc)
°*°**°3seqeje( pt 0) 3unddUU0)
3d4of ‘spjoufaa stoymo,

Bidmexy

TIN'NAA DIN

aseqe)ep [BIJUI d3UQ
3doad jnoqe uonewrioyu]
109030ad ssadoe 3dung

IJIAIIS ISIPIO

SIOHM

135



P3)03a1p
3q [ uonsanb 113y3 goIym 0)
$32IN0S UTELIAI IS00YD 0) 323 J3s()

«SI2IN0S,, STVA SISt SOd

doj je
JIAIIS (SO() SIIAIIG JO A1032211(]

JIUIIU] 3Y) Ul SIS0y JO Jaquinu
B U0 3uruuni SIdAIS STVA

3InjIdjIygoae diseq

N mzm ) JIA.I0§

TUOIJEULIOJU] Bady IPIM

afeyy Iajsmaxg Aq dn papeay 30afoig

U] ‘SAUIYIBIA
Sunjuiy ], e dnoad e £q papeayreadg

0S°6€Z ISNV U0 paseq

JPWIs)u]
3y} SSOIOE SJUIWMNIOP JO [BAILI)II
pue ‘Surgaaeas ‘Gurxapul 10J SMO[[Y

M mzﬂ ‘ JIAIO

UOTJRULIOJU] BTy IPIA

136



9p0J 19AI3S 9p0d [090301d
9P0d JUAMD JO SISBI[I 9TBMIIL]

9SBIY XTU[] STVM =

SONSSI STV UO
dnoi1g uorssnosip smoujau e

srem’e

$19d0[2A3D JO ISI] 9AIORIAIUI
WodNUNP@)[e1-stem

gurystqng
OTUOI199[g UO s1adojaAaap put

SI9SN WOJJ [TeUI JO 1S381p APjoam
WO YUIY)D)UOISSNISTP-SIEM

{UOHBULIOJUT dJ0W J0]

———————
e —J

S

=

SN PUE [BAILIJ3I I0J SJUIWNIOP
Ure}Idd 3S00Yd UsY) Uwd SIIS)

JUAIP 3Y) 03 s
JUIWINIOP JO 33S B WINJII (S)IIAIIQ

paLIanb aJe yorym sadipur 3asayy st Jj

SIDIPUI IX3)—[[NJ PIIBAII WII)SAS
Y3 jJo juduodwodqns 3uo Yorym
10J Saseqe)ep Jx33 IBIe[ U0 SISNIO

uonejudwa[duny Jua.In)

(SIVM) ToAT™S

UOIJBULIOJU] Baly 9PIA

137



uoI)BULIOJUl
Sunsainjaa pue 3unyedo] J10j
wistueyddw [npamod £13A € sapraold

UOIJBULIOJUT JAJSUBI)
0} [020301d UMO SIT SISN MAMM

__ MW
q3M 2P PIHOM

¥ -sIduIdg
ur], £4q dn papeay 30301y

NYHD woly unt 3urdq ST MMM

SIUUWINOOp

J3Y}0 0) JUIWNIOP AAMAA © UI
saseyd 10 SpJoam WOIJ PIJONIISU0D 2q

uEd JBY} SYUJL,, YIIM JIST SIPIAGLJ

w)sAs Jxa)1adAy _._omualuoﬁuu:u uy

_MBW
49\ 9PIM PI1OM

138



20p/MMM/qnd/ :yo°uIad*oyul
:UM0JJ [qE[IBAR ST UOI)BIUIWNIO(]

(3ur] puewwod xtup) ‘d3ISILX2N)

1S/ MMM /qnd/ Yo uIad-oyul
:WO0JJ [GR[IBAB 3D2IN0S

O UIID T (I0XUD)H[BI-MMM

(AJSISITD

JPUJIQ SWAIIND) YI 18-y
2318 sdnoad uoissnasIp Yy,

4o\ 9PIM P10

Jaydon
A1qissod pue ‘argaae ‘STVAA 03 Aemajed
MMAM ® 2AeY 0) AemIapun 3Je Sue[J

M
49\ 9PTM P10

139






X.500/White Pages

Peter Yee/ARC
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X.500 Directory Services
in
NASA

Peter Yee
Ames Research Center

April1, 1992

Directory Services in NASA

What's an X.500?

X.500 throughout the world
X500 in NASA

Issues

Status and Recommendations

Potw Yos, Natwark Services Developmant Croup M/S: 233-18 ?5--—_
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What's an X.5007

Service description

How it works

Directory Service Standards Bodies
Directory Service Standards
Implementations

Directory Service Pilots

- Sestion
= ool Ounenstugiony

Mot Yo, Natwork Seorecas Devolegrussi Crowp M/S: 233-18

Directory Service Standards Bodies

COTT/ISO are joint issuers of X.500.
NIST - mandating use of X500 in GOSIP Version 3.
OIW - designing profiles for real world use of the directory.

NADF - working on making X.500 a commercial reality.

IETF - targeting directories on the Internet and solving
operational issues.

Pl Ya, Network Services M/S 213-18 g o Commtestiony
T VA=
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X.500 Service Description

X500 is a:
Distributed database.
Name service.
White pages system.
The solution to all of OSI's problems.

Peter Yas. Ntwerk Sarwiosm Densispmant Crop M/S: 233-18 g ot Canensbatinw
F Syumsms Siveaten

A (suggested) hierarchical scheme for data organization.
Has levels for countries, organizations, people, etc.
Scalable for global usage.

Sxegete

‘F...,..ﬂ oo ] =] (oo |

= St
Poiw Ya, Nawert Sorvicm Desslopmeant Group M/S: 233-18 Eé o Commumination
= Syt Shtstm
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How it works

* X500 Model
®  User's Perception
* Application of X.500

Potwr Yar, Natwer: Servcom Devslopenant Crop M/S: 21318 __§ o Comanpmivationy
3

X.500 Mode!

X.500 service is made of two parts:
* DUA (Directory User Agent - a client)

* DSA (Directory System Agent - a server)

and it uses two protocols:
* DAP (Directory Access Protocol)
¢ DSP (Directory System Protocol)

Pt Yar, Networt Services Dessiopmend Gronp M/S: 23318 ;_.g_ ¢ ot

153



X.500 Model

DSA Directory System Agent
DUA Directory User Agent

DAP Directory Access Protocol
DSP Directory System Protocol

Peter Yo, Notwerk Sorvinss Dessloprasni Croup M/S: 133-18 = P ——————

User's Perception

Consistent interface to data from all sources.

X500 model not apparent to user.

May be accessed through directory browsers
or other applications which incorporate DUAs.

Poter Yoz, Netwark Servicas Dumalopmaent Cooup M(S: 233-13 ? poep—————
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Applications of X.500

Poier Yas, Natwark Sorexces Desniopmani Cronp M/S: 233-18

X.400 Electronic Mail (1988) Reliance on the
Directory

Naming and Addressing
Distribution List Expansion

Authentication and Security

Capability assessment (i.e. supported recipient
options.)

Routing and path optimization.

PFotw Yar, Newerk Servioss Desslopment Croup M/S: 233-18 ? and Commueivations
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Applications of X.500

White Pages
¢ A large telephone book
e Inexact matching
e  Searching

Mot Yoz, Nowurk Seremes Dosslopmact Grovp M/%: 233-18 gé-——-

Applications of X.500

Resource Location and Naming Services
e Locate computers, peripherals, and services.

e Translate human understandable names into
machine identifiers (like the Internet DNS).

Mot Yoz, Narwork Servicns Deslopmant Cownp M/f%: 233-18 ;fg pore—— )
g Syoomme Suteten
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Implementations

Commerdial:

®  Retix, OSIWare, Unisys, and even Novell
Non-Commerdial:

*  QUIPU, Custos, Pizarro

Poie Ya, Nawewk Sareces Dussispensu Crop M/S: 23313

QUIPYU

Major directory research platform capable of running
on many UNIX systems.

Basis for some commerdial products.

Widely used and well-tested.
Directory Service Agent (DSA)

Supports 1988 Standards
Low initial cost
Requires ISODE
Poier Yar, Netwart Sarvioes Dessingmerst Coop MyS: 233-18 ;='—=' el
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Why QUIPU?

Supports distributed directory information
architecture.

Includes replication and access controls.

Integrates with PP X.400 electronic mail for
distribution list expansion.

Provides an important service with no current
competition.

The price is right!

Pl Yas. Netwerk Sarwices Duvolopmant Crenp M/S: 233-18

|
N
i

QuUIPU

Future of QUIPU:
¢ ISODE Consortium

- Non-profit organization to foster the growth
of the ISODE.

- Responsible for future development.

- NASA is a charter member.

Poiw Yo, Newek Sevios Desslopmant Group M/S: 133-18 ? TS ]

158



Directory Service Standards

CCITT/ISO  X.500 - X.521 series of recommendations
NIST - GOSIP Version 3

OIW - OIW Profiles

NADF - NADF 175, etc.

[ETF - numerous RFCs

Poier Ya. Narwark Sorwces Dosslopmeani Cruap MJS: 21315 = e

Directory Service Pilots

FOX

mv.,n--u-un—u—-c-qmm-u ;g-n—-—
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Fielding Operational X.500 (FOX)

Jointly funded by DARPA, NSF, DOE and NASA.

Testing interoperability of QUIPU and NIST's
Custos implementation of X.500.

Merit developed object identifiers to store the
Internet network infrastructure information in
X.500.

SRI developed an X.500 version of the WHOIS
database.

e  PSI has created an index into the RFC/FYI document
series and applications to locate and retrieve
with X.500.

Pie Ya, Notwerk Sereuns Dossiopmant Growup M/S: 133-18 = por——————
3 Syutuny Sacutes

Performance Systems International (PSl)
White Pages Pilot (WPP)

Manages the US Directory Information Tree of the
X.500 world pilot.

73 organizations

Uses the QUIPU implementation of X.500.

300,000 entries

F —
Mot Yo, Nowerk Sarvioss Develapment Creup M/S 233-18 g ot Cuemeteon
F Ayomme Sivtaien
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Piloting A Researcher’'s Directory Service In
Europe (PARADISE)

Actual)y manages the global directory pilot.
23 countries

420 organizations

500,000 entries

Uses the QUIPU implementation of X.500.

Niw Ya. Nawerk Sorvices Development Croup M/S: 233-18

NIST/GSA

¢ Currently serves NIST, GSA, and NSF.

*  Uses Custos, NIST's implementation of X.500.

tvaiey
e Yoo, Netwert Sarvices Dusplopmannt Cronp M{S: 233-18 = 0 Sty
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Internet Pilot

Encompasses the PSI WPP and Paradise,
plus several other countries.

A major source of directory research and experience.

Testbed for Internet RFCs and experimentation.

Poser You, Netwwrk Seresas Dossispnat Croup M/S: 213-18

NASA Pilot

Servers running at ARC, GSFC, JPL, LeRC, and MSFC.
Proxy service provided for DFRF, JSC, KSC, and LaRC.

Hope to have HQ join the pilot and move proxy
servers to respective centers.

Approximately 50,000 entries available.

F —_—
Paiw Yoo, Netwark Sorviam Dowlspmo Croup M/fS: 233-18 é Py ——————
F Syumny Sivtaten

162



X.500 in NASA

Directory Service Accomplishments

Establish NASA White Pages Pilot under PSI

WPP.
Relational database front-end for QUIPU.
Search for directory user agent.

Actively participate in development of X.500
software and related support P'm?rasu-ucture

——
Poie Yo, Nerwark Sarvees Dosslopsant Coonp M/S: 23318 -_:—'%
3

tvanten
= Conmutgiors
Syminny Ohetuins

kaaib ksc.nasa.

A0 enty
POC: Bront Sharman | | POC: Linds Myers

Current transpon prowocol is TPO over TCPAP (RFC 10086).

Near term transition to CLNP (part of OS! stbed) where suppored.
mmmmxzsm.ummwmnad.
Dryden is not shown

===
Noiw Yo, Netwert Sorvicus Davalopsmant Crowp M/S: 23318 §§

163




How to populate QUIPU Entry Data Block
(EDB)?

Civil Servant information is from NASA
Personnel and Payroll System (NPPS).

Contractor information is from other
applications on the same IBM Mainframe.

Additional information is not centralized
(i.e. electronic mail address).

E — 3
Poter Yo, Netasrk Serumss Dosvlopmend Coonp MS: 233-18 E-g e Comnivations
3

Existing Method for Creation of Directory
Entries

Summary Program EDB
information ‘

e Additienal information cannot be stored on
mainframe.

Additional information would not be stored in
EDB because they would be lost after each EDB
creation.

¥ ——
Poiwr Yo, Newerk Sarvicss Denslopmend Growp M/5: 233-18 5-———
F L
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Mainframe
Summary
Information

* Relational Database becomes centralized
master for additional directory information.
* Relational database can be modified to accept

other data feeds.
g e
Polr Yar, Netwerk Serwcas Dewviopsaent Croup M/S: 21318 =_E ot Comumetnstion

X.500 Development

Beta tester for QUIPU and ISODE software.
Created Macintosh DUA called MacDish.

Working in [ETF, IEEE, and ANSI on X.500 standards,
profiles, and additions.

= et
Mot Yoe, Natwork Sarvicns wu = omumotvations
(] Dosslograsnt Group M/S: ?E-
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Directory User Agents
Terminal

e Dish Provides a very powerful interface into the
Directory and gives a user full access to the
~ Directory Access Protocol (DAP).
Can be used to build custom interfaces,

which are easier and more intuitive.

A DUA optimized for White Pages queries.
Can make complex searches, and compose
mail addresses using the MH mail.

*SD - Screen Directo
- Screen oriented interface
with the same functionality as POD.

eDE - Directory Enquires

Poter Ymu, Netwerk Serwoss Densivpment Croup M/%: 233-18 =
= Syt Qhvtaten

Directory User Agents

X-Wi

* Xwp - X white pages. X-Windows interface.
- Supports user-friendly naming.

¢ Pod - X windows. Intended for naive users.
- Click on buttons to pop up windows
with more Directory Information.

o XDI - Advanced version of POD from Bellcore.

e XT-DUA - Commercial DUA from X-Tel. Motif-based
user interface.

—3 tomt
Poter Yau, Network Sersics Dusalspmmnt Growp M/S: 233-18 ¥§ o Oommstnstons
F Syamn Sivtsien
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Directory User Agents

Macintosh and IBM PC
® MacDish - NASA/Ames Research Center
*maX500 - University of Michigan (RFC 1249)
* PSIWP - Performance Systems International, Mac
(RFC 1202)
*PCWP - Performance Systems International, PC
(RFC 1202)

Poter Ya, Natwerk Sarocas Demslopmaent Crony M/S: 233-18

atlas.atc .11ava quu

ish =) 1
arganizationslinitNanssfings Rsssarch Canter
mz&lnl&lmm Flight Ressarch Facility
organirationalUnithanssEarth (bearving Systen
srpanizat ionalUnitNanesGoddard [netitute for Space Studies
arganizationallnitNenssCoddard Space Flight Center
erganizatienalUnitianesssdeuartars
organizationsllnitMenenlet Propulsion Laborstory
orpanizationalUnitianscichreen Space Center
‘mﬁ&‘wﬁ fsssarch Conter
erganizati 4
mlml-nllthtner\ Conter
orgenizationslUnithanesilar-shall Space Fligt Conter
mlu&lwlm—ﬁ;m fosenbly ::l}uu
arpanizati 1tMane=S]4 Compter o
erpnizationslUnithanesSpace Statien Fresdom Project OFfice
organizationalUnithaneeStarnis Space Carter
erganizationallnitManestie] lops Flight Facility
organizationslUnithanesthite Sands Test Facility
conmonilanesat] s

X Spider Norkey

(Linit probles)

Bsh -> mov 1

Dish -) search —f1lter ow*Peter Yoo J

=
Miw Ya, Nawwt Services Deselopment Cooup M/f5: 213-18 = -t Commmtngtons
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= Yoo
= Moffett Field, Califarnia
= Caltfomia
- Electronics Enginser
- NGA Anss Resserch Canter Computer Network Security Resp
- NASA fnes Rsssarch Center
s 23318
Moffett Field, CA 34035
Cods - $4035~-1000
toaldel lveryDFf LosNene - Meffert Fleld
- o1 415-604-2012
1d we
textEncedediRaddress - ceuss.sdndstelenail. pradusre, orgensss, cumedn, grepeter, an
T NBSA, SOV

2337240

Poie Yot Natwerk Serwices Dessiopment Cromap M/S: 233-18 e Oommedtutn

MacDish

A oc0!5H
(meve up ) frove Down] [ List Jlm@

seorch:[ By Last Neme ] @ SearchFor: O Move Ts:

@ Approuimate Match
O Insct Match
Dirsctory 1= Urie

us,
Locelion: netions! Merensutics ond Spece Adainistretien

vt ot o Nae Bines Bevean i beinnter
ergenizatisna¥nitName~Dryden Flight Research Facllity
ationsiinitName=Earth Ohsorving System
srgaaizationalinitName~-Goddard institute for Space Studies
srganizetionsRiniiName=Goddard Space Flight Center

[
Mot Ya, Nowerk Sorvioss Devalopmend Grong M/S: 233-U = Py

168



MacDish

A S 0o!ai) S
Eatitg Name: awfater Yoo
Telephena: 1 419-404-2012

Address: A Anes Aeseerch Center
" -
Meffett Fisld, CR 94023

rfc822Malibeon: yestenes. ae.nave. gov
OtherMallbes: M fnvy
PagerNumber: i ¢15-e07- 1821

U

PNtw Y, Natwerk Serwces Desslopmnant Corop M/S: 233-18 = o Cumeneutagions

i)

Other DUA's/Directory Users

DS Agent/Quickmail Integration

Internet whois server

XUA

PP

Poiw Yos, Natwerk Sarvices Damispmont Croup M/S: 233-18 0t Grummmeations

uumml

Sputene Svisten
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Directory Service Issues

Standard is still evolving (X.500 1992)
PC/MAC User Agents
Vendor support and commitment

User demand

F o
Poter Yoz, Nawork Serwos Dovslopment Croup M/S: 233-10 ;-—-—
E3 Syutung Bivtetun

Current Status

ICCN/S recommends an engineering operations
test period at (at least) 3 sites (Ames and two
sites TBD).

Continue to search for more DUA's.

NAS purchased a machine to serve as Ames DSA.

Niw Ya, Nowerk Serviam Daslopment Consp M/S: 233-30 ;E--——
F Syutume Shtaten
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Recommendations

Determine level of su needed at each Center
for a fully operatio , based on experiences
from engineering operahons test.

Coordinate with personnel and payroll groups
at each Center to obtain data for Center's DSA.

Provide a mechanism for retrieving duectory
information via electronic mail.

Work within ISODE Consortium to have QUIPU
tested for X.500/GOSIP compliance.

P Yo, Nowsrk Servicss Desslspmant Comep M/%: 233-18 EE -a—-—-
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D. Network Communications Technology
Plenary
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NASA SCIENCE INTERNET
USERS WORKING GROUP
CONFERENCE

APRIL 2, 1992
"INTERNET FORECAST"
Vint Cerf

Corporation for
National Research Initiatives
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OVERVIEW
= Scaling
= Speed
1= Services
== Constituents
== Applications
= Service Providers

iz Government Roles
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THE SCALING CHALLENGE

©

Internet doubles every 7-12 months

® Running out of routing power

Running out of Address Space
We need to support a BILLION
networks

(see above)

Must deploy incrementally

Must deploy IN TIME!
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MORE SCALING CHALLENGES

Il We need more capacity

NSFNET Packet Traffic History

February 1992,
13.4 billion packets*

“Total packets, T1 and T3
networks

(0]
(@]
Q
(@]
packets in millions

July 1988, NSFNET begins
operation under Maerit's
management

© Merit Network, inc., 1992

178



ROAD WARRIORS

i Co-Chairs: Phill Gross/ANS
Peter Ford/LANL

v |IAB Charter
(Architecture Retreats)

© Their 4 month mission:

To boldly go where no routing
and addressing architecture has

ever gone before!
v March 92 IETF Report

v Various Working Group Spinoffs
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ROUTING

= THE ISSUE

m [S-IS for CLNP
OSPF for IP
Dual IS-IS/Proto.

m Border Gateway Protocol 4
(Masking/CIDR)

® [nternet Domain Routing
Protocol (IDRP) for IP/CIDR

m Address Assignment Issues

® |nternet Domain Policy
Routing (IDPR)

Route Servers
Policy Routing
TOS/QOS Routing
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SERVICES

m Network Services
Frame Relay (56, DS1, DS3?)

SMDS/DQDB (56, DS1, DS3,
0C3, 0C12...?)

ATM (DS3, OC3, 0C12, OC24,
0C48,...)

PLAnet (IBM)
All Optical (1G, 10G, 20G, 1T,...)
m Transmission Services

HiPPI/SONET (OC3, 0C12,...)
[800M, 1600M]

All Optical?
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SERVICES (2)

Real-Time Voice/Video
QOS Resource Management
Mobility Support

Mobile Hosts (LAN Reconnect,
Cellular/PCN, Satellite)

Mobile Nets (cars, planes)

Ubiquitous Computing
(tabs, boards, pads)
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CONSTITUENTS

m CS/EE » R&D » Universities »
Military » Government »
Industry » K-12/Libraries »
Residential

[Home Lans are HERE!]

m US/North America » EUROPE »
Pacific Rim » East. Europe »
Latin America » Mideast » CIS
» Africa
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APPLICATIONS
m Telnet, X-Windows, V-Reality

= EMAIL, Comm’l EMAIL, PEM,
Info Services, EDI,
Electronic Commerce

m FTP, Anonymous FTP, archie,
gopher, Knowbot Programs,
WALIS, digital libraries,
electronic publishing

m Talk, Internet Relay Chat,
shared windows/blackboard,
video-conferencing, collab-
oration technologies

m Distributed Laboratories, Tele-
presence

i BANDWIDTH ROGS Nightmare!

184



SERVICE PROVIDERS

m Government Private Nets
(NSINET, DARTNET, ESNET,
NSFNET, MILNET,. ..)

m Special Value-Added Nets
(ANSNET, ALTERNET, PSINET,
SURANET, CERFNET, JVNCNET
LOS NETTOS BARRNET
SESQUINET, PREPNET
NEARNET, EBONE NORDUNET
DFN, WIDE AARNET )

® Public Carrier Nets
(RBOC Frame Relay/SMDS Svc,
IXC FR/SMDS, INFONET,
SWIPNET, UK PIPEX,
SPRINTLINK ..)

185



FLASH!

Amendment to HR2936
Science Subcommittee (Boucher, VA):
Sec 3 of NSF Act of 1950 amended:

(g) ...the Foundation is authorized to
foster and support the development
and use of computer networks which
may be used substantially for
purposes in addition to research and
education in the sciences and
engineering, if the additional uses will
tend to increase the overall
capabilities of the networks to support
such research and education

activities.

[Full S&T Committee Markup 4/2/92]
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NASA & NREN

Tony Villasenor
Program Manager, NASA Science Internet
Milo Medin
Deputy Project Manager, NASA Science Internet

OFFICE OF SPACE SCIENCE AND APPLICATIONS

NASN
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OFFICE OF THE PRESIDENT
Office of Science and Technology Policy

Federal Coordinating Council on
Sclence, Engineering, and Technology
FCCSET

Committee on Physical, Mathematical, and Engineering Sciences

High Performance Computing, Communications,
and Information Technology Subcommittee

High Performance Computing & Communications Program

FEDERAL NETWORK COUNCIL
ENGINEERING POLICY RESEARCH SECURITY EDUCATION
& OPERATIONS WORKING WORKING WORKING WORKING
WORKING GROUP GROUP GROUP GROUP GROUP

President's Program: NREN Perspective I

NREN is a national high speed network to provide distributed
computing capability to research and educational institutions
and to further advanced research on very high speed
networks and applications.

NREN is a network for research and education, not general
purpose communications.

The NREN builds on NSFNET, ESNET, NSI and other networks
surporting research and education. During 1992, the NREN
will accelerate the introduction of commercial 45 megabit
transmission technologies and services into operational use,
including SMDS.

Also: OSTP Press Briefing, January 30, 1992:

The NREN is a high performance technology testbed for
research and education, not for commercial use.

NSi - NASA Science internet 3
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President's Program: NREN Activities I

+ Assist upgrades of regional & community of interest networks,
where appropriate, especially where these upgrades enhance
end-to-end reliability

« Produce improved user-level tools to enable scientists &
educators to take advantage of the NREN's capabilities.

* Refine the understanding of requirements for high capability
networks: bandwidth, latency, predictability & stability.

* Improve the technologies necessary for policy controls, resource
allocation, fair sharing, accounting, security, peering, and routing
coordination. Integrate commercial services fully and
interconnect to other relevant networks.

+ Provide for a network information service that acts as a primary
source of information on access to and use of NREN.

+ Enhance the current interconnected multi-agency architecture to
provide for the interoperability of Federal and non-Federal
networks, to the extent appropriate, in a way that allows for the
autonomy of each network component.

NSI - NASA Science internet 4

President's Program: NASA & NREN |

Goal: to accelerate the development and application of high
performance computing technologies to meet NASA
sclence and engineering requirements.

NASA's program will bring together interdisciplinary teams of
computer and computational scientists to develop the
necessary technologies within two vertically integrated
NASA grand challenge rrojects that are unique to the NASA
mission. These technologies include applications
algorithms and J)rograms, systems software, peripherals,
networking, and the actual high performance computing
hardware. NASA will develop a suite of software tools to
enhance productivity, including load balancing tools, run
time optimizers, monitors, parallelization tools, as well as
data management and visualization tools.

NASA will provide high-speed network connections among
NASA, industry and academic researchers.

NSI - NASA Science internet 5
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HPCC Act, Section 101 (2)

(2) The Program Shall:
(A) Provide for the establishment of policies for management and access to the NREN;
(B) Provide for oversight of the operation and evolution of the NREN;

(C) Promole connectivity among computer networks of Federal agencies and
departments;

(D) Provide for efforts 10 increase software avallability, productivity, capabiiity,
portabitity, and reliabllity;

(E) Provide for improved dissemination ot Federal agency data and electronic
information;

(F) Provide for acceleration of the development of hlgh'peﬂormance computing systems,
subsystems, and associated software.;

(G) Provide for the technical support and R&D of high performance computing software
& hardware needed to address Grand Chalienges;

(H) Provide for educating and training additional undergraduate & graduate students In
software engineering, computer science, iibrary & information science, and
computational science; and

(1) Provide for the secutity requirements, policies, and standards necessary to protect
Federal research computer networks and information resources accessible through
Federal research computer networks, including research required to establish
security standards for high-performance computing systems and networks;

NSI! - NASA Sclence internet 6

HPCC Act, Section 102. NREN

(a) NSF, DOD, DOE, DOC, NIST, NASA, etc. shall support the
establishment of the NREN, portions of which shall, to the extent
technically feasible, be capable of transmitting data at one gigabit per
second or grater by 1996. The NREN shall provide for the linkage of
research and education institutions, government, and industry in
every state.

(b) Federal agencies shall work with private network service providers,
state and local agencies, libraries, educational institutions, etc. to
ensure that researchers, educators, and students have access to

NREN. NREN Is to provide users with appropriate access to

high-performance computing systems, electronic informatien

resources, other research facilities, and libraries.

NSt - NASA Science internet 7
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HPCC Act, Section 102. NREN

(c) NREN characteristics. The NREN shall
1.. be developed & deployed with the computer, telecommunications, and Information industries;

‘2,. be designed, developed, and operated in collaboration with potential users in government, industry,
and reseerch & educational institutions;

3. be designed, developed, and operated in a manner which fosters & maintains competition and
private sector investment in high speed data networking within the telecommunications Industry;

4. be designed, developed, and operated In a manner which promotes R&D leading to development of
commercial standards that will encourage establishment of privately operated high speed
commercial networks;

5. be designed and operated to ensure the continued application of laws that provide network and
Information resources sscurity measures, incl. those that protect copyright and other intellectual
property rights, and those that control access to daia bases and protect national security;

6. have sccounting mechanisms which allow users to be charged for thelr usage of copyrighted
materials avallable over the NREN, and tor their use of NREN where appropriate & feasibie;

7. ensure the interoperability of Federal and non-Federal computer networks, to the extent appropriate,
In & way that allows sutonomy for each component network;

8. Dbe developed by purchasing standard commercial transmission and network services lrom vendors
whenever feasible, and by contracting tor customized services when not feasible, in order to
minimize Federal investment in network hardware;

9. support research & deveiopment of networking software & hardware;
10. serve as s testbed for further R&D of high capacity and high speed networks

NSt - NASA Sclence Internet

HPCC Act, Section 102. NREN

(e) Information services. The Director of OSTP shall assist the President in
coordinating the activities of appropriate agencies and departments to promote the
development of information services that could be provided over the NREN. These
services may include the provision of directories of the users and services on
computer networks, data bases of unclassitied Federal scientific data, training of
users of data bases and networks, access to commercial information services for
NREN users, and technology to support computer-based collaboration that allows
researchers and educators around the Nation to share information and
Iinstrumentation.

(g) The OSTP Director shall report to Congress on:

1. effective mechanisms for providing operating funds for the maintenance and use of
the NREN, Including user fees, industry support, and continued Federal investment;

2. the future operation and evolution of the NREN

3. how commercial information service providers could be charged for access to NREN,
and how NREN users could be charged for such commerclal information services;

4. the technological feasiblility of allowing commercial information services providers 1o
use the NREN and other federally funded research networks;

5. how to protect the copyrights of material distributed over the NREN; and

6. appropriate policies to ensure the security of resources avallable on the NREN and to
protect the privacy of users of networks.

NSI - NASA Science Internet
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NREN GOALS I

Priority:

1) Implement high performance network services and systems to
support the networking needs of the HPCC program;

2) Enhance and expand, as required, existing regional research
and education networks in order to provide appropriate access
to HPCC sites and collaborators, and to HPCC networked
resources;

3) Provide for a smooth and economical transition to the gigabit
NREN; and

4) Provide for NREN access and use by the broader education
gle.g. clalementary. secondary, and higher) community and by
braries.

NSi - NASA Selence Internet 10
APPROACH I
EXISTING INTERAGENCY
FEDERAL —» INTERIM ——— | NREN
INTERNET NREN
Agency Nets NSFnet Extension Gigabits!
Reglonals DARPA R&D
Campus Nets Agency (NSI) Upgrades
Regionals Upgrades
Education Access

NSI - NASA Science internet 11
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NREN Vision I

NSI - NASA Sciences Internet

12

FNC Organization l

( Chairman - Dr. Nico Haberman /NSF )
GSA DARPA NASA NSF DOE OSTP
Nsa  NIST DOD/DCA NTIA TP
u EPA USGS NOAA Dof E )
i ¥ ,fmw.wonKlNG GROUPS Aa;f,’ s
D%E/SEE“‘J?’?’EST »"ENGINEERING I_ETC\: K SE(::,TTY
‘ % 7 & OPERATIONS > [EDUCATION

NSI - NASA Science Internet

193



EOWG Coordination Activites

Coordinate plans and activitias for the existing federal Internet systems to maintain
stability, reliability, and uniform high quality of service:

« Review agency operations and engineering activities 10 assess their effectiveness

« Arbitrate routing issues for the federal domestic and collaborating International
networks that are part of or connect to the Federal Internet

. Maintain working relationships with commercial product & service providers

Coordinate the NREN implementations of the HPCC agencies:
. Review & assess NREN architecture options and implications
. Provide recommendations to move from the current Internet to the NREN

. Analyze NREN requirements from HPCC agencies, with due consideration of other
agencies as weil as the broader research and education community

« Identlity policy implications of technical alternatives
Assist In documenting NREN status to HPCC Management

NS1 - NASA Science internet

HPCC Comnmittee Hierarchy

Federal Coodinating Council on
Science, Engineering & Technology

|

Comimittee on
Physical, Mathematical & Engineering Sciences

High Performance Computing, Communications,
& Information Technology Subcommittee

|
| | | |

| Education I Science & Computer High Performance
Engineering Research & Communications
Computing Development
Federal
Network FEDERAL
Council NETWORK
ADVISORY COUNCIL
COMMITTEE

NS! - NASA Sclence internet
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HPCC Committees & Chairs I

FCCSET
OSTP: E.Wong
1
PMES
NSF: W.Massey
|
HPCCIT
DOE: D.Neison
NASA: L.Holcomb & DARPA: S.Squires & NSF: N.Haberman
1 — l
Education Science & Computer High Performance
NIH: Vaitukaitis Engineering Research & Communications
Computing Development NSF: Haberman
NASA: Holcomb DARPA:Squires
Federal
Councii NETWORK
ADVISORY COUNCIL
COMMITTEE NSF: Haberman
EDUCOM: King

NSt - NASA Sciencs internet 16
HPCC Committees & NASA Membership I
FCCSET
NASA: Truly
PMIES

NASA: R/Petersen
¥

HPCCIT
NASA: RC/Holcomb (co-ch)

[ [ l |

Education Science & Computer High Performance
NASA: RCHunter %fg:'m?’:\: Research & c‘gmmunlcallons
Development NASA: SM/Villasenor
NASA: RCHolcomb (ch) :
NASA: RC/Smith NASA: Hunter

Federal
Counclt NETWORK
ADVISORY COUNCIL
COMMITTEE NASA: Villasenor
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NASA HPCC Program Organization

“vt»igg L iy
A .
1 OAST

NS1 - NASA Science internet 18

NASA HPCC Working Group

HPCC Working Group

EXECUTIVE COMMITTEE
Program Manager, Chair

NSI - NASA Science internet 19
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ICCN /S = HPCC I

Intercenter Council for Computer Networking - Science

ICCN-8
CENTER  ORGANIZATION RESPONSIBILITY
ARC Code ED J. Yin
GSFC Code 520 G. Dorman
JPL Div. 37 D. Gallep
LARC ACD J.Nolan
LERC MS 1390 D. Cica

Technology Migration Path I
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Technology Risks

ACCESS SERVICE | RATE SWITCHING | AVAIL?
Frame relay | async DS1 frame relay | now
D83 cell relay 1992
SMD&/SIP async DS1/DS3 | cell relay 1992
isoc 0oC-3 cell relay 1993
ASTM async/lsoc| DS3 ATM 1992

ATM

NSI - NASA Science Internet

22

Initial Impleméntation Schedule

T3 NSFnet ARC
GSFC

SMDS ARC
GSFC
LARC
LERC

JPL

DARPA R&D

NSI upgrades

SONET upgrades

Bay Area Gigabit Testbed

NSt - NASA Science internet
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NSF: Tempering the Regionals

Regional Infrastructure Eshancemesnts

0 M s s
MANAGEMENT & OPERATIONS
Biagie poiat of control A
34 x 7 operaticas staffing A
Inter-NOC backup A

ENGINEERING & TECHNOLOGY
T1 1o campus networks 'y
T3 10 campus aetworks A
158 mbps acosse to NREN A
623 mbps access to NREN A

USER SERVICES
NSPNET NIC A
Applicatioas: mail, X 500, etc. A
NREN NIC A
Ad d Neatd wulti-medi A

NS! - NASA Science internet 24

Initial Milestones

EX92 FXas FXp4
Basic Connectivity to Centers
T3 NSFNET A
SMDS Pilot A
OC-1 implementation A
Higher OC level plans A

INREN Technology & Services
T3 NBFnet Backbone r'y
Regional TS upgrades A
SMD&/ATM backbone A
0C-3,12 planning A

Gigabit Technology Deployment
OC-3 switches & routers A
OC-13 switches & routers A
OC-34 switches & routers A
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Industry-University-Government

High Speed Network
Research Testbeds

B:LBU"’ 'w“’ ley. MIT, U Penn,
- J s, Belicore, IBM,
NCSA,

Bell Atlantic,
MCI, NYNEX

CMU, PSC,
NAL, Beli Atlantic
SDSC. Cal Tech,Los Alamos, \
MCI, Pacific Telesys, US West UNC, MCNC,
Bell South, GTE

Nole: see special repon on “GIGABIT NETWORK TESTBEDS®.COMPUTER,
V.23 N.2, September, 1990, IEEE Computer Society, Los Alamitos CA 90720

ATT Bell Labs,
Ameritech,
Bell Atlantic,
ATT, Pac Tel,
US West

NASA PERSPECTIVE

NASA'S NREN

- Funded by HPCC to provide investigator access to/between
Grand Challange facilities

- Represents less than 10% of overall NASA HPCC budget
+ Primary role is to support HPCC!

REQUIREMENTS
« T3+ class service between 5 NASA HPCC Centers
- T1+ class service to ~100 Principal Investigators

NATIONAL CONTEXT

« NASA must coordinate NREN with other HPCC agencies

« NASA needs high performance national network infrastructure
- NASA supports U.S. science education and research

NSi - NASA Science Internet 27



NASA Approach I

T3 SERVICE BETWEEN NASA CENTERS

- Provided by SMDS switching fabric

+ Used wherever high performance access is required

* Provides access to existing NASA networks with HPCC users
- Leverages on TELCO investments & directions

TI SERVICE TO NASA INVESTIGATORS

+ Assumes investigators at sites already connected (i.e., NSFNET)
+ No NASA funds for point-to-point T1's

+ Use T3 to NSFnet for aggregated T1 requirements

+ NSFnet access via FIX's, after upgrade to FDDI

NSI - NASA Sclencs Internet 28

Current Telecommunications Infrastructure I

DEDICATED POINT-TO-POINT LEASED LINES

* Local loop provided by Local Exchange Carriers (LEC's)

* Long haul provided by Inter-eXchange Carriers (IXC's)

* No customer switching equipment at TelCo central offices
* Possibility of link failure requires redundancy

+ Dedicated to single user use (and billing!)

« Limited bandwidths available (9.6, 56, 1544 kbps, etc...)

+ User must provide network monitoring and dlagnostics
(e.g., PSCN COMM)

 Routers at user sites perform packet switching

- LAN interfaces (e.g., Ethernet, FDDI, etc.)

- WAN interfaces (e.g., serial sync lines using V.35, etc.)
- Switch packets from seral line to serial line or LAN

- Provide network layer routing

NSI - NASA Sclence Internet 29
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FAST PACKET TECHNOLOGY I

USER SITE CONNECTS TO TELCO "CLOUD"

. Single access to TelCo local loop infrastructure

+ Telco provides internal cloud redundancy

« Telco packet equipment switches link to link

. Multiple access rates (SMDS @ 1.5, 4, 10, 16, 34 ... Mbps)
« Protocol independent switching at high speed

. Telco provides packet monitoring and diagnostics

+ Telco provides service - not links and hardware

ROUTERS INTERFACE SITE TO "CLOUD"

. Routers switch packets only between LAN and Telco
‘cloud’ - Telco's do high performance switching, and
allow routers to do more control!

. Routers still perform network layer routing

NSi - NASA Science Internet 30

FRAME RELAY I

ANSI 1.122 & Q.931

- Designed for 56 - 1544 Kbps access

. Private addressing scheme (i.e., DLCI)

. Connection oriented

. Each station must be conflgured with “link” to neighbors
« No muiticast capability

« Internally carried as variable length HDLC frames

« Avallable from carriers now

. Easy to build router interface hardware

NSI - NASA Sciencs Internst 31
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Switched Multimegabit Data Service I

SMDS (Bellcore specification)

+ Designed for 1.5 - 155 Mbps (extensible to 622 Mbps)

+ Public addressing standard (E.164 - phone numbers!)

+ Connectionless datagram protocol

* Neighbors can be configured as Virtual Private Net (VPN)
* Muiticast supported inside the VPN

» Internally carried as 53 byte fixed length cells

+ Available from some LEC's now at 1.5 Mbps

* Router interfaces more sophisticated (IEEE 802.6)

* Preferred by most LEC's and IXC's for service interface
* Requires SONET at 155 Mbps (STS-3c) and above

NSI - NASA Science internet 32

Asychronous Transfer Mode I

ANSI T1S1 Group

Designed for use at 155 Mbps and above (requires SONET)
53 byte cell transport

Addressing, routing, accounting, congestion & flow control
not well defined as yet

Many possible user interface standards (including SMDS)
Also suitable for high speed LAN architectures
Long term goal for Telco internal substrate

NSi - NASA Sclence internet 33
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COST CONSIDERATIONS I

POINT-TO-POINT LEASED LINES
- T3 price based on T1 price, T1 prices based on 56Kbps, etc.

- Strong price hierarchy to prevent reselling & undercutting
supply carrier

« ARC-GSFC dedicated T3 cost = $3 Million/year
- ARC-GSFC internal Telco cost significantly less!

SMDS APPROACH
- Prices based on access class (1.5, 4, 10, 16, 34.... Mpps)

+ Telcos can trunk internal net using internal cost, since no
reselling of leased circuits is possible

- Distance insensitive pricing

- Same switching fabric can support Frame Relay and low
speed uses

NSt - NASA Science Internet 34

SMDS Implementation Approach I

1. Leverage on DOE/LLNL procurement vehicle in FY92/93

2. Deploy DS-3 SMDS attachments at ARC, GSFC, JPL, LaRC
& LeRC In FY93

3. Deploy new routers with DS-3 SMDS support with FDDI
ring(s) in FY93

4. ARC and GSFC sites provide interface to T3 NSFnet
connectivity via FIX-E and FIX-W

5. Deploy 155 Mbps support in FY94 given budget and
requirements

6. Deploy 622 Mbps support in FY95 given budget and
requirements

7. Prototype SMDS technology for use in other NASA and
Federal programs as a production oriented network service

NSI - NASA Science intsmet 35
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Issues & Concerns I

REMOTE INVESTIGATOR ACCESS

Assumes investigators are located at well-connected sites
Future of NSFnet backbone still being defined
Regionals vary in quality and service (little accountability!)

HIGH PERFORMANCE PACKET SYSTEM

Vendor support is immature for routers, DSU's, switches
Lack of Inter-Carrier-Interchange (ICl) protocol support
IXC deployment of SONET proceeding at lackluster pace

155 Mbps and above to NASA sites is critically dependent on
LEC SONET deployment

Dependent on Telco support and deployment schedules
Routing complexities when interconnecting VPN's over SMDS

NSI - NASA Science Internet 36

SUMMARY I

Focus on meeting NASA HPCC Grand Challenge requirements
Maximizes use of existing network resources, NASA & non-NASA

Strongly leverages on telecommunications carrier plans and
investments: no private dedicated systems

Minimizes NASA costs while still providing high performance
capabilities

Fully consistent with national program objective to construct a
high performance national network infrastructure

Provides for strong technology transfer to other programs

Provides testbed for advanced routing and management designs
for large scale public data networks
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E. Network Applications Technology
Plenary
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TAE Plus

Transportable Applications Environment Plus

A Tool for Building and Managing
Graphical User Interfaces

Marti Szczur
NASA/Goddard Space Flight Center

NASA Science Internet User Working Group Conference

April 2, 1992 Greenbelt, Maryland
NASA/GSFC =

TAE Plus Overview

« Background

+ Architecture

» Development Environment
* Runtime Environment

* User Community

» Future Direction

NASA/GSFC —J
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- @aa
What is TAE Plus?

TAE Plus is a portable software
development environment designed to
support the

rapid building,
tailoring, and
management

of an application's user interface.

TAE Plus can be viewed as a tool for
increasing developer's productivity.

NASA/GSFC o
3
TAE Evolution
o N oo
AsCll L—"‘—'—/ Zaplication
1970s terminal
pre-TAE =
TAE
1981-87 @ zz3hication
TAE Classic
JI'QABE&PIus : Agplication
Graohic §
4
NASA/GSFC -
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B m,,
TAE Plus Key Objectives

- Improve productivity of application Ul development
-- Support WYSIWYG design of the Ul elements
-- Support evolution from rapid prototype to baseline system
-- Provide reusable software components
~ Provide less complex set of application services
= Support for Ul expert (who may be a non-programmer)

- Provide buffer from technology changes
-~ Separate the Ul definition from the application
- Provide appilication programs with tookit-independent runtime services
~ Support portability of applications across workstations (e.g.. UND(VMS)

NASA/GSFC J

TAE Plus Environment

TAE Plus
Interface Designer
WorkBench

Resource
File

Aun Time Environment

NASA/GSFC
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What does the X Window System provide?
- a standard for device independent window management

- public domain protocol for window management services
- low-level graphic and window managment primitives
. MIT's X-Window system is a public domain implementation of the protocol

- support for network interconnection

- display process (X Server) and application (X Client) can exist on
separate machines
« X Protocol provides the network connection between X Server and X Client

(Notwork)

NASA/GSFC =

X Cllent X Protocol X Server
Statrs Message]

Distributed Applications in X Environment

- single workstation
+ no network

workstation a workstation b

« multipie workstation

Client - single clientserver

« multiple workstation

= multiple
client/servers

NASA/GSFC -
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Array of GU! Development Options

+ Create, modify and save user interaction objects
Support for drawing, editing and saving data-driven objects

NASA/GSFC -

TAE Plus WorkBench Functions
Uses X Window System™ and OSF/Motif™

Define links between user interface objects
Rehearse a designed user interface

Icon editor

On-line help on how to use WorkBench
Support for application context sensitive help

Generates multi-language application source code

(C, Ada, or TCL)
Object-oriented (written in C++)

235
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WorkBench in Action

NASA/GSFC
"
User Entry Interaction Objects
Selection Category: Checkbox
— ‘ Keyin
Radis Busions Label
O wasc O wiac &
O waas ¢ wow M Multi-line Edit
S wwm Sl bemecl) | Pulldown Menu
o Categorr: Push Button
h Oynamic Text: Value ] Keyin[123456789 LABEL Radio Buttons
Scale (Slider)
Selection List
Text Display
X Workspace
NASA/GSFC =

AT
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Data-Driven Interaction Objects

Ef3
Erd
£
» E-d
% Data Rate = 98 kbps Eg
E: 3
E 3
E3
[ |
E 3
E 3
]
Olscrete Stripchaert Rotator Stretcher
NASA/GSFC -‘
(B ]
- @ae.
__ s DDO Drawing
T G Brs Tt B Pt fotaier ol Wi e Editor
) |'
bt ; data value (optional)
Satbare velue « L0
*ﬁl
- ? ! -— static background
N\
"{ . e dynamic foreground
o -
O
o
a
*S
NASA/GSFC -J
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User Interface Designer Scenario

+» Create a panel

- Add interaction items

- Inciude another resource file
« Design icons and DDOs

« Make connections

« Create help information

« Rehearse

« Modify the design

- Generate code

NASA/GSFC

WorkBench Main Menu

?aiilhllllﬂ{i

shi ToTAE Prcs WorkBench V.1 BE-Belnbalnit 8 4 -a-4-$ 4
Resource File: tutres

WorkBench Mode: | Undo Ctrlen l

16

238

& MoveResize/Edit O Define Connections Nev Pael Ctrlep
O SetPanel Dafault O Set [tem Default Now Ttem  Ctelei
Cumnt Solocﬁon '
Auxiliary Help
Curden g \
Hodﬂy Cl.rlo- \
&voAn...
Include_ u.'m_ Anp Ctriek l\
Quit New ltem.. | Specily Alignmant
Dupli Teggle Grid Specily lnitial Panele...
Salect Al Sosp te Grid QGenernte Code...
Loousify Rehesree.
lesnify WB Panels  Curieh
Create Terminal
WorkBench Preferences..
NASA/GSFC -~




Panel Specification

NASA/GSFC -

7

B

Panel Details
W U T DT ey T

T &

Panel Attributes
Style Dimensions...
Prame Titldbar Puactianality ~ Prefenred Panel Stare
@ MWM - No Resine 4 TAE Default @ Visdla
O MWM - With Resize O MWM Dafault Q Visible & Medal
O Plat Barder O Neae O lavisfole
Q lesaic
Width: E] O Past lowni

Help File  Piie Nome:

[(ma=] [Fntview.Ny 1
Panel lcon 70e Neme:

(e | [
wl«u Lobel;
Beigt(w] [ —

NASA/GSFC o
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PR R ITIITI e Specifcaton [T LITIR ftem
Target Specification

Data Typs:

Sot
Tuen Name : Cosstraiats...
Parrproerll R L

Qlateger  § Null Value Allowsd
anal Nasse: Real Select New ltem
F E © H Cenerates Evaate from WorkBench

— Panel
]

‘“‘"h nMﬁ-s‘

Proventatien Categery Serdar Wikt (7]
Data Detvan Qljoste
J LT_J S
Seale (Riidear)
l'-h- Specity
Detalls...
NASA/GSFC =
1"
- as;
Item Constraints
Press SetConstraints

Button.

Enter one string per line.

Candidate (Valid-) stri .
s Cralid) S Enter values for radio
Displey button list.

NASA/GSFC -~
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Item Details Panel

NASA/GSFC -J

- ae;

Creating a Data-Driven Object

> ©
© 804 Pasal Oudoalt O Snt Jtam Outocdn

Comrvant Sabustbon «
San Arveage  Auaiiay g

1

I
{1l
5

A

Aa000~~/ 1t

G =]

NASA/GSFC
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- e
Stretcher Item Detail

- e

Picture Pile Name:
|Bate] [stretcherpic ]
] - BT O —

Mextmum: [i565_] Stretcher Direction:
Initial VduxEj 4 Vertisal O Herineatal
Value Display: Valus Fermat (Overvids) — See Help Por Emamples
@ Enabled O Disabled | ]
Thovshold Value :
Color Thresholds E:
0.000000 Gadue) [ ]
25000000 (preen) AddReplace |punples
50500008 (pullew) Lo |
Gooon o | [ | reds
Delote
NASA/GSFC «

Connection Panel
Select Define Connections on Main Menu

cincavor LLLLLEL UL LTI

=YY SR AN YR Connection Sp

Event{action)

CURRENT Panel NEXT Panel

Narme ; bres Name:

Panel State After Connection Panal State After Connection

O Prefarved O lavisible @ Prefurred O Invisihle

© leenic 4 Ne Change <O lcomic © Vishhle

© Deleted Q Deleted O Past losalc
[ox ] [com] [nee]

NASA/GSFC -
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TAE Command Language (TCL)

« Interpreted
« Interactive or procedural
» General capabllities
- Intrinsic TAE commands
- Online help
- Local and global variables
— Variable assignment and expressions
~ Macro-level substitution
- Abbreviated command and parameter names
— Constructs for conditional execution and looping
-~ Proc invocation and inter-proc communications
— Graphic Window Manipuiation

NASA/GSFC =

- aa;

Create Help Information
- Select yes for “Help ltem?" in the presentation panel for
a button or an icon.

« Click on "Edit Help File” in the specification panel for the
selected panel.

help
aplace panel help Information here»
Meip sction
The action selections srm: Jill in help text for sechs
Display:
Print:
Oelete:
Slp solect
The soleciions are: </l in help text for eachs
s A:
e 8:
e C:

Meip question

NASA/GSFC =
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Rehearse

Select rehearse under the Auxiliary ... menu

The WorkBench collapses to an icon

All application panels disappear
A window labelled "Rehearsal” appears

The initial application panel is displayed
- Application panels are displayed as prototyped
« Click on WorkBench Icon to restore WorkBench

NASA/GSFC

- e
Code Generate

Select Generate Code... under the Auxiliary menu

A8 -4 Ak s i o doude it 5 AODICALON GONGAALON & 840 & & & Wi et w & o i-f
Application Specification

[, ]
Language Code Style Type of diagnorlic mesingen

O Ada Q Multiple Piles © Suvamary Ouly

4cC ¢ Single Plls @ Progress and Smuumary

Q Pertran O Verbere

Q TCL

0O Print diagiostic inerrages. but dont creatle Nler
[ K~ Se default peint ctalk s Even! Handlers

[ ok || [cwment] [ Hae |

NASA/GSFC
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TAE Plus Components
TAE Plus
WorkBench \
development
runtme Y \
Application Resource File
Dialog (U1
/ “‘:‘99(“) [ (Ut specification)
il : WPTs
il functions
Motif Tookit/
X Windows
NASA/GSFC
)

Resource File

Structure

Rosnres Rite
—Af ~

view pane! oc pocts
LA} A
L ol
L ECETR Je—

L vie srLnris arv

50 tra coug ey e
2a" -

setat e v

E e B o
wr
PN

Bl amcl T SR 1.1

J
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Why use WPT Services?
- Improve portability of applications
(i.e., shelter from toolkit changes)

« Improve programmer productivity
(i.e., less complex set of routines to master)

« Support multi-language applications
(C, Ada, TCL,C++)

NASA/GSFC -

TAE Plus Application Services
(Supporting User Inierfaces)

Window Programming Tools (WPTs)
A subroutine package that displays and ccrtrols the TAE interaction
objects during an application's execution. [40 routines)

Collection Package (COs)
A subroutine 1package that supports the association and management
of groups of TAE objects [8 routines]

Variable Manipulation (VMs)
A utility package that receives, sends and manipulates TAE Plus

variable objects. [18 routines)

NASA/GSFC -
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WPT Routines

Add/Remove Event - register other event sources for Wpt to receive

BeginEndWait - visual indication that application is busy
Closeltems - closes items in specified panel
Get/Setoox - set item (data type=xxxx) attributes, values and

update displays
Hide/Showltem - remove/replace item from/o display

Init - initialize window system

RemWindow - get window 1D for specified tem

MissingVal - display botherbox # input value is missing
NewPanel - create BulletinBoard with items; various states
NextEvent - get events from displayed items

PanelErase - grase a panel

PanclMessage - display dialog box with message{modal)
PanelTopWindow - return parent shell window
PanelWidgetiD - get tookkit defined panel handle
PanelWindow - returns window system's window Id

NASA/GSFC -
n
- '@Qo
WPTs, continued
PanelReset - redisplay panel with initiz! values for all items
ParmReject - reject user input; replace with previous value
ParmUpdate - change an item’s target value (as opposed to view)
Pending - checks if an event is pending
Rehearse - auto updating of a DDO's value
Setxxx - set item (data type=xxxx) attrbuies, values and
update displays
SetTimeOut - set or clear timeout interval for event loop
ViewUpdate - update item’s view (i.e., visual appearance)
NASA/GSFC -
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Code Analysis for TAE Plus V5.1

+ = 72,000 lines of C and C++ code

- 12 megabyte recommended minimum memory

* .4 - 42 megabytes required disk spack
—~ .4 mb: TAE runtime libraries, executables only
-~ 2 mb: WorkBench executables only
- 12 mb: no source, no demos, binary Braries
- 42 mb: all source and all binary libraries, demos

= 11,000 and 5,500 LOC, respectively, for Stanford's
interviews and idraw packages

+ requires X11R4 and Motif 1.1

NASA/GSFC -~

- ‘as;
TAE Plus Implementations

Validated Ports Jser Ports

SUN3/UNIX
SUN4UNIX N _

: Siticon Graphics/UNIX
SparcStation/UNIX WS 28007
Apolio/UNIX NEC EWS 48007220
HP9000/300 & 700/UNIX

4.

DECstation 3100/ULTRIX Masscomp/UNIX (V4.1)
VAXStation IWULTRIX
386/486 series
{BM 6000 (in progress)
MAC It AMUX (V4.1, only)

VAXStation W/VMS

NASA/GSFC
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Adding New Presentations To TAE Plus

= Highly modutar - almost no change to existing WB/WPT modules
« = 150 new lines of WPT code —in C++
* = 100 new lines of WorkBench code - in C++
* New code may be written using TAE Plus templates
« Involves three basic steps:
1. Wirite the widget, compatible with the referenced widget set

2. Integrate with WPT
— Make a new presentation type, subclass from Wptitem
3. Integrate with TAE Plus WorkBench

- Design Presentation panel for the new presentation
- Add to WorkBench Resource file

NASA/GSFC =

- tan;

Productivity Case Studies

Case 1: Develop application with realtime chject using
(1) Xt and widgets, directly
(2) TAE Plus WorkBench and Wpts

Case 2: Develop same interactive application using
(1) Xlib directly,
(2) UIL and UIL service routines
(3) TAE Plus WorkBench

Measure application development time

NASA/GSFC -
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Development Benchmark 1

A program that bas two pancls, a few action icons, a radio button
bank and a dynamic mover object that moves along a static
background when the associated data value changes.

Hours ¢,

40

NASA/GSFC o

Development Benchmark 2

A screcn copy utility which gathers information through radio
buttons, action icons, and text input. Then, it sends the inforroation
to an HP printer, as well as updating a text widget on the screen.

Hours
BO
80 T
e -+
40
o T REIA
Pofods o,
2l
NN
NN s exwrxzxrza
X HW/ UIL TAE+
Xray

NASA/GSFC =
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12/1591
——

TAE User Distribution: 836 Total Sites (646 TAE Plus)

Private
Industry

B

NASA-funded Distribution: 280 Sites

NASA/GSFC o
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Who is Using TAE?

Outside of NASA:
DOD: Army, Navy, Air Force, DIA, DMA, DARPA

Other Gov't: EROS Data Center, Bureau of Land
Management, NCAR, NIH, NIST, NSA, NOAA

Universities: C.U., Duke, Boston, Cornell,
Georgia Institute of Technology, CalTech, Arizona
State, Purdue, UCLA, U. of Md., MIT, Stanford

Private: AT&T Bell Lab, Boeing, CSC, Contel, GE,
HP, IBM, Lockheed, McDonnell Douglas, Unisys,
GTE, Northem Telecom, Martin Marietta, Battelle,
TRW, Apple, Magnavox, GE, Loral, CTA, U.S.
West, Westinghouse, Hughes, Mitre, Stanford
Telecom, Chrysler Corp., Booz Allen, Rockwell,
Harris, PRC, Inc,,

NASA/GSFC -

. Who is Using TAE?

Outside of U.S.:

Europe: SASC/Sweden, Imperial College of England,
York University/England, Crosfields Electronics
Ltd./England, Ford Motor Co., Ltd./England, Université
de Paris/France, European Synchrotron Radiation
Facility/France, Cap Sesa Regions/France, |
DFVLA/Germany, Institute of Optoelectronics/Germany,
Leading Edge Technology Transfer/Germany, European
Space Agency/Netherlands, Computer Resources
International/Denmark, Laben Spa/italy, Instituto
Fisbat-CNR/Italy, I.P. Sham/Canada, CAE Electonics,
Ltd./Canada, SED Systems, Inc./Canada

Other: United Nations Environmental (Kenya,
Switzerland), New Zealand Government

NASA/GSFC
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TAE User Profile: Application Types
“Check the categories that best describe your application”

Engineering Analysis 33%
Operations/Control 33%
Realtime 24%
Scientific Analysis 24%
Database Application 22%
Near Realtime 18%
Image Processing 16%
Office Automation 2%
- NASA/GSFC -

i ° Data Base/Analysis Applications

« GSFC's National Space Science Data Center (NSSDC),

« GSFC's Distributed Access View integrated Database (DAVID)

+ GSFC's International Solar Terrestrial Data Distribution Facility (ISTP OOF)
« Wallops Flight Facility image analysis tocl (COLOR)

« JPL's IPAC database search program

« NOAA's user interface to oceanographic database

- U. of MD's Viewcache, access for interoperable databases

- EROS Data Center browse/retrieval of sztellite imagery

- Wallops Island’s image retrieval/processing system

« Contel's meteorological data retrieval system

« National Library of Medicine browse/retrieval of biotechnclogy data
« National Cancer Institute’s user interface to analysis data base

« JPL’s Planetary Data System (PLDS)

« Pennsylvania State University (geographic information)

« USAF Plume Date Center {(analysis data base)

« Langley Research Center user interface to atmospheric data

« U.S. Geological Survey (analysis data base for 3-D image cubes)
» Hughes Aircraft (geographic data base)

« Shell Development Co. (user interface for DBMS)

« Stanford’s Solar Oscillations Imager

NASA/GSFC -

L3
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] ° Operations/Control Relz-ed Applications

» GSFC's Packet Processor Enhancec Frcrt Snd & Control System

+ CU’s Oparations and Science Instrumert Suppor: System (OASIS)

» GSFC's Request-Oriented Scheduling Ergine (ROSE)

* GSFC's Network Control Center User Plarring System (NCC/UPS)

» Georgia Tech's Multi Operations Control Center Simulator (GT-MSOCC)

+ GSFC's Generic Telemetry Simulator (GTSIM)

* GSFC's International Solar Terrestrial Physics Central Data Handling Facility

« Air Force's Tactical Air Combat Simulation(TACS)

» GSFC's Space Network Control System prototype scheduler

« Army's Tactical Command and Control System

* Martin Marietta's Access Control System for secure network access

« ESA’s Columbus Crew Workstation protoyping

* General Dynamic's Real-Time Control System for Ground Operations

« Army's Oparation Order Generation for 8atalion and Below Command and
Control Program

« GSFC's SAMPEX Command Management System

+ MSFC's ECLSS Process Control Prototype

* Lockheed™s Advanced Tomahawk Weapons Control System

* JSC's Shuttle Mission Control Center Upgrade (MCCU) for TSS Mission

* Northern Telecon’s Technical Assistance Service (TAS) System

7

NASA/GSFC =

- aa;

Primary Concerns

« Performance

-- all events/messages gc across network
---distribute Ul manager/dispatcher with server
--- display and hide Ul elements

-- multiple software layers (Xliz. Xtoolkit, WPTSs)
-- workstation limitations

Size
-- overhead to application code includes X, Motif, WPT
-- not currently utilizing shared libraries

254
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What Sets TAE Plus Apart from Other Motif Tools?

» User Focus (ease-of-use for Ul design professional)

« Spans all tool categories (virtual AP|, layout description language,
interactive design tool, UIMS)

» Higher level API abstraction

- Data-driven objects

« Help facility

* Auto constraint checking

« Support for WYSIWYG panel connections

» Code generation for multiple programming languages

« TAE Command Language

« Dynamic resource file (no compiling; make changes during runtime)
« Source code included

« Govemment software (low cost, liberal icense)

« User support (technical advice, newslefter, conferences)

NASA/GSFC -
o
- as; -
Future Directions
ascr interface user interface application
“objoct” builders developers programmers
enhancements
.
automated Useg Interface visual
design esigner i
ot | WorkBaneh L cts ¢
expert system tools
NASA/GSFC =
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TAE Plus V5.2 Features

« New interaction objects: Menu Bar with Cascading Menus,
Option Menu, File selection dialog, Message boxes (error,
information working, warning, question)

- Support for Accelerators/Mnemonic specification
« Improved color/font selection

« Scrollable panels and workspaces

« C++ code generation

- Support for multiple console displays and screens
- Support for tabbing/traversal

« Help and message panel tailoring

- Support for object stacking

NASA/GSFC
]
Acknowledgements

TAE Plus is available from The TAE Support Office is
COSMIC, the NASA Software located at GSFC and is available
Distribution Center located at the to answer questions and
Uneversity of Georgia. distribute information.
(404) 542-3265 (301) 286 - 6034

TAE Plus development is TAE Plus is being developed

osf?onsored by the NASA with the prime contractor,

ice of Space Operations. Century Computing, Inc.

TAE™ is a registered trademark and service mark of NASA.

TAE Plus uses the Open Software Foundation's Motif™
and M(T's X Window System™

NASA/GSFC =

256



F. User Services and Applications
Subgroup Presentations
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User Services Planning
in the Internet

NASA Science Internet
Users Working Group

30 March - 3 April 1992

Joyce K. Reynolds
Information Sciences Institute
University of Southern California
Marina del Rey, California
USA
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The Internet Cruise

Laura Kelleher
Merit, Inc.

Due to copyright considerations and
changes in the source material, the Internet
Cruise can be acquired from the Merit NIS
at 1-800-66-MERIT

277






VSV

H31N3D HOHVY3S3H SINY
UOJS|A|Q SWAISAS SUO(IBIIUNWIIOYD PUB UO[IBWIOU]

92110 1I8uIdU BIUIIS YSVYN

uilley ‘H uyor
2661 ‘L j1dy

bunaap dnoibqns saainias 19snN DMNISN
ajepdn buissadoid sjuswaiinbay

VS

7%

279

PRECEDING PAGE BLANK NOT FH.MED



R A AN A PRy A A R R0 e S, IR L <28
I
®.

2 UeW °"H uyor 190foud 1ous0) USRS YSYN

ajepdn oddng asuasauon ||

SUOIIN|OAT SS820.d Judwalinbay aining |

MBIAIBND

280



c6/9/¥ :jo se WURW TASN
o ——- uospe) eieH uoddng 92uU8I0jU0D YSSO -
1018eyy) Joeny iq Bupewnog uwi3 “ig 9juj9 4 yleqezy3 syshydoisy zs
sews( sino N NeHM seurer 'iq soybeyeo epepy sshyd ededs SS
uosjAIg ueweleueyy
obeyues 11005 W ubeyy uyor/agL 82IN0S8Y PUB LOYIBJSIUNLPY dS
suojiedyddy
ezopy Arep sy ZHUyOg beqoy IN Jaybeyeo) epepy pue 22uBjog AyaesBaspy NS
1 k88019 1 dud 1Q ujren uyor/agl uoISING swelsAs Wby NS
19QONS JeenD) N uosjaN uuyop uoflesoidxy weisAg sejog s
suojjedyddy
seng uoxq N epnT 186UI3 N epnq euibey pue e2uepPs yue3 3s
CTLEDY)
Oo10) preyaY 2 sJequuey) esusime 1Q SOUof Heys $80UB[0S 8 gs
suojjedjiddy
feddeyd o4 IN 1epuexery ydesor 1q seyBeyes euep pue 82uB{oS 88dS J0 82410 S
HOIVATIVA
IIVNHITV HOIVArIvVA BH HIDVYRVN SINIWIHINDIY INTTAIOSIA 30D

301440 ONINNV1d

HIDVNVIN ‘NILHVWN ‘H NHOr

281



¥ upew ‘H uyor 190foud 10use)y 02USS YSYN

1sanbayy 2014.402¢ y40M33 N pa3ajdui0):3nsay <«— -pantiap osjp 51 1aoddns Krmoag

d0/pup ‘suoyv.ad() ‘suoupdddy ‘3214435 43S () 01 Sulyp)as UORDWIIOfUL [DUONIPPY

("2 ‘4afsuvay ap1f ‘11owa ‘Kaanb
uoyIDSUVLY ‘Sutuwpa304d ,3wl)- [Da4,, ‘UONDZIIDNSIA - IZ142]IDIDYD PUD PUNOI3yIDq
‘SA_punoa8aof °a°1) - y10m2u $$0400 pawriof1ad 114300 jpuoyvindwod Jo adK |

Passa20p Kouanba.if ‘passadrdp $224mosay

DIDP ‘SISTUIIIS - SUOHDIOT

., ¢ 2w djay nod
uDJ - 03)1VE) WO DIDP $yT UIDIGO PUD DS IV £10122.41(] 431SDW Y1 SS220D ¢ KID)]
U1 199np42 A “4(J O1 1D puds o1 3)qv 2q 01 §1] pnom | |4 papunf ySSO VSYN D wo |,

"428puppy siawa4mmbayy o ynm Suryiom
Jo 1onpo.d b sp suonufop aanviauonb o 2aj0aa pup 1syuIs 3y £q suondiiosap
aanponb sv 118aq K3y | *38psn y410mpau 20u213s fo 014Du2IS D S1 JUWAINDIL ¥

Juawannbas v s1 oy g

juswainbay e buiuyaqg

282



AR

| qowoysny |4/18sMN jenuyLo)

S upsen "H uyor

OB <20 9.5 .. - ¥ Do, XATIRSE, BB B

yoeasino/11oddns esuaisjuod

yoeqpas- pue }aejuod

S|e0D 1IUAIIS 19N
01 JOWIOISN) YJIM YI0M

SMalnay sjuswaldinbay
suoyeIIUNWWO)

$S9004d lnoybnouay|
sjuawealinbay abeuepyy

soasne}s sjuswadinbay
J00louq

130foid Jowieiuy BoUSRS YSYN

JojepjlepA OH Yim }os s,bay
JO MaINIBAQ [8A87T BuydIosIa

buiuue|d
SwajsAs pue 83inosay

juswdojenaq
NOW 19A87 auydiosiq

buiuueld/sishjeuy
Joedwy sjusweaiinbay

Juaweabeuepy s)uswaiinbay

uoneziyiiolld sjuawesiinbay
auydiosipenuy

vonosloid sjuawalinbay
obuey buo

bujuue|d s)uswalnbay

S99IA18S 991}j0 buluueld

283



9 WUBNW "H uyop 190fasgf Jousesiy e3ueidS YSYN

(SHINOW 81-21)
NOILYINIWI1dWI 3OVHIAY

NOILVYIIHILH3O
anNnd OH
N3H1 1S0D HI

| suoLvHoav1100
| SNoIvdWvD

KmE
|| wveooud
VSSO

NOILVYAITVA

WVYHHY0Hd OH a3ZILIHOd ONY

a3I4ILN3AI AINIWIHINOIY

13INHILNI IONIIOS VSVN

LJaw 24p
siuauaamba Juransso

pup Sunpuipi00), Buissasoid sjuawasinbay

284



L UUeN "H uyor

26/61/80-OM

120f0.d JoLLI01N 82USS YSYN

SHINOW JOVY3AV
91 g 2t o1 8 9 4 4 0

paysnes siuawainbay Josn

uoneuswa|dw) NJSd

Suusaubul

uoneplieA DH

uofjesedald LoiEPliEA ISN
uonIuyag sjuweaNbay JWoIsM)

aulawy] buissaooid siuswaiinbay yYSSO

285



8 ueN “H uyor

oL-2s i

8L -ss []

2Z-NS

190f0id 18LL18)U] 82US[IS YSYN

ob-1S[] E¥-ISP  8-8S[H S-S

SAvad 30
HIGWIN JOVHIAY

9wl | punoJeuin] UOnEPIEA

286



6 uiew "H uyor

190f0id Jowseuy e2uepS YSYN

ajepdn uoddng asualajuo) ‘|ii

SUOIIN|OAT SS33014 o1ning i

MIIAIDAQD SO9SS320.1d mwcmsm.__:wv@m |

MBIAIBAD

287



Ol uitew °H uyor

m sjuswnsog mu,z&&vmmv sjuswasnbay
: oi10ads yo9foid yeIq

190f0id jousejLy 92USE YSYN

81949 malnay joofoid

sajnpay

um\mwatotm u:_mm,mugt
sjuaweasnbey dojanag

. siuswasnbay ysso Bujbuey)d
19 0} sojepdn juanbasy

2Jop - wuawnaoq Bujajonay

1

Now auydiasia
vSso ubjs pue yeiq

\sw@mm Eﬁmoﬁ.w”,”_

a0k

H 94

..... N0

%

_.2 m:..,so..:‘ m:o:umEJEEou

B S ot T e A R o e e,

[oaa aujidiosia
Iy - Bujpueys s06uo”

azjjenydaouo) pue Ajpuapy

AN

juawdojareq syuswaisinbay pue
$§8900.d Bujuusyg suojeIUNWWO)
auydjas|q uy eyedjoieg pue pusyssepup) | .

$§5990. Juswdojarag NOW

288



X
}
¢
2

A 8 R FRRURI Y AR Bt B 2, 1 R i ekl N D 10

L} Upsew "H uyor 120fa1d j19useniy 83USPS YEYN

jewrs04 Bunuoday sjuswaiinbay azjpiepuels

Ajlenuuy smaiaay sjuawaiinbay suojjesjunwiwio) ploy

sjuawaiinbay ajnpayoss - sauydiasia DH uiim suoy3 Bujuueld dn-daig
SNOW |9Aa7 auydiosig dojanaq oy ss8204d NOW ubisapay

Alunwiwo?) 2)}11ualds o0} yaeannQ ssabeuep sjuawalinbay aseasou)

$S9201d HSN Bunsix3 oy ayesodioou] 0} Loy3
Buyyoea]uonjuyyeq siuswaainbay HIN/S@91AIaS J8sn 9sealdu| 0} }0O0T]

sainseapy YO ‘sjjo-puey Jallaq pue ‘Bupybiam 1s09 apnyau) 0} 400
- doys}JoMm HSN uybnoayl sses0id HSN ayepdn pue aujjay

sebueyd 26 A4

289



¢l upsen °H uyor

190f01d 10wl #IUSPS YEYN

2lepdn poadng adudidjuo) i
SUOIIN|OAT SS3J201d alning ||

MBIAIINQ S3SS3001d Sjuawalinbay |

M3IAIIND

290



€1 UJEW "H uyop

nc?q:.w o.o:,&&:oo piepug)s 0) uoj)ppe uj $621N0Seal |BUIBJU| [SN SOPN|IU) }§0D) =,

130faid Jowieiy e2USPS YEYN

(asosv) sisibojoig aynuejds

agal adgl aal as pue jeuopieljaesy) J0 A18|90§ usapewWy
"HO ‘snquinjo)
agl S “i1se qal 1L zS lewwng Syvy
3
i OSC - "X1 ‘uoisnoy
i A8 e (11) 1S (0Sd) eaueisjuo) A1ejaog Aiejeueid pue Jeuny
§
w 1dr - 'vD ‘suepesed
w wor | e (1) S (SI1SS3 - ASI) 489, 82edS |BUOpIBULAL|
m ovdl
m ‘IAN3 oAV ‘an
3 ‘0assN‘ani
! ‘OvS ‘19818 ‘v9 ‘ejuepy
: Ni0E ‘OHVSIH'OUD Ly ZS 1uim (SVY) A1ejaos |ea)wouoisy usdpawy
w 'v) ‘09s|ouBl4 ueg
WL'EY anw 1L sS'3S (nOV) uojun |8jasAydoen ueopewy
‘v Olly ojed
Wv'6 sad ax9s 1S (sdQ@) eauejag Assjeusid Jo uoisialQ
S50 183 (310 {11).¢ ) [9AST  SUMUPSI VS50 PalIouung 33UBBJUSY)

91j0d dIUBIBIUOD) Z6 A

291



1 UBW 'H uyop

uojjejuawinado( ,,0} MOH,, PANQ|NSIA Pue pajjel]

(nobB eseurodisu@siuawiwiod)
ISN 0} }oeqpada4 Josn 10} paysijqelsy ssSaippy |lew3] sjuswwo) |SN

papirold s,uojjesisuowad (YNON) waisAs aull-u0 JIN
ainin4 ay) s| $9119190S }Jo uojieanpy

$994N0SaY 3|qe||eAY S,ISN
958940U| 0} pue S89JAI3S |SN JO 1oedw| ¢ ase3] o) sa|19j90S yum Bupjiom

A19120S Wo44 papasN
dauels|ssy Bujpun4 °S924IN0S3Y d|qe||eAy pue uopalas|a _mu o)
6ujpio2oy paioddng sesualajuod JBYlo - 9Sd1 ‘NOV ‘Syv uoddng
uoddng aoualajuos 10} uopodalg gainsl
payoei] pue ‘pajuawinodo(q ‘palepijeA aie sjuawalinbay aosualsajuo)

sjuawaiinbay SN .jeoidAL,, se pabeuep sjuawasnbay asuasajuo)

190foid Jelieny e2uspPS YSYN

sajepdn loddng asuasajuo)

292



[ The NASA Science Internst
Network Information Center
FHelp Desk

Bill Yurcik
Hughes STX Corp.

April 1, 1992

Presentation to the
NASA Sclence Internet User Working Group (NSTUWG) Conference

(" [What s the NSTNIC Help Desk? | )

to orklng
nmmezmum lnI.thang.n

for the entire

- Respond to user requests

- Coordinate with the NSI NOC

- Coordinate with other NICs

- Reflect user feedback to NSI Project Management

- Report statistics on Help Desk Operations

\
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( \Responding To User Requestsl \

. Sharing information

. Answering questions

« Solving problems

. NSI-DECnet node administration

. Referring users to most appropriate sources

. Internal procedures to optimize our eftectiveness
(reference material, training, internal handoffs, organiting information)

. Striving to provide more personal interaction
(increased staff coverage, telephone contact, meetings) 1

/~  [NSINIC/NOC Coordination| \

. Coordinate response to user re uests with
NS! Network Operations Center NSI NOC)

. Work with the NSI-NOC to provide more network
status information to users

e-mail announcements of network events, maps,
network statistics, automated voice messages, an automated
trouble ticket system accessible to users

« Work with the NSI NOC to provide network
management tools to users

a real-time graphical network management system
k integrating both TCP/IP and DEChnet that would be accessible

via NSI (read-only)
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[ | Reflect User Feedback to Projectl \

Reflecting feedback of user-oriented concerns during project
development

Reflecting feedback from new users who contact the
NSI NIC Help Desk in search of "'network orientation"

Reflecting feedback from users repeatedly requesting
similar information either on-line or hard copy

Qperations
Reflecting feedback from users Jor large scale user services projects
(i.e. NSI Resource Guide, directory services, library access, etc...)
( l Monthly NSI-NIC Help Desk Report I\
OBJECTIVES:

(1) Identification of valuable information to be compiled

(2) Mecahnisms to transparently gather and process
NSI NIC Help Desk Information

(3) Development of significant statistics

(4) Presentation of statistics in meaningful and
visually-intuitive formats

(5) Mechanisms to distribute a Monthly NSI NIC
Help Desk Report to the NSI community

\-

295



NSI NIC Help Desk
Future Objectives

»~+ WE WOULD LIKE USER PRIORITIZATION INPUT ON THE FOLLOWING ***
. NSI NIC facliltated malling lists on special interest topics

. An Automated User Request Tracking System
(directly acessible by users via NSI)

+ improved telephone response capabilities

. Increased hours of statf coverage

. increased reference capabiliities, on-line & hard copy

. Increased use of on-line applications in Help Desk support

« NSI NIC Help Desk Newsletter (with FAQ, FYI, news, announcements)

« Training for NSI user community

. Separate NS| User Services Meetings with open discussion

\_:

- D
WHO YOU GONNA CALL?

NSI Network Information Center

Code 930.6
Goddard Space Flight Center
Greenbelt, MD 20771

301-286-7251
(FAX) 301-286-5152

nsihelp@nic.nsi.nasa.gov
nsinic::nsihelp
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4 [NSTNIC Possibilities) )

+ Directory Services
interim solution(s)

* Indexed Access to the NSI File Cabinet
NSI ARCHIE client/server

* NSI NIC Info Server
based on NNSC info server, automated e-mail responses

+ On-Line Access to NASA Center Libraries
bibliographic search and retrieval, special databases, nationawide, full text

» NSI Resource Guide

one document that pulls together NSI Resources (databases, supercomputers,
e-mail syntax, FTP sites, on-line resources, NASA projects, professional groups, elc...)

* NSI E-mail Distribution Lists on Special Topics
\smnce_divcipline@nic.nasa.gov, project@nic..., net_status@nic...,

nsiuwg@nic..., action@nic..., nsi_decnet@nic..., new_tools@nic...

a [NSTNIC Possibilities) )

* NSI Anouncement/Bulletin Capability

info@nic.nsi.nasa.gov, on-line calendar, electronic newsletter

* Facilitate Research Collaboration on NSINIC Host

Common development en vironment for papers, sharing software, electronic Jjournals

* NSl Information Tools Transfer
Internet information tools, how to find software tools, network management tools,
data transfer tools

* Assignment of IP Addresses for Nobile NSI Users

TCP/P access through configured terminal servers

* NSI Wide Area Information System (WAIS)

search and retrieval system which is question-based

\
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% [NSI NIC Possibilities| )

s+ss WE WOULD LIKE USER PRIORITIZATION INPUT ON THE FOLLOWING ****

. NSt NIC facliltated malling lists on special interest topics

. An Automated User Request Tracking System
(directly acessible by users via NSI)

. Improved telephone response capabilities

. Increased hours of staff coverage

. Increased reference capabilities, on-line & hard copy

« Increased use of on-line applications in Heip Desk support

« NSI NIC Help Desk Newsletter ( with FAQ, FYI, news, announcements)
. Tralning for NSl user community

. Separate NSI User Services Meetings with open discussion

\_ -

/ | Il;formation Tools on the Internet I \

ARCHIE archive server, 2 parts Indexer/ssarch, 900 anonymous FTP sites,
1.6 M tiles, works w/ QOPHER/WAIS/WWW
TELNET archie.sura.net login: archie request ‘heip’

GOPHER hierarchical browsing tool, full text, multi-media, TELNET, FTP, works w/
ARCHIE/WAIS/WWW, TELNET consultant.micro.umn.edu login: gopher

HYTELNET menu-based hygorloxt for finding resources, Unix’'VMS/PC
anonymous FT ftp.nut.edu directory library

KNOWBOT master directory of directory services info (whois, White pages,
X.500, MCimaii), model of future automated info gatherer,
TELNET nri.reston.va.us 188

PROSPEﬁO dzi:irlb\nod directories, virtual networked file system, 7,500 systems in

countries, works with ARCHIE/GOPHE R/'WAIS/WWW
send mall to in si.edu

WAIS / SWAIS Quor{h mass lt:::kdm;hbam, eo.so "c‘lhnt/urvor|mmodoll,
results come w [ i toxt, mult
works with ARCHlE/GOg"-loEb;IPR enoﬁww, .
TELNET quake.think.com or hub.nnsc.nst.net login: wais

WORLD-WIDE WEB hypertext browsing tool for Unix and Macintosh
ides access to tull text, mutti-media, works w/

K R RCHIE/GOPHER/WAIS
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( [ Information Tools on the Internet I \
leJ:ﬂl:Lan!ggs_;

Internet-Acessible Library Catalogs and Databases
anonymous FTP nic.cerf.net cerfnet/ced‘uet_iqfollibrmy_catalog internet-catalogs-mm- -yy.Lxt

Libraries: Accessing On-Line Bibliographic Databases
anonymous FTP ftp.unt.edu library libraries.txt

Libraries: List of Contacts for Internet On-Line
Bibliographic Databases

anonymous FTP fip.unt.edu library libraries.contacts

WUGATE: Gateway to the Internet Libraries and More
U.S. Libraries in 38 states
TELNET wugate.wustl.edu login: library terminal type >> vt100

Campus Wide Information Systems (CWIS)
List of CWIS sites in US., UK., Canada, Germany, Sweden
anonymous FTP fip.sura.net nic cwis.list

( I Information Tools on the Internet ' \
%mem

MERIT anonymous FTP nic.merit.edu
directories internetresources
internet/publications

NNSC "Internet Resource Guide"”
(NSFnet Network anonymous FTP nnsc.nsf.net
Service Center in directory resource-guide

can be received via e-mail using
NNSC Info server by sending a note
to resource-guide-request@nnsc.nsf.net

NORTHWESTnet "Northwestnet User Services Internet
Resource Guide (NUSIRG)"
anonymous FTP ftphost.nwnet.net
in directory nic/nwnet/user-guide

\ start with file readme.nusirg
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( | Information Tools on the Internet I \

NYSERnet "New User's Guide to Useful and
Unique Resources on the Internet”
Version 2.0, anonymous FTP nysernet.org
in directory cd/pubs/guides

also

Menu-driven tour of resources in the guide
allowlgg transparent access

TELNET nysernet.org login: nysrview
password: nysrview

SURAnNet “Information Availabie on the Internet:
A Guide to Selected Sources”
anonymous FTP ftp.sura.net
located In directory nic

THEnNet “User's Directory of Computer Networks™
anonymous FTP emx.utexas.edu
In directory net.directory (87,88,89)

\_

( | Information Tools on the Internet I \

Misc Pointers to information Tools

RFC 120 "There's GOld in Them Thar Networks!”

»Zen and the Art of the Internet: A inners Guide to the Internet”
anonymous FTP ftp.cs.widener.edu directory pub/brenden zen-1.0.ps

FTP Anonymous Servers List
anonymous FTP pliot.njin.net directory pub/ftp-list ftp-list

Internst Mail Distribution Lists

"List of Lists"
anonymous FTP ftp.nisc.sri.com directory netinfo Interest-groups.txt

NETNEWS

\_
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/ | Selected Topics from the Audience I \

- Conference Support

- Advertising of the NSI NIC

» Info server authentication of software
» NSI Map, NOC statistics

» How to get applications software?

NSI Network Information Center

Code 930.6
Goddard Space Flight Center
Greenbelt, MD 20771

301-286-7251
(FAX) 301-286-5152

nsihelp@nic.nsi.nasa.gov
nsinic::nsihelp
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NSINIC Services
Future Possibilities

C. Wrandle Barth
April 1, 1992

HUGHES STX CORPORATION
NSIUWG e March/April 1992

Requirements-Driven Support m

NS STR CONPONA NON
WSO ¢ Mansrsiged Y903

® Potential service awareness to feed user requirement process

® Existing basic services
O Help desk
© New user documentation and mini-guides
© Outreach
© NONA
O NSI File Cabinet

® Custom services
O Initially provided to support special requirements
© May evolve to become a basic service
© Example: Electronic Postal Facilities
Value-added transport-agent services that can be provided on top
of traditional emnail without changing the user agent

303 . 3@5 mmﬂl“w
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Electronic Postal Facilities M

® Remailing
® Address query; with fuzzy match
O Example: / FN=JOEN*/ LN=ROBINSON/INSTI TUTI ON=CUNY
® Distribution lists
© For official broadcast from féw to many
O For distribution from any to all in group
O For closed-group discussions
© For open-membership discussions
® File archive of distributions with ability to order part/all
® Document ordering
© Email delivery
© Anonymous FTP/LISTSERV style
O Abstracts
© Postal mail delivery
Troubie ticket status
Conference registration
Message text transformation
Other batch services from NIC

Potential Future Services m

aed S STR CORFORS NDN
W) o Mautstasd 1993

® Replicate/customize emerging services (WAIS, Archie, et a/.)
® Provide utilities for session/presentation/application layers
© Distributed systems, RPC protocols, client/server systems
O Interim utilities for data transfer
- Compression, error checking/correction, library utility, data
conversion
Other OSI/GOSIP applications:
© MHS/X.400, VT, directory services, transaction processing, remote
D8, FTAM, ODA, CGM/GKS, electronic data interchange, SGML
® Educate users in connectivity protocols, software
O Client/server, among-peer protocols
© Toolkits for protocol support
® Emerging technologies
O X3-windows, remote visualization, interoperating databases,
multimedia conferencing
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G. Networking Subgroup Presentations
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The Program Support
Communication Network (PSCN)V
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DECnet Phase V
Update
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NASA

NASA/NSI UPDATE
DECNET/OSI PHASE V
ACTIVITIES

NSIUWG NETWORK SUBGROUP
APRIL 1, 1992

Space Sclence Laboratory / MSFC

April 1, 1992 NSIUWG Network Subgroup 1 Linda Porter

NASA

Phase V Update

New NASA Technical Group (DOT Group)

* DOT meetings - summary
« Current DOT actions
+ ICCN

Phase V Testbed Activities
* MSFC/GSFC/DOE

NSI Activities
» DOE/EDWG
- HSDCG

Space Sclence Laboratory / MSFC

April 1, 1992 NSIUWG Network Subgroup 2 Linda Porter
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NASA

Phase V Update

The DECnet to OSI Transition Grotr ‘DOT)
« Met twice - August 21-22, 1991 (Littleton MA) and
January 30-31, 1992 (KSC, FL)

« Attended by technical reps from most centers, SPAN France and
ESA reps, NASA's general wide area network providers (NSi, PSCNI)

« Focus of first meeting:
*SURVIVAL TRAINING" - two day intensive bootstrap workshop
on the three “ings” - Naming, Addressing, and Routln'?.
- Comprehensive notes and slides available (JUST ASKY)
- Results: More meetings...

« Focus of second meeting:

- DECdns (name nrvlcr;? primarily, then addressing, routing

- Dan Anderson (JSC) elected chairman (it was unanimous)

- Next meeting at JPL in July

- Comprehensive notes and slides available (JUST ASK!)

- Results: 1) DECdns service supported by participant centers -
will have running in 6-8 months (from Jan)

Space Sclefite Laboratory / MSFC
April 1, 1982 NSIUWG Network Subgroup 3 Linda Porter

NASA

Phase V Update

DOT ACTIONS:

1) write "cookbook” on DECdns naming and implementation

2) subgroup to examing RD boundaries in greater detail

3) work with Intercenter Council on Computer Networking (ICCN)

DOT STATUS:

1) cookbook in progress (no draft available)

2 sul?roup has yet to meet

3) DOT group now officially recognized subgroup of ICCN

Space Science Laboratory / MS8FC
April 1, 1992 NSIUWG Network Subgroup 4 Linda Porter
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NASA

Phase V Update

PHASE V TESTBED ACTIVITIES

+ MSFC/GSFC/Fermi National Accelerator Laboratory (FNAL/DOE)
continue Phase V testing (see map)
- Extensive testing of DECdns, routing on various platforms (Ultrix,
VMS, DR2000), interaction of 1S-IS on DR2000 with Cisco CLNP

OTHER ACTIVITIES

 NSI continues collaboration with Eneug DECnet Working Group
(DECdns naming papers, general PV/OS! transition plannlngB
- NASA/NSI DECdns naming paper in draft but avallable!! (JUST ASK)
- NASA/DOE transition gaper almost available (3 weeks - Update
from DECUS April 1991 paper)

+ NSI continues work with HEP-SPAN DECnet Coordination Group
(Warren VanCamp will give summary)

— HOW DO YOU WANT NSI/NASA TO INTERACT WITH YOU?

Space Sclence Laboratory / MSFC

April 1, 1992 NSIUWG Network Subgroup 5 Linds Porter
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NASA/DOE 0S1/Phase U test network
(snspshot of July, 1991)

-fires
56 Kb/
rtr HOLC
]
PV PU PU
Ultrin Ultrix Ultrix

to CERN
o CERN (area 26) 9.6Kb/DDCMP/static routing domain bdy

X

firea 34

static
link

| 1 1
DNUext|| PIU PU
’ UMS Ultrin

14.4 Kb/HOLC

|l

PU PV
Ultrix| | Ultrin

19.2Kb/
HOLC

©

| 1
[DNUext PU
UMS

@ Cisco router (1S0/IGRP)

Wanrtr: DEMSA based Phase U router "tWANrouter 500"
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NASA
NSI DECdns Implementation

REQUIREMENTS
LOGICAL NAMESPACE
PHYSICAL NAMESPACE
TIME SERVICES

NSI NAME SERVERS
NS! SITE SERVERS

Space Sclence Laboratory / MSFC
April 1, 1892 NSIUWG Network Subgroup 1 Linda Porter

NASA
NSI DECdns Implementation

REQUIREMENTS

+ Single global namespace for DECnet Internet (called OMNI)

« Coordinated time service for name services.

+ Use X.500 recommendations, hierarchical (tree) name structure.

« Efficlent access of the namespace by users - |.e. distributed
services.

+ Autonomous management of sub-tree name structure.

Space Science Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 2 Linda Porter
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NASA
NASA DECdns Implementation

LOGICAL NAMESPACE
+ Relies on X.500 recommendations for full names:

.US.<org>.<org-unit>...
» Recommend names be kept SHALLOW
- Future requirements may add levels for X.500 or GOSIP compliance.
- Names are for USERS!

» Recommend adoption of Internet name (if applicable) for DECdns
names - minus the "top" level domain (GOV, EDU, etc.). e.g.

SSL.MSFC.NASA.GOV
MIAMI.RSMAS.MIAMI.EDU } TCPAP Internet names

becomes (X.500 recommendation DECdns object):

.US.NASA.MSFC.SSL DE
-US.MIAMI.RSMAS.MIAMI } Cnet Internet PV names

Space Science Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 3 Linda Porter

NASA
NASA DECdns Implementation

LOGICAL NAMESPACE (Continued)
- Node object directory - contains name, address, tower information for

each PIV and PV system in network. Catch-all directory will be
created for NSI PIV systems (.US.NASA.NSI_NODE)

« Node synonyms (short names) for NSI systems will be registered
in synonym dlrectoa' for NSI/NASA (.US.NASA.NODE_SYNONYM)
Local site synonzm irectories may exist. Node synonym
directories not shared between major network partners

. Backtranslation directories (for address to name resolution)
automaticaily created by namespace managers and registration
process.

. Hierarchical access control groups created for each level of directory
structure. Allows small group access to top levels of namespace,
centers access and control over own center level directories.

« What does all this look like?...

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 4 Linda Porter
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NASA
NSI DECdns Implementation

Logical Namespace Schematic for Names and Node Synonyms

N\
NN\

NASA

MSFC/ usll _sode Node sym> DXCSIR
7 N T NN

MIAMI MIPSI LSUXO01 LSUXO! SSL. MIAMI

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 5 Linda Porter

NASA
NSI DECdns Implementation

Logical Namespace Subtree for Backtranslations

DNA_Backwansistion

/

%x470020  %x47000S:

/7 \ |\

/‘M{ ‘xm< %z l'm s/:ozu (Local Area disectory)

%2AA000400271C (Soflink entity)

{Prefix directory )

Hnk targes is ".US.NASA.MSFC SSL"

Space Sclence Laboratory / MSFC
Aprit 1, 1992 NSIUWG Network Subgroup 6 Linda Porter
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NASA DECdns Implementation

PHYSICAL NAMESPACE

» How the logical namespace structure is distributed over cooperating
name servers.

« Clearinghouses are flles containing one or more replicas of
directories and thelr contents.

- Recommend at least two replicas of every directory.

» NOT recommended to replicate more than needed.
- Do not replicate on unreliable servers.
- Do not replicate in remote parts of network unless really needed.

+ A few servers in global network (initially 4) will contain replicas of
the root ("."), .DNA_Backtranslation, .DTSS_GlobalTimeServers.

Space Science Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 7 Linda Porter

NASA
NASA DECdns Implementation

TIME SERVICES (DECdts)

« Used by DECdns to keep namespace consistent.

- Also provides reliable time information to all DTS clerks on network.
(Most systems are clerks)

- Selected DECdts server system objects placéd in
.DTSS_GlobalTimeServers directory (noncouriers)

» Sites select local systems (couriers) to time off of noncourier systems
in .DTSS_GlobalTimeServers directory. Only two per LAN
recommended

DTS L:l'e‘rks (rest of PV systems on LAN) receive timing from courlers
on .

Space Sciencs Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 8 Linda Porter
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NNASA
NSI DECdns Implementation

Logical Namespace Access Control Schematic

.OMNI_MGRS

US.US_MGRS

/

{US.NASA.NASA_MGRS MSFC

N
US.NASA.MSFC.MSFC_MGRS SSL
...

Space Sclence Laboratory / MSFC

Aprii 1, 1992 NSIUWG Network Subgroup 9 Linda Porter

NASA

NASA DECdns Implementation
NSI/NASA WIDE NAME SERVERS
* Replicate iImportant directories:
@& H& = ?&“—") =)
& S \Co% —NS1_NODE

C&bmss Glooalhmcswvn! & NOOE _SYNONYM )
&.MA_annnsmmD

& .xx470020
& Kxprvares

Space Science Laboratory / MSFC
Linda Porter

April 1, 1992 NSIUWG Network Subgroup 10
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NASA
NSI DECdns Implementation

SITE NAME SERVERS:

2nd tevel Jrd Jevel (and below)

-::::lt .NODE_SYHONYH )

replicated

elsewhere .\ (
& KX pvwem_.nrnlwm .Jlmaru)
parent gireclery replicalea c!srwher

e.g. "site” could be "MIAMI" (just below .US directory),
Miami uses area 3, "Pivarea” would be %X0003.
“pVprefix_directory" and "pVarea" based on OSI style

NSAP (assigned by OS! address authority for U. Miami.)

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 11 Linda Porter

NASA

Addressing

ADDRESSING => GOSIP Compliance for NASA

—|Dp > 4 DspP A
<4——— HOoDSP ——

AFl |10 | DR] AA rsvd| RD| LA 1o SEL

1 2 1 ] 2 1 1 ] 1

. Two AA's for NASA: 003400 (PSCN) 005900 (NSI)

- 003400 may be NASA "private"
- 005900 may be NASA "public” (advertised to internet)

. Centers may choose to use one or other AA, or may multihome
to both AAs. (Choice of AA to use does not affect reachabillity -
that is function of routing.)

. Good overview is "Guidelines for OSI NSAP Addressing In th
Internet”, RFC 1173 by Colella, Gardner, Callon ,

Space Sclence Laboratory / MSFC

April 1, 1992 NSRUWG Network Subgroup 1 Linda Porter
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NASA

Addressing

DECnet Phase IV compatibility REQUIRES
1. All systems reside same IDP+HO DSP (NSAP Prefix)

2. All Phase V systems assigned "PIV compatible address"
0P HO DSP D SEL

470020 0007 | #a000400271¢ xx
(LA)

- 470020 will be used in DECnet Internet (HSDCG agreement)
- Phase IV address is 7.39 in example for system SgL

It NASA adopts GOSIP, but PIV compatibility requires non-GOSIP
address (although a valid NSAP), how can transition proceed?

EASY gn theory): Assign system two addresses! (multihoming)
E.g. SSL uses address as above and GOSIP Compliant address:

47 |0005[ 80 | 003400 | 0000 | 0bOG | 0102 08002b112¢89 24

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 2 Linda Porter

NASAN )
Routing

Intradomain and Interdomain Routing considerations:
Definitions (pertinent routing layer protocols):

»1SO 8473 sCLNP) defines packet format
« 1ISO 9542 (ES-IS) defines exchange of routing info between End
system and intermediate system (a router)
» ISO 10589 (IS-1S) defines exchange of routing info between
Intermediate systems within a Routing Domain
(intradomain)
- Static Routing: tables used for exchange of routing info between
Intermediate systems between Routing Domains
(Interdomain) IDRP in the future

Above routing protocols depend on CLNP for packet format in ISO.

IDP+HO DSP => defines boundary between L1 and L2 routin
for IS-IS. (Called "area address”) Routing domain boundaries
can be set between areas, but not within an area.

op HO DSP (LA) 10
“@————— Level 2 Routing ———————— «—— Level 1 Routing —>

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 3 Linds Porter
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NASA

Routing

Iintra-Domain Routing (IS-IS)
. (Ygtems may not acquire more than three area addresses

P+HO DSP).
Network Manager original assignment 1S-IS "union of area addresses”

2

o =T

/ prefin 3 — > / prefix 4
prefix 1 prefix 1 prefix 2 prefix 2
prefix 3 profix 3
prefix 2 prefix 4 prefix 4 prefix 4

This BREAKS PIV/V Compatibility.

Note: IS-IS spec default is three area addresses. Recent spec change
raises maximum number of areas shared and is based on number of
area addresses that will fit in a “link state packet”. However,
Implementations are well behind.

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 4 Linda Porter

NASA

Routing

Inter-domain Routing

- desire to define boundaries beyond which do not wish to share
IS-IS (or other intra-domain routing protocol) information - NOT
dependent on value of GOSIP “RD" fleld!!!

- = however, should only be set between IS's with different sets of
NSAP address prefixes. THAT IS - cannot set between sites
SHARING Phase IV areas (e.g. NASA site hub and University Site).

» Other issues:
- "Two hop problem” - static information is not propagated through an

intervening Routing Domain, therefore if primary path drops, backup
path (if exists) will not automatically be used.

mml automalically used)

- Routing Flood Protection

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 5 Linda Porter
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NASA

General Transition Strategy

The "Five Point Plan":
1. Create single namespace for DECnet Internet (OMNI)
Specify transition address structure

Encourage ES upgrade to PV, using OMNI and address structure

Upgrade the routing incrementally

o & 0N

Define a timeframe to complete transition

Space Science Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 6 Linda Porter

NASA

General Transition Strategy

What is "Incremental” routing ur rade?
. lllfgrade routing in (DECnet PIV) area one area at a time
pgrade all PIV L1 routers in area to PV all at once (this is a RULE)
(but still running PIV Level 2)

+ Then, can upgrade all PV routers to PV L2 routing. Requires setting
Interphase Static Links on area boundaries between
areas supporting PV/OSI IS-IS L2 and PIV routing protocols

Issues: Non-DEC routers (Cisco, Wellfleet, Proteon...) and VMS
(host-based) routing (excluding cluster alias).

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 7 Linda Porter
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NASA

Issues

Goal Is to preserve PIV back compatibility during transition.

1. Multihoming limitation restricts which areas may adopt more
than one NSAP address.

2. Flexibility required in planning to implement routing domain
boundaries during transition.

3. VMS host-based routers, non-DEC routers

Work
in

New NASA/SPAN and DOE/ESnet-DECnet Transition Strategy

due in three weeks on NSINIC. Look to NSINIC for other Interesting
(?) docs, too (like Namespace Implementation for NASA's DECdns
name servers, version 2.1)

Space Sclence Laboratory / MSFC
April 1, 1992 NSIUWG Network Subgroup 8 LUinda Porter

OSI (CLNP) Status

» CLNP (8473) support available on all routers
*|S - IS (DIS 10589) supported on backbone routers
- Static routing to support connections to other AA's

ESnet (005700
NSFnet (FFFFO0)

* RD's available to all NSl sites
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GSFC PV/OSI Future

* Allow new (production) systems to come up DECnet/OSI

* First new systems will be Ultrix and brought into
GSFCOSI:. NS

* New systems will be running production DECnet-Ultrix
V5.0 SW

* Set up a dedicated DECdns nameserver in OMNI that hosts
OMNI.:.us.nasa.gsfc.

* Depending timing, we may host this on a WS until
dedicated platform has been procured

GSFC PV Future (contd)

* Replace WANrouter 500 (DEMSA) w/ DEChnis 600

* Bring up OSI CLNP on WAN FW to talk w/WAN OSi
networks

* Work w/ concept of bringing up GSFC area 15 to PV/OSI
at LII, set up interphase static links to WAN OSI provider
turn off PIV on GSFC FW

* GSFC then routes only OSI (and IP) off campus in WAN
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GSFC PV/OSI Experience

¢ 1 VMS DECnet/OSI system (FT)
e 2 Ultrix DECnet/OSI systems (FT)
e Running FT NS GSFCOSI:. on DS5000/200

o WANTrouter 500 (DEMSA platform) 15.1009 running PIV
at LVLII

e FTAM and VTP applications up and running btwn DEC
platforms

GSFC Transition to PV/OSI

e Migrate all PIV host-based routers to dedicated routing
platforms (cluster alias only exception)

e Load all DEC routing platforms w/ W ANrouter SW
¢ Run WANTrouters at PIV LI /LI routing alorithms
¢ Non-DEC routers capable of IS-IS (or integrated IS-IS)?

o Check interoperability of NON-DEC and DEC WAN
routers
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GSFC Transition to PV/OSI (contd)

o Interoperability check above area 46 or extended address ?

e Cut-over to PVY/OSI Link-State routing at LI (DECnet area
15)
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NASA's DECdns Nameserver

A current version of this text is available in

PostScript format from the NSI File Cabinet as:
NASA DECDNS IMPLEMENTATION.PS
"~ in the directory:
[ANONYMOUS .FILES . PROTOCOLS .DECNET . PHASE V]

PRECEDING PAGE BLANK NOT FILMED E z ¥
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Vision for the
NSI Online Network Alde

(NONA)

Brian Lev
Hughes STX Corp.

April 2, 1992

Presentation to the
NASA Science Internet User Working Group Conference

\

/" [TheNSTOnline Network Ade MONA] )
Why Build 1t?

e Experience had proven that an on-line system increased the
number of users who could be helped in any given period of
time without over-taxing human staff.

¢ Rapid response needed to official assignment of NIC duties to
staff at GSFC, but immediate hiring of additional staff to handle
extended workload was not possible.

¢ Two systems already in use at GSFC for network user support
(SPAN-NIC and NICOLAS) were avaialble to serve as testbeds
for NSI information and services.

* Porting of an existing system would allow near-immediate res-
ponse to the increased workload.

377 —“_?iz__mmum A
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/ The NSI Online Network Aide (NONA) \
The First Build

e NICOLAS chosen as "template” system

— required no new purchases, licensing, or staff training
— guaranteed to work on existing platform(s)

o DFTNIC VAX 3250 chosen as host

— wide variety of network links and protocols

— aiready hosting NICOLAS

— already managed by NSI USO staff

— bypassed wait for new NSI-purchased hardware to arrive

o Emphasis on rapid installation to fill gap in user services.

o Small-scale NICOLAS "clone" with emphasis placed on NSI, as
opposed to GSFC-specific, information.

¢ Relatively basic information server, relying heavily on NICOLAS
and the old SPAN-NIC to fill gaps in content and connectivity.

¢ Recorded just over 900 user sessions in one year.

/”~ [The NSI Online Network Aide (NONA) I
Background of Current Version
» Version 2 beta installed on NSINIC MicroVAX 3300 after completion

of hardware's acceptance testing.

¢ Fully functional "pilot" system opened for use by the NSI community
in time for the December, 1991 AAS Conference.

¢ Recorded roughly 100 user sessions in its first month of operation;
usage grew to 480 sessions in January, 1992.

* Over 740 user sessions recorded in February 1992.

¢ First phase of operational testing now considered as completed suc-
cessfully; system now ready for additions to become true Version 2
of NONA.

— The old version running on DFTNIC was taken off-line for the last time on

February 10, 1992,
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/” [The N1 Online Network Alds (NONA) \
Changes from First Version

* Now running on a newer, faster host dedicated only to NSI
support.

* Uses improved driver software for faster response to user
input.

* Features user tracking that is both more comprehensive and
more transparent.

¢ Driver modifications allow simpler formatting of text files.

¢ User messages & problem reports now routed directly into
the NIC's Help Desk Email.

o

/ The NST Online Network Ade MONA] )
What We Offer Now (Version 2 beta)

* "Hot News" about NONA, the NSI, or other items of importance.

¢ Instructions on using NONA.

¢ Info About the NSI and Other Nets
— What Is the NSI?
— NSI Program Objectives and Management

— Acquiring NSI Connectivity
— Info about the Internet and other nets (BITNET, THEnet, USENET, etc.)

¢ NSI Personnel for Additional Help
— How to contact the NIC and NOC
~— Points of contact at individual NASA and ESA centers

¢ Help Files and Info
— Automated Email matrix and dictionary of networking terms & NASA acronyms
— Information & instructions for the NSI File Cabinet

¢ Problem Reporting/Message Box Mechanism
— Sends flagged Email messages to the NSIHELP account and notifies NSI USO staff

{I‘ransparent "Quick Connects” to SPAN-NIC & NICOLAS
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The NSI Online Network Aide (NONA)
What We Offer Now (Version 2 beta)

HOW IT WORKS

¢ Menu-Driven Navigation
— simply choose desired option by number
— plain English instructions for all steps
— help for each menu available with "H" or "?"

¢ Can Leave At Any Time
— from any menu, Q (quit) or X (exit) will log you out
— when reading files, Q or X return you to the menu you came from

+ Forgiving Environment
— plain English error messages
— available commands always on screen
— can scroll text backwards one screen at a time
— can refresh text displays with "R”
— designed for VT'100 "lowest common denominator”
— designed to "fail gracefully” in worst-case scenario

-

/

+ More & Better Information About NSI, such as:
— Improved description of levels of service and usage guidelines
— New information about USO, OPS, ENG, and SNP groups
— All current information updated (e.g., project charter & organization,
staff, etc.)
— Better description of how NSI differs from “The Internet”

The NSI Online Network Aide (NONA)
The Next Step: From "2 beta" to "Version 2.0"

¢ More User Options, such as:
— White Pages interface
— Transparent access to specific on-line resources (e.g., NSI File
Cabinet, OMNET's "Lists”, PI-NET, etc.)
— Addition of NICOLAS' wide-area functions (whois, finger, nslookup,
BITNET lookups

¢ Inclustion of SPAN_NIC Data Base
— Completes inclusion of all SPAN_NIC offerings
— Old system will be taken off-line when done

\0 More Information About Other Networks
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The NSI Online Network Aide (NONA)
The Next Step: From "2 beta" to "Version 2.0"

What You've Said So Far...

¢ So far, responses on the "NONA Futures" question-
naire, items in the NONA message box, and general
Email indicate that the NSI user community wants
further emphasis placed on:

— expansion of the Email matrix

— more information about other networks

— more up-to-date NSI information

— wide-area lookup functions (whois, finger, et al.)
— direct access to contents of the NSI File Cabinet

-

[ The NSI Online Network Aide (NONA) \
Future Growth: Steps Along the Way

¢ Growth of NONA will be based on yger requirements

¢ Possible Additions, 6 Month Timeframe:
— New complete "branches” of SNP and NOC information (contacts,
charter, offerings, etc.)
— User registration for personalized interaction
— NBR and RFS status
— Expansion of Email matrix

¢ Possible Additions, 12 Month Timeframe:
— New "forum" or Q&A segments & 1a "Ask Harry”
— Ability for users to request specific information files for delivery
~— Add ARCHIE interface
— Add USR and Trouble Ticket stat
- Full interactive access to NSI File Cabinet
— Improved ties to other on-line resources (e.g., ALEX)

¢ Possible Future Additions

— Map of current NSI link status
— Continual improvement of ties to other on-line systoems

\ — Real-time delivery of roquested files
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/ The NSI Online Network Aide (NONA) X
Our Overall Goal: "Systemus Maximus"

e The following user-oriented capabilities are all considered part

of an "ultimate" system:

- Serves as "universal interface” for NSI on-line offerings (e.g., White and
Yellow Pages, ALEX, etc.)

— recognizes and reproduces user’'s environment (X windows, text only, etc.)

— offers both "power user” (command line) and menu-driven interfaces

— provides for real-time contact with human operator

— provides a "guided tour” of itself

— registers users to personalize interaction and build contact data base

— utilizes "knowbot” or other Expert System/Artificial Intelligence approaches
to help anticipate users' needs while easing access to information

— allows users to browse contents of the N8I File Cabinet

— provides on-demand delivery (via appropriate method) of all documents and
information available on-line

— utilizes graphical displays where possible

— utilizes multimedia mail (voice, video, and text) for user-to-staff contacts in
real time

4 ™
|How Do I Get to NONA?l

via TCPIP: telnet nsinic.gsfc.nasa.gov
Username: NSINIC

via DECnet: SET HOST NSINIC
Username: NSINIC
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e ~

WHO YOU GONNA CALL?

NSI Network Information Center

Code 930.6
Goddard Space Flight Center
Greenbelt, MD 20771

301-286-7251
(FAX) 301-286-5152

nsihelp@nic.nsi.nasa.gov
nsinic::nsihelp

/ The NSI Online Network Aide (NONA) \
Selected Foreign User Sites, 1992

Ben Gurion University, Be'er Sheva, ISRAEL

DFVLR Oberpfaffenhofen, Wessling, GERMANY

Danish Computer Centre for Research and Education, Lyngby, DENMARK
ESA Villafranca Satellite Tracking Station, Madrid, SPAIN
ESA-ESRIN, Rome, ITALY

Eindhoven University of Technology, Eindhoven, HOLLAND

Institut d'Astrophysique de Paris, Paris, FRANCE

Japan INET, Kyoto, JAPAN

Korea Advanced Institute of Science and Technology, Seoul, KOREA
Max Planck Institut fuer Kernphysik, Heidelberg, GERMANY

Max Planck Institut fuer Plasmaphysik, Garching, GERMANY
McGill University, Toronto, Ontario, CANADA

Observatoire de Paris-Meudon, Meudon, FRANCE

Rutherford Appleton Laboratory, Chilton-Didcot, ENGLAND
Technion University, Haifa, ISRAEL

Tel Aviv University, Tel Aviv, ISRAEL

Universidad Nacional Autonoma de Mexico, Ciudad de Mexico, MEXICO
University Brunswick, Braunschwieg, GERMANY

University of Alberta, Edmonton, Alberta, CANADA

University of New Brunswick, Saint John, New Brunswick, CANADA
University of Saskatchewan, Saskatoon, Saskatchewan, CANADA
University of Tubingen, Tubingen, GERMANY

University of Waterloo, Waterloo, Ontario, CANADA
\ York University, North York, Ontario, CANADA
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Tutorial
on
X.500 and QUIPU

Peter Yee
Ames Research Center

April 2, 1992
= ntvmates
Poier Yo, S Densiop Croup M/S: 233-18 ? -n-:-

Audience

e Participants in the NASA X.500 White Pages Pilot

¢ Want- to - participants
e Hardcore X.500 junkies

If you are not one of the above, this may be boring!

Poter Yoz, Natwork Services Denslopment Group M/S: 233-18 = v

PRECEDING FAGE BLANK NOT FALMED
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The Directory: What is X.500

A (potentially global) distributed database.
Optimized for data searching and listing.
Not necessarily as consistent as a true database system.

An international standard for provisioning of
directory services.

A floor wax and dessert toppings, all in one!

e Cuswmedvations

Peter Yo, N k Sarvioss Davaiop Group M/S: 213-18

X.500 Model

DSA Directory System Agent
DUA Directory User Agent

DAP Directory Access Protocol
DSP Directory System Protocol

PMoiw Ya, Network Servicm Dusalopment Croup MyS: 233-18 __=_E ol Conmmmingtions
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X.500 Access

Referrals

Only when DUA can
connect to both DSAs
(network topology or
protocol problems may
prevent this).

Poier Yo, Ne k Services Dessiop

Group M/S: 233-18

|

X.500 Access

Chaining

May be requested (advisory)
or refused (actual) by DUA.

Application layer gateway
service.

Chaining and referrals may
used in combination.

Mostly transparent to the
user.
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What's in the Directory?

Data is organized in a Directory Information Tree:

e I o R o

= tventer
Poler Yar, N k Services Dassloy Goroup M/S: 233-18 g% nd Comanatestions

What's in the Directory?

Problems:

* Fails to address directly the needs of multi-national /
international organizations such as:

- United Nations

- European Space Agency
- International Business Machines

Not always an efficient way to organize data
for searching.

fwwatien
‘ouf Commminations

Potar Yoz, Natwerk Sarvices Devslopment Group M/S: 233-18

|
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What's in the Directory?

Every vertex and leaf node is an entry.
Entries are made up of attributes.
Attributes have types and values.

Entries have object classes which determine the
attributes for the entry.

Attributes are frequently multivalued and always
ASN.1 encoded.

Attributes and object classes have unique

identifiers (OID's).
Pelwr Yas, Natwork Sarviom Deuclopment Group M/S: 233-18 === :-:‘::-

What's in the Directory?

Entries (continued)

Entries each have a Relative Distinguished Name (RDN),
which differentiates them from other entries.

The RDN is made up of selected attribute(s) from the
entry - depends on the object classes.

An entry is uniquely and globally identified by its
Distinguished Name - the ordered concatenation of
the RDN's for the entry, starting at the root.

c=US@o=N ASA@ou=ARC@cn=Peter Yee

Peiwr Yaz, Netwerk Servicss Desslopmant Group M/S: 233-18 = ot Commadations
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QUIPU - EDB Format

so=fotar You
bjestClase= top & pilstCbjioet & nulfil [ & pilotPerson
an= Peter Yes & Poter Bdmond Yee & Pster k. Yee
o= Yeu
title= Elestrenies Enginesr
postaliddress= EASA Ames Recsareh Conter § M8 233-18 § Moffett Tield, CA %4033-1000
tolephoneiumber= +1 415-804-3012
fassinilatel *1 413-604-6992
usurPasswmré= (CRYPT|PEF/ ONMOF
saile yoo\dJatlas.ars.nasa.gev 4\
yoo\ $0sa0e . AXS . NaSA . GOV
drink= Chesslate Nilkehake
ressthmbare 8233/240
phete~ (FILE)

ienal 16 and Spaes Administratienfoucimes RAeseareh CenterfensJohn Yin
r » sonal 1¢s and Bpaee Agninistratisndou~iaes Researsh \
Canterfen=latharine Sahn
avdie~ (FILE)
asle group ¢ ienal 1695 and Bpase Administrationfen<tianager § write # entry &\
sall ¢ write ¢ eatry 4\
othars ¢ resd ¢ evtry &\
sroup ¢ iensl 1 snd Spase AMministrat ¢ write § default &\
self § write # default 4\
others ¢ resd # dofauit &\
sell ¢ write ¢ attributacrs ¢ uesrp, zrollist &\
othery ¢ ssmpare 0 sttributee § P, rollist
ahsORAddressese (AFN) J02£3024410413029353620a11200346546a6364616960220513034152438
J04424133412300080033963638105506374637200

Peter Yoz, Natwork Sarvices Dessiogwant Group M/S: 233-18 e —
Sputemne Ohvinten

Manipulating the Directory Service

Service Primitives
Read
Add
Delete

Compare
Search
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Manipulating the Directory

Other Functions (DUA supplied)
e Bind
e Unbind
Move

Quit!

Poo Ya, Nawark Seraces Developmant Cronup M/S: 213-18

QUIPU - What's a QUIPU?

An implementation of X.500.
Requires the ISODE to operate.

Supports non-standard (because there are no such

standards) access control, replication, DSA maintenance,
and knowledge information.

Named for information storing strings used by the Incas.

Peter Yae, Natwork Sarvices Developmeni Gromp M/S: 233-18 = ont Cammeningtions
Syutune Divtelon

)
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QUIPU - Data Storage

Entry Data Blocks (EDBs) used to hold data.

EDBs are collections of all entries residing at a single
level beneath the same point in the DIT.

Replication works on a whole EDB (single level).
May be copied between DSAs to enhance performance.

Completely loaded into core memory during startup.

indorenation
e Camenrdestions

Poter Yau, Ne k Serwacas Demelop Group M/S: 233-18

QUIPU - Extensions

¢ Replication
- Not available in 1988 standard (in 1992 standard).

- Two schemes supported through use of QuipuDSP
and InternetDSP application contexts.

- QuipuDSP copies EDBs in a single chunk.

- InternetDSP uses bite-sized chunks to improve
reliability in flaky nets.
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QUIPU - Extensions

Access Control
- Directory Standards specify how to authenticate users.
- Don't specify how to manage user access.
- Currently only simple authentication supported.
- Strong authentication soon (but may not be in this country).
- QUIPU defines ACLs (Access Control Lists) for specifying

which service primitives may be applied to which
attributes and by whom.

- Search ACLs limit the extent of information retrieval -

prevents DIT "trawling.”
Peter Yor, Natwork Servicss Development Croup M/S: 233-18 = fedmr—veeand

QUIPU - Extensions

¢ DSA Maintenance
- Orderly DSA shutdown.
- DSA Information collecting.
- Disk/Memory Synchronization.
- Entry Locking.

- Replication Control.

- Data Dump.

l
l

Peler Ya, Natwork Sarvices Development Crong M/S: 233-18 = onf Comunonivations

|

Sywtame Divisten
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QUIPU - Extensions

¢ Knowledge Information
- Allows a QUIPU DSA to knew which entries it holds.
- Allows a QUIPU DSA to find entries it does not hold.
- Allows a QUIPU DSA to contact other DSAs.

- Knowledge Information is contained within
the directory (neat trick!)

ntrmution
o Camvmentngtions
Syutame Dhisten

Peler Yaz, N t Seroicas Dxnioy Croup MyS: 233-18

Because all sibling entries are stored in a single EDB, they
are all mastered by the DSA holding that EDB.

- This is a limitation of QUIPU, but it simplifies
operations greatly!

Thus, all organizations within a country are mastered by a
single DSA, for example.

- Requires cooperative maintenance.
- Newer versions of QUIPU allow DSA information
to be mastered by the DSA itself and shadowed by the

DSA aboveiit.
- Confusing!
= e
Peter Yaz, Ne k Serwices Deseloy Group M/S: 223-18 = and Commueteations
= Syutonny Dbvtass
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Mastering of Information

~[g=]

Mastered by Giant Tortoise
CNsPeter Yoo K
Mastered by

Brown Headed Spider Monkey

Mastered by Iguana

Peler Yas, N k Servicss Deceiop Corouxp M/S: 233-18

it

Shadowing of Information

Means DSA keep a copy of data that the DSA does
not master.

Done for speed and robustness.

Typically applies to levels above the DSA in question
(but could be lower).

Poter Yar, Natwark Sartices Descloment Gronp M/S: 233-18 =3 o ot
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Shadowing of Information

W"l
ews Moakey

€= Could be shadowed by [guana

Mastered by Brown Headed
Spider Moakey
= v
Peter Yes, N k Servicss Deelop Growp MyS: 233-18 gg ot Cummorisations
= Summe Shtsan

QUIPU - Information Storage under UNIX

Uses UNIX directories to recreate DIT hierarchy.

For example:
base directory: /usr/etc/quipu/iguana
- root of DIT stored here
C=US: /usr /etc/quipu/iguana/c=US
O=NASA: /usr/etc/quipu/iguana/c=US/0=NASA
OU=LeRC: /usr/etc/quipu/iguana/c=US/0=NASA/ou=LeRC

This can make for very long path names!

s EDB for data under each vertex of the tree stored in its
corresponding UNIX directory.

* Same for EDBs containing leaf entries.

ant Sumniutin
Syetme Sntute

Poier Ym, Natwerk Servicss Devslopment Group M/5: 233-18

m
|
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QUIPU - Information Storage under UNIX

¢ Remember, though, that the entry information for each
vertex is found in the EDB located one directory above
the vertex directory!

- Information on ou=LeRC is found in the
EDB residing in O=NASA.

- Information about LeRC personnel is found
in the EDB residing in OU=LeRC.

|
3
i

Poier Yer, Netwiik Sermms Devologmeret Growp MyS: 13318

QUIPU - EDB Format

e 1stline: MASTER or SLAVE.
- Indicates if EDB is original or copy.
* 2nd line: UTC timestamp

- Used to control replication.

- Updated every time an entry in the EDB is
added /deleted /modified.

Petwr Ya, Network Serviom Dasslopment Grenp M/S: 233-18 =_—_-§ Py ————
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QUIPU - EDB Format

Entries represented by consecutive attributes and
separated by blank line.

Attributes are written as:
Type =Value

- Type is attribute type (in string form, not usually as an OID).
- Value is as appropriate for the attribute's syntax.
- Spedial value tags of
{ASN] - ASN.1 encoded value in hex string format.
{FILE) - external file reference.

{CRYPT] - value is encrypted by a one-way hash function.

o CQuenansnnutions

Peiw Yas, Natwork Sarvices Desclopment Group M/fS: 233-18

First attribute is the one used to make the RDN.

Multivalue attributes may be on separate lines or
joined — it does not matter.

Object class attribute determines what other attributes

an entry has:
e.g. Person must have a name (really a "common name”
and surname).

Defined in the oidtable.oc file.

|

Puar Y, Network Services Devsiopmend Group M/S: 233-18
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QUIPU - EDB Format

MASTRER
9110020925038
sr=Baul Abarbanel
lastind il iedy= lonal iss and Spase AMdministration
lasthodified?ine= Ned Ost 2 02:123:03 1991
telephocathmber= (304) 864-2210
*=isa, lemail.pradelare, ergenasa, ou=10001, gnessul, sneabarbanel
resmihmber= 1132C/164
sn= hAbarbans]
en= faul Abarberms)
sbiestClass= tep & porsan & pilatPorsan & quiputhiost & thornthject & thernbersen

ar= Rethy Abbwtt

lastied {fladBy> e=US=Nations] Asronsutics and Spase Mdeinistrationfcn=Manager
lastiodifled?ines Uod Ost 2 02:23:0) 199)

telephonethmber= (80¢) 064-2010

textincodndiiaddress~ s~uss, adnd-toleonail, prod=lare, ory=nasa, ou=13001, gneksthy, sneabbott
resmimbar- 11687117

on= Anbett

en= Rathy Abbett

an= Rsthy N. Ambott

objestClass= top & perean & pllotPerson & Quipuldbject 4 thorndbject & thernferson

infwasfen
ant Commueningtiony

Peir Yaz, Natwork Servicas Developmant Group M/S: 233-18

|

Running Your Own DSA

e  Obtain software
- from uu.psi.com, via anonymous FTP

- from Peter Yee

Build software
- instructions included
- assistance available from Peter Yee

Install
- configure support files

Obtain uEper level data

- ask that Peter Yee person

¢  Obtain and convert local data
- roll your own (no standard data format available

within the agency).
- sample conversion programs available from previously
mentioned individual.

Peir Yo, Natwork Services Dewalopment Crenp M/S: 233-18 = ot Comvmariugtiony

il
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Running Your Own DSA

* Read the nice, thick QUIPU manual.
- Really should do this first.
- Copy included with software.
- TeX

- Postscript

e Take X-Tel course when available.
- An in depth tutorial on QUIPU by its authors.
- Currently only offered in Great Britain.
- May be at Spring InterOp '92.

¢ In the meantime, visit the X.500 demo.

- Try out different DUA's on different platforms.
- Give Greg Brown a hard time!

Peter Ya, Natwork Services Deselopment Group M/S: 233-18

Reading List

The Directory-Overview of concepts, models and service,
(ISO/IEC 9594-1, CCITT Recommendation X.500)

The Little Black Book: Mail Bonding with OSI Directory
Services,
Marshall T. Rose, Prentice-Hall, 1991 ISBN 0-13-683210-5

ISODE Manuals
Volume 5, approx 300 pages all about QUIPU

The Directory-Selected attribute types
(ISO/IEC 9594-6, CCITT Recommendation X.520)

¢  The Directory-Selected object classes
(ISO/IEC 9594-7, CCITT Recommendation X.521

|
|

ol Qunensetions

Poler Yaz, Network Sercaces Developmant Geoup M/S: 233-18
Syetne Divtutan
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Support Information

PETER YEE

MS 233-18

NASA Ames Research Center
Moffett Field, CA 94035-1000
(415) 604-3812

(FTS) 464-3812

SMTP: €S.arc.nasa.gov

X.400: /g=peter/s=yee/o=nasa/prmd=arc/admd=telemail /c=us/

X.500: c=US@o=National Aeronautics and Space Administration@
ou=Ames Research Center@cmn=Peter Yee

L
ont Comumutsationy
Syvnme Saten

P Yo, Ne k Sarvices Densiop Goronp M/S: 233-18
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N

GUIDELINES FOR
IMPROVING SYSTEM SECURITY
ON VMS SYSTEMS

NSI User's Working Group (NSIUWG)

April 2, 1992

Ron Tencall
NS5! Securty Manager

f

k . NETWORK ABUSE
2

COMMON VULNERABILITIES

- IMPROPER PASSWORD PRACTICES
- Passwords=Username
- Default Accounts
- Trivial Passwords

» ACCOUNTING NOT RUNNING
- VMS

- X.25

+ IMPROPER FILE/DIRECTORY PROTECTION SCHEMES
- World Readable/Writable

- Permits Trojan Horses, Worms

PRECEDING PAGE BLANK NOT FiLMED 403



f IMPROVING SYSTEM SECURITY \

HACKERS ON NS| SITES
HOW THEY GET IN:
+ DIAL IN

* NPSS (X.25)
« TCP/P OR DECNET NETWORK (NSI)

TYPICAL HACKER ACTIVITY:
» TRY TO GUESS PASSWORDS

« EXPLOIT GUEST ACCOUNTS THAT ALLOW OUT OUTBOUND ACCESS
- SEARCH FOR WORLD-READABLE SYSTEM FRES

- =

3 * o
- ppeee]

/ IMPROVING SYSTEM SECURITY \

CURRAENT YULNERABILITIES BEING EXPLOITER

« TFTP (Used if a node is a boot-server)
Allows files 10 be read/copied w/out specilying a userid/password
Ietc/passwd

« GAINING ROOT ACCESS VIA EXPLOITING UNPATCHED BUGS

» TRIVIAL PASSWORDS
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( IMPROVING SYSTEM SECURITY \

EQUIPMENT SECURITY

* LIMIT COMPUTER ROOM ACCESS

* LOCK SYSTEM AND WORKSTATION CONSOLES

* LOG OFF UNATTENDED TERMINALS

* LOG OFF UNATTENDED NETWORK CONNECTIONS

/ IMPROVING SYSTEM SECURITY \

ACCOUNT MANAGEMENT

* ACCOUNT REQUEST FORMS
« ONE PERSON PER USERNAME

* DEACTIVATE ACCOUNTS UPON USER
TERMINATION OR TRANSFER

- EFFECTIVE USE OF UIC-GROUPS

* ACCOUNT UAF RESTRICTIONS

- TIME OF DAY
- LOGIN-CLASS
- CAPTIVE/RESTRICTED
- DEFAULT CLI

- CUSTOMIZED DCLTABLES
\ - CPU TIME AND ACCESS TO BATCH QUEUES
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/ IMPROVING SYSTEM SECURITY \

PASSWORD SELECTION AND MANAGEMENT

+ ADEQUATE LENGTH

« DISABLE PASSWORD RE-USE

- NO COMMON WORDS

« NO PROPER NAMES OR ACRONYMS

« USE NON-ALPHABETIC CHARACTERS (8. )
- ADVOCATE PASS-PHRASES

AN

f IMPROVING SYSTEM SECURITY \

SECURITY/ACCESS CONTROLS
PASSWORD ADMINISTRATION
+ SYSTEM PASSWORD
+ SECURE_SERVER
+ SECONDARY PASSWORDS
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K IMPROVING SYSTEM SECURITY \

SECURITY/ACCESS CONTROLS
BREAKIN DETECTION
*SYSGEN AGI PARAMETERS
* VMS AUDIT COMMANDS

$ SET AUDIT/ENABLE=BREAKIN=ALL

$ SET AUDIT/ALARM/EABLE=LOGIN=NETWORK
$ REPLY/ENABLE=SECURITY

$ SHOW INTRUSION

AN

/ IMPROVING SYSTEM SECURITY \

FILES, OBJECTS AND DEVICES

* UIC-BASED PROTECTION
- DEFAULT SHOULD BE (W:NONE)

* ACCESS CONTROL LISTS
- MONITOR ACCESS TO SENSITIVE FILES
- ALLOW/RESTRICT ACCESS TO RESOURCES
- CONTROL EXTENT OF ACCESS BY NETWORK USERS

A
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N

THE DECNET-INTERNET

EVERY NODE HAS A UNIGUE \

NAME AND ADDRE SS CONSISTING
OF AN AREA NUMBER AND A
NODE NUMBER OF THE FORM:

AREA.NOCE

EX: 2.11

WHICH TRANSLATES INTO A
UNIQUE (NTEGE R ADDRESS
BY USING THE FORMULA:

(AREA® 1 024) « NODE
EX: 2059::

$ SHOW TIME

11-SEP- 1991 1020259 J

FILTERING UNKNOWN NODES

\

AREA
NUMEER

™ MATAEA

NODE ADDRESS
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/ CONTROLLING NODE ACCESS WITH NCP\

NCP>SET NODE EAGLE ACCESS BOTH
MYNODE| <——a | EAGLE

NCP>SET NODE EAGLE ACCESS INCOMING
MYNODE| = | EAGLE

NCP>SET NODE EAGLE ACCESS OUTGOING
MYNODE| =———= | EAGLE

NCP>SET NODE EAGLE ACCESS NONE

MYNODE EAGLE

~ \

$ TYPE REMOTE “USER PASSWORD":: FILE.EXT
$ TYPE REMOTE::FILE.EXT -
. El MAIL|T
T E’ ETSERVER
$OIR REMOTE:: Al ¢ R LOG
. C
. gl . v /
$COPY <FILE> REMOTE:: e |B [DECNET]
[USER]
LOCAL NODE
14\
509



/

\

VAX/VMS V5.4 on node FOOBAR 14-SEP-1992 09:41:39.09 Uptime 1 23:12:59

Pid Process Name State Pn O cPU Page fits Ph. Mem
20600200 NULL cCoOM 0 0 007:01:4532 (o] 0
20600201 SWAPPER HIB 16 0 000:01:24.32 0 0
20602002 PERIDOT LEF 14 354 000:00.01.00 1192 769
20600206 ERRFMT HI8 8 4258 000:00:09.28 73121
20600207 CACHE_SERVER HIB 16 830 00:00:00.16 60112
20600208 CLUSTER_SERVER HIB 9 720 00:00:03.27 119 308
20600209 OPCOM LEF 14 4687 000.00:1449 6001 235
2060020A JOB CONTROL HIB 9 55765 000:03.06.67 200 351
20600208 CONFIGURE HIB 13 280 00:00:00 09 101 150
2060020F SYMBIONT_0001 HiB 9 674 000000293 5016 76
20600211 NETACP HIB 10115381 000:07:05.26 1146 1066
20600212 EVL HIB 4 365212 000:07:11.38 353897 140 N
20600214 REMACP HIB 9 2934 000:00:03.13 98 89
20602038 OSMITH LEF 4 1369 000:00:09.04 5295 336
20600217 SERVER_24120 LEF 14 956 000:00:05.79 4397 282 N
2060044F OPERATOR LEF 14 4101 00000:1562 8251 276
20602051 BLAKE LEF 4 334 000:00:02.29 964 339
20601060 SERVER_106D LEF 14 1952 000:00:03.96 2330 290 N

15k
NETSERVERSTIMEOUT

. Length of time "server” processes live after object termination

RECOMMENDATION

$DEFINE/SYSTEM/EXEC NETSERVERSTIMEQUT "0000 00:00:00.01°
« Each network connection in its own NETSERVER.LOG
«  VMS Accounting Record for EACH Network Access
. Process creation each time a network object invoked

~
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/ NETSERVER.COM \

+ Invoked each time a new "server” process starts up
- Services incoming network connections for an object

«  Waits for NETSERVERSTIMEOUT or 25 Connections
- Multiple Connections per NETSERVER.LOG

» Purges NETSERVER.LOG
RECOMMENDATION:

- Commaent out the line that Purges NETSERVER.LOG
(This change not supported by DEC)

17\ et

LA,

/ SYSSSYSTEM:NETSERVER.COM \

$ [F PERMANENT _NETSERVER_COUNTERLT.2S THEN GOTO LOOP

$ PERMANENT_NETSERVER_COUNTER = 0

$ SET NOON

$ DEASSICN SYSSOUTPUT

$ DEFINE SYSSOUTPUT NETSERVERLOG

$ WRITE SYSSOUTPUT “NETSERVERLOGC - NEW VERSION CREATED ** PSTIME( '.*
$ SETON

$ GOTO LOOP

$!

$ TFIRST TIME THROUGH. PURGE OLD LOGS.

$ 'ALSO, SEE IF THERE ARE ANY PERMANENT NETSERVER SLOTS OPEN...
$!

SSTARTUP_NETSERVER:
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e A

PROTECT NETSERVER.LOG

o Deters unauthorized browsing/deletion of NETSERVER.LOG

+ Impassible to completely "cover one's tracks”

« Suggest (S:RWD,0,G,W)

wK S5

/ NETSERVER.LOG PROTECTION \

[ - NETSERVER LOG protected S:RWED, O:-RWED, G:RE, W) -}
L{DECNET] owns the file!

$ DELETE ROBIN : : NETSERVER.*;*

S%OELETE-W-FILNOTDEL, error deleting ROBIN: : DECNETS : [FALINETSERVER.LOG;39

-AMS-E-FLK, fle mnanonaw u&wmr user
%DELETE--FILDEL, IN : : DECNETS : [FALINETSERVER.LOG;28 deleted (8 blocks)

%DELETE--TOTAL, 1 file deleted (8 blocks)

$ TYPE ROSIN : : NETSERVER.LOG

Connect request recsived at 9-MAY-1990 13:50:29.18
trom remote procses LARK : : 0= TENCATI *
for object SYSESYSROOT : [SYSEXE)FAL.COM®
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-

f

NETSERVER.LOG PROTECTION

(Cont.)

FAL V04-000 started execubon on 9-MAY-1990 13:50:39.57
with SYSSNET = LARK : : “0«TENCATI ° and
with FALSLOG = 1

Requested file access operaton: Open File

Specified fils: DECNETS : (FALNETSERVER.LOG: 39

DAP status code of 4030 generated

Requested file access operanon: Erase File

Specified file: DECNETS : [FALJNETSERVER.LOG: 39

DAP status code of 4030 generated

Requested file access operation: Open File

Specified file: DECNETS : [FAL|NETSERVER.LOG;38
Resultant file: DECNETS : [FALINETSERVER.LOG:38
File access was terrminated with DLT bit set on close

\

AN

Bit3
Bit4

r USING FALSLOG TO ENHANCE AUDITS \

UNDOCUMENTED FEATURE (Debugging?)
Inserts extended information into NETSERVER.LOG
Bit-mask (Best defined as a character string):

Bit0 - Enables logging of Filename(s)

Bit1 - Enables generation of throughput statistics
Bit2 - Enables logging of DAP messages

- Enables logging of xmit and recv AST completions
- Enables logging of xmit and recv QIO requests
Bit5 - Reserved

Bit6 - Disables DAP message blocking
8it7 - Disables DAP CRC error checking
Bit 8 - 31 Reserved

Examples:

SOEFINE/SYS/EXEC FALSLOG 1
SOEFINE/SYS/EXEC FALSLOG "3/DISABLE=S"

(Disables "poor man's routing®)
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NETSERVER.LOG PROTECTION \
(Recommended Setting)

[~ NETSERVER.LOG protected (S:RWED, O,G.W) ]

$ DELETE ROBIN :: NETSERVERLOG

Error deleting ROBIN :: DECNETS : (FALINETSERVER LOG 69
Insuffiaent privilege or file protection violation

STYPE ROBIN :: NETSERVERLOG

Connect request received at -MAY-1990 16:02:07.51
from remote process LARK :: “0=TENCAT! -
for object "SYSSSYSROOT : [SYSEXEFAL.COM™

FAL V4.6-00 started nocunon on 9-MAY-1990 16; 02 07.95
with SYSSNET = LARK : : " O=TENCAT!
with FALSLOG = 1

Requested file access ooeration: Open
Specthiea file: DECNETS . [FAL]NETSERVER LOG.69

K DAP status code of 4055 generated
23

/ DEFAULT DECNET ACCESS \
$ DIR ROBIN - :
Directory ROBIN : : DECNETS : [FAL]
LOGIN.COM:32767 NETSERVER.LOG.2 NETSERVER.LOG:t NODEINFO. LI1S;32767
SPANLOG.COM;32767 STC.BAK:32767 STC046.A;32767
Yotal of 7 files

$ TYPE ROBIN : NETSERVER LOG

Connocx roquoat recernved at 3-MAY-1990 14:16:41.48

RK : ; “Dw *
o ooec SEREVEAAEY | (STREREFN. conr
[ - - Additonal informaton Provided by FALSLOG -]
FAL V4.6-00 smarted execution on 3-MAY-1990 14:16:45.19
with SYSSNET = LARK : : “0=TENCATI! * and
with FALSLOG = 1
Requested file access operation: Directory List
Specified file: °.°;"
Resultant file: DECNETS : [FALJLOGIN.COM;32767
Resuitant file: DECNETS : [FALINETSERVER.LOG:2
Resuitant file: DECNETS : FAL]:J‘EI'SE RVER.LOG;1
Resulant Mle: DECNETS : [;AL INODEINFO.LIS: 32787
Resuitant file: DECNETS : [FAL]SPANLOG.COM;32767
Resuitant file: DECNETS : Fﬁ YC BAK 32787

Resultant fle: DECNETS : C048 .A32767
\ FAL terminated execution on IMAY-1900 14:16.47.16
24 ---------.-.---------------.---..
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POOR MAN'S ROUTING

S$DIR ROBIN : : LARK : : *.*;"
Directory ROBIN : : LARK : : [DECNET]

STYPE LARK : : NETSERVER.LOG
Connect request received at 3-MAY-1990 13:19:31 .44
from remote process ROBIN: : “0=DECNET  “for
object "SYSSSYSROOT : (SYSEXEJFAL.COM

~

DTR.LOG:53 EXENET.COM;1 FAL LOG:80 LOGIN.COMA
MIRROA.LOG 4 NETSERVER.LOG;1575 NETSERVER.LOG:1574 NETSERVER.LOG;1573
NETSERVER.LOG 82 NML.LOG 17 NT.LOG;! TMPFLE.LOG;3
TTAAMEM:1

Total of 13 files.

/ POOR MAN'S ROUTING
(CONT)
[-- FALSLOG Set to "1/DISABLE = 8° on Robin - - |

{(FROM LARK):

$DIR ROBIN : : EAGLE : : *.*;*

%DIRECT-E-OPENIN, Error opening ROBIN : : EAGLE : : *.*;" as input.
-RMS-F-NQOD, Error in node name

STYPE ROBIN : : NETSERVER.LOG

Connect request recenved at 9-MAY-1990 13:19:31.44
from remote process LARK: : “O=TENCAT! °
for object “SYSSSYSROOT : (SYSEXEFAL.COM

FAL V4.6-00 started execudon on 3-MAY-1990 13:19:31.44
with SYSSNET = LARK . : "O=TENCATI * and
with FALSLOG = 1/DISABLE=8

Request fle access ation: Directory List
Specified file: E.AGL?:.': AR
DAP status code of 4086 generated

415
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/ SELECTED DECNET/DAP STATUS CODES \

DAP CODE Corresponding VMS Error Message
41D : Error in Device Name or [nappropriate Device...
401E : Error in Directory Name
4020 : Directory Not Found
4030 : File Locked by Another User
4032 : File Not Found
4083 : Insufficient Privilege or File Protection Violation
4086 : Invalid Channel (Poor Man's Routing Attempted/ Disabled)
4097 : \Synux Error in Filename
1009 : Ralated to0 Sending Mail Acoss Node
5060 :
Success : “File Access was Terminated with No Bits Set on Close™
Deleted : “File Access was Terminated with DLT Bit Set on Close™
N d
/ TASK-TO-TASK COMMUNICATION \
LOCAL NODE REMOTE NODE
(NETACP)
-&- Procesa Crestion
. _IN] FAL
$ Copy NETDCL.COM Remate:: $ . Object —
. [}
$ Type Remote::"O=NETDCL" S|
El
c ) .
$ OPEN'WRITE Unk Remote ::"OsNETDCL" - E : ggli:-'(t —
hd q-‘
SWRITE Link «<DCLCMD»
REMOTE
PUSVIRERY SRR e s
~- . -._.‘

A
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— R

$ DEFINE SYSSOUTPUT SYSSNET
$ SHOW SYSTEM
$ EXIT

$ TYPE EAGLE=z"0=SHOWSYS"

- REQUIRES THAT THE TASK OBJECT BE PRESENT

NCP> DEFINE OBJECT SHOSYS NUMBER 140
FILE ddcu:[ DIRISHOWSYS.COM USER FRED PASS password

$ TYPE EAGLE:"140="

- DOES NOT USE THE TASK OBJECT

e

/ USING SEPARATE OBJECT USERID'S \

* Each object gets its own VMS accounting record
* Objects can be assigned identifiers for use in ACL's
* Removal of userid/password from Executor database

¢ Define each object with NCP:

Example:

NCP>DEFINE OBJECT FAL USER FAL_O8J PASSWORD XY2ZY
NCP>DEFINE OBJECT MAIL USER NETUSER PASSWORD PONEYE XPRESS

* A configuration option under V5.2 and higher
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Known Object Volatile Summary as of 2-MAY-1989 20:21:13

Object  Number FilePID User id Password

0 SYSSSYSTEM:MOM.COM DECNETUSER DEFAULT_PWD
SNICONFIG 0 SYSSSYSTEM:NICONFIG.COM DECNETUSER DEFAULT_PWD
STASK 0 SYSSMANAGERTASKLOGCOM
SMISERVER 0 NET_NML RESTRICTSACCESS
TASK ) svssMANAGsn TASKLOG.COM
FAL 17 SYSSSYSTEMFAL.COM FAL FAL_USE_PWD
HLD 18 SYSSSYSTEM:HLD.COM OECNETUSER DEFAULT_PWD
NML 19 SYSSSYSTEM:NML.COM NET_NML RESTRICTSACCESS
REMACP 23 20200004
MIRROR 25 SYSSSYSTEM:MIRROR.COM DECNETUSER DEFAULT_PWD
EVL 28 20200002
MAIL 27 SYSSSYSTEMMAIL_SERVEREXE NETMAIL BiLL_COLLECTOR
PHONE 29 SYSSSYSTEM:PHONE COM PHONE BUSYSSIGNAL
DOMF 30 SYSSSYSTEM:DOMV.COM DECNETUSER DEFAULT_PWD
CTERM 42 20200094
VPM 51 SYSSSYSTEM:VPM.EXE
SPMSREMOTE 60 SYSSSYSTEM.SPMSCOLLECT.EXE
DTR SYSSSYSTEM.OTR.COM
FINGER 117 FINGERSOIRECTORY FINGEREX NET_FINGER  ALLSTHUMBS

DECNET OBJECT DATABASE \

_/

NG

ION Y \

{INBOUND REQUEST)

'

USE EXPLICIT ACCESS STRING
Eilse
USE DEFAULT OR SPECIFIED PROXY

LEI:.

USE OBJECT-LEVEL USERID/PASSWORD
‘ Else
USE EXECUTOR DEFAULT ACCESS INFO

Eise
“Login information Invaiid at Remote Node™

Local Login Faliure Record /
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/ SAMPLE UAF RECORD
Usemame

. DECNET Owner: DECnet Default
Account:  NETWORK uIiC: [376,376] ((DECNET))
CLr DCL Tables:
LGICMD:  NL:
Login Flags: . Lockpwd Restncted
Pnmary days: Mon Tue Wed Thu Fn
Secondary Days: Sat Sun
Primary:  000000000011111111112222 Secondary: 000000000011111111112222
Day Hours 012345678901234587890123 Day Hours 012345678901234567890123
Network:  SS80F Ul acCss SIS IIE SOSNNF Ul ACORSIINNNNSDNNE
Batch: No Access No Access
Local: No Access No Access
Diatup: No Access No Access
Remote: No Access No Access
Expiraton: (none) Pwdrminimum: 6 Login Fauls: 0
Pwdlifeome: 160 00:00 d‘-lng 6-FEB-1989 17:03
Lastlogn: 4-NOV-1989 12: 41 (nteracove), P- 1909 11:0 0 (non-inleractive)
Maxjobs: 0 Film 20500
Maxacctjobs: 0 Shrfillm: Pbyﬂm 0
Maxdetach: 0 BIOIm; 10 JTquoma: 1024
Prcim: o DiOm: 24 WSdet: 1024
Pno: 4 ASTIm: 24 WSquo: 2048
Quepno: 0 TQEim: 10 WSexwent 2048
CPU: 0 00:01:00 Engim: 400 Pgfiquo: 16000
Authornzed Pnvileges:
o.&h‘m&‘..,.."“;“"" * Every Network object should have a |
TMPMBX NETMBX separate Userid with the above
configuration. (Unique UIC's)
33

e A

[DECNET]

[ FAL] NETMAIL|| |[FINGER]| |[PHONE]|| [[LOGFILES

)
[SYSTEM]  [NETMAIL] [FINGER] [PHONE] —

(FALSOUTPUT)

- Can't be transiated directly
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/ LOGGING NETWORK CONNECTIONS

« Provides hardcopy proof of connection
« Easler monitoring of DECNET activity
« Suggested implementations:
$SET AUDIT/ALARWENABLE oL OGIN.NE TWORK

(Extractable with SECAUDIT.COM)
Make an LGICMD file sach object “user” runs.

$User « FSLogical ("SYSSREM_ID")

$node = F$Logical ("SYSSREM_NQDE"

\

$RequesTo = Network -
“Network Connect From Node "Node UserUser”
$E wt
35\
/ NETWORK AUDIT TRAILS

$ SET AUDIT/ALARM/ENABLE=LOGIN=NETWORK

%%%%%%%%%% OPCOM 3MAY-1990 1025:00.51 %%%%%%%%%%
Security Alarm on MYNODE / Network Logi
Time: (B3-MAY-1990 10:25:00.46

PID: 00001F65
User Name: NET_FAL
Source: $.143 EAGLE:TENCAT1

\

UAF > MODIFY NET_FAL/LGICMD=NET_LOG.COM
NCP> SET OBJECT FAL USER NET_FAL PASSWORD <password>

RE%ENNNEEN% OPCOM 3I-MAY-1990 10:2503.74 %% %%%%%%%
Message from user NET_FAL on MYNODE
FAL_1 , Network Connect From Node: EAGLE, Usermname: TENCATI

_/
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Sample Output From NETLOG.COM

Stert Remaote Remote Connect Local Record

Date Time Node Userid Time Username Type
10-MAY-88 07:53:42 HAMLET 2080012C 00:00:35 NETMANL Mail
10-MAY-88 07:53:54 WRF DLINKERT 00:00:53 NETMAL Mail
10-MAY-88 07:53:27 MARVAX DECNET 000027 FAL
10-MAY-88 08:00:31 MARVAX DECNET 00:00:41 FAL
10-MAY-88 07:58:03 FLAG2 00000422 00:08:07 NETMANL Maul
10-MAY-88 08:02:59 JPLRAG OLSEN 00:01090 OLSEN <Logn>
10-MAY-88 08:03:25 MARVAX DECNET 00:01:02 FAL
10-MAY-88 08:0525 MARVAX DECNET 00:0028 FAL
10-MAY-88 08:28:38 UCMBO 21000094 00:00:26 NETMAN Mal
10-MAY-88 08:38:50 LAMPS KWAIGHT 00:00:19  PHONE
10-MAY-88 08:36:40 CASS0! 00000110 00:0429 NETMAWL Mai!
10-MAY-88 08:46:08 JPLMAD PAULSON 00:00:18  PHONE
10-MAY-88 09:04:45 LOCK HACK 00:00:26 NETMAL Maul
10-MAY-88 09:06:08 LOCK HACK 00:03:12 NETMAL Mail
10-MAY-88 09:12:20 DIRAC2 KERR 00:02:58 NETMAWL Mal
10-MAY-88 09:15:24 ASD LEHMAN 00:00:21 NETMARL Mail
10-MAY-88 09:19:14 EROSA SYSTEM 00:00:18  PHONE
10-MAY-88 09:20:56 JPLRAG SYSTEM 00:00:53 NETMAL Mai!
10-MAY-88 09:21:26 HAMLET 20804128 00:00:26 NETMAL Mail
10-MAY-88 09:32:19 SWRI 0000078C 00:00:34 NETMAWL Maul
10-MAY-88 09:48:21 JPLSP BGOLDSTEIN 00:03:44 NETMAIL Mail
10-MAY-88 09:31:57 CYCLOP 00001D9C 00:30:22 NETMAIL Maul
10-MAY-88 11:52:39 NSSDCA CROMP 00:00:44 NETMAIL Maul
10-MAY-88 15:23:39 LHEAVY O00004AA 00:00:48 NETMAIL

kY4

/

NG

IMPROVING SYSTEM SECURITY

IMPROVING SECURITY - GENERAL

* USE PASS-PHRASES

* REQUIRE PASSWORDS ON ALL ACCOUNTS

+ ONE ACCOUNT PER USERNAME

* GENERATE AUDIT TRAIL (ACCOUNTING) DATA - REVIEW DALY

+ INSTALL PATCHES AS THEY BECOME AVAILABLE

* RUN SECURITY “TOOLKIT" SOFTWARE
UNIX: "COPS* VMS: “SPAN TOOLKIT"

+ REPORT INCIDENTS WHEN THEY HAPPEN

421



/

N

IMPROVING SYSTEM SECURITY \

IMPROYING SECURITY - YMS
* NO TASK OBJECT
- SEPARATE USERIDS FOR DECNET OBJECTS
+ USE NETSERVERSTIMEOUT AND FALSLOG TO ENHANCE AUDIT TRALS
+ USE ACCESS CONTROL LISTS
+ RESTRICT FTP TO PARTICULAR DIRECTORY

* USE PSI_SECURITY TOFILTER X.25 CONNECTS TOFROM VALID DTE'S ONLY

J

N

\

INCIOENT HANDLING
-DO NOT REPORT NSI/NASA INCIDENTS TO THE "CERT"
« USERS SHOULD REPORT ANY ANOMALY TO THEIR SYSTEM ADMINISTRATOR

. %YPSTE“ ADMINISTRATORS SHOULD REPORT ANY SECURITY INCIDENT TO THEIR

* IF INCIDENT INVOLVES AN EXTERNAL SITE, REPORT [T ALSO TO NSI-SECURITY
OFFICE, SECURITY@NSINIC.GSFC.NASA.GOV

+ NSt SECURITY OFFICE ISSUES SECURITY BULLETINS TO NS! COMMUNITY VIA
ROUTING CENTER MANAGERS AND NASA AIS CONTACTS
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IMPROVING SYSTEM SECURITY \

SECURITY MANAGEMENT TOOLS

* NSI SECURITY BULLETINS

+ PASSWORD MONITORING/COMPLIANCE SOFTWARE

+ DECNET CONNECTION SUMMARY REPORT GENERATOR
+ PSI ACCOUNTING

* PSI CONNECTION/USER SUMMARY REPORT GENERATOR

* SPAN TOOLKIT

K « LLNL SPINVMS TOOLKIT J
41
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UNIX* Security

e )

E. Eugene Schultz, Ph.D
Lawrence Livermore National Laboratory

3rd Annual NSIUWG Conference
April 2, 1992

* - UNIX is a registesed trademark of ATAT

Major purposes of this presentation

- To familiarize you with some of the major security
probiems in UNIX ’

+To acquaint you with methods of making your UNIX
system more secure, regardless of whether you are
a user or system manager

1-2
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About the security of the UNIX
operating system

- UNIX was designed for use In "trusted” computing
environments

- As UNIX has moved towards becoming a de facto
standard, it is being used more in sensitive and
classified computing environments

» The UNIX kernel is secure, but the applications/utlilities
are often not

+ UNIX contains many security features, but they usually
must be enabled

- As new features are added to UNIX, security has
become more difficult to control

-3

What really is the problem?

« FACT - 90 percent or more of the Intrusions into UNIX
systems would never occur If two widespread
problems were corrected

- Weak passwords
- Unpatched vuinerabilities
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Other causes of security problems

- Improper permissions (especially file permissions)
- Improper system configuration

- Use of programs and functions that compromise
security

« Lack of security maintenance activity
- Inadequate network security architecture

Some dangers of an attacker
obtaining root privileges

With root privileges on a system an attacker can
- Create new accounts
- Disable any account

- Read, write to, or delete any file on that system,
regardless of any protections placed on that file

- Intercept and read anyone's e-mail
- Install trojan horse programs on that system

- Delete any system accounting files (/etc/utemp,
/etc/wtemp, usr/admin/lastiog)

427
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Some dangers of an attacker
obtaining root privileges (continued)

- Modity data (e.g., change value of pi to 3.4)
- Kill any process that is running

- Login to any other system that trusts the
compromised host without using a password, and
do the same!

UNIX Security

Overview
Password Managemaent

File Protection
System Configuration
Vulnerabilities

A Final Note

1-8
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Passwords

More UNIX Incidents start with
because of or or nonexistent
passwords than any other cause!

Evidence of password problems

- In The Cuckoo's Egg
« During the 1988 Internet worm attack

« Intrusions into U.S. UNIX systems from Germany,
England, Australla, The Netherlands, etc. from
1987 - present

- Intrusions Into U.S. UNIX systems from overseas
during Operation Desert Shield/Desert Storm

429
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Evidence of password problems
(continued)

+ Klein's study In 1990 showed that of a total of
15,000 passwords in password flles from 50 sites

- 3% could be found by a password cracking
program within 10 minutes

- 21% could be cracked by this program in 1
week

- Approximately two-thirds of systems involved
in study could be compromised by at least one
bad password

How attackers obtain passwords

- By guessing
- By cracking password files
» From bulletin boards

- From e-mail messages and files In compromised
accounts

- By soclal engineering—"con jobs" on unsuspecting
users to obtain passwords

1-12
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"Joe" accounts

Accounts with the same user name and password

User = jabstar
Password = jabstar

Weak (easy-to-guess) passwords

1-

i3

- Simple variations (e.g., rnjones, jonesrn, rjones,
ronjones) or reversals of a username

- Any word found in the English dictionary

 Popular car makes

- First names

- Computer (and other) slang (e.g., guru, wizard, etc.)
- Yiddish or Chinese words

- Simple letter iterations (e.g., ababab)

431
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Frequently found default passwords

root
diag

sysdiag
sundiag
maint

sync

1-18

Unpassworded accounts

- Some accounts have no password at all
- Examples: root* and uucp
- Frequent reason: convenience of users
- Easy target for attack

- |f there Is no password for modem dial-ins, once an
attacker has the dial-in number a system is
subject to multiple attacks involving different

accounts

*. Some but not all UNIX vendors ship systems with an unpassworded roct secount
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Choosing a sound password

- Requires some Inconvenience on the user's part

+ Recommended methods

- Short word + control character + short word
unrelated to first, e.g., tie&shirt

- Mnemonic method—using first letter of each
word in an easily remembered phrass, 6.g.,
mctotsiol (my Country tis of thee...sweet land
of liberty)

« Avold using any password less than 7 -8
characters In length

Checking for easily guessed passwords

- Proactive approach—-when the password is set

- Replace the procedure for changing the
password to check for easily guessed

passwords

- Establish policy for setting the initial
password to something not easily guessed

- Retroactive approach—at regular intervais

- Run a password checker on your system's
passwords

- Prepare a policy for finding and changing
easily guessed passwords
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Checking for easily guessed
passwords (continued)

- Install password filtering tool (proactive)
- npasswd (anonymous ftp to emx.utexas.edu)
- passwd+ (contact Matt.Bishop@dartmouth.edu)
- Commercially available tools
OR
- Use password checking tool (retroactive)
- COPS (ftp to cs.purdue.edu)
- CRACK (ftp to wuarchive.wustl.edu-in vol. 25)

- SPI (Security Profile Inspector) — send e-mail to
tencati@nssdca.gsfc.nasa.gov

Password aging

Requiring users to change their password on a
regular basls has some benefits and drawbacks:

- Can flag and remove dormant accounts
- Limits the utility of a stolen password
BUT

- Can drive users to choose weak passwords,
since the user now has to invent and
remember new passwords more frequently
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Password aging (continued)

- In some UNIX systems password aging can be set by
editing /etc/passwd

wazwvwm

valus (in weeks) for password oxpiration

- Some commerclal security packages have password
aging

- In “"secure” SunOS systems, modify passwd.adjunct
In /etc/security

1-a

Eliminating assessible password files

“Secure” versions of UNIX have shadow password

files (l.e., encrypted passwords are stored In a
non-accessible file)

root:* 28:1.:Whammie-/-bin/csh
login process f
/. security, /etc/security or lusr/etc/security
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Social engineering

OmniCore is experimenting in oniine - high
resoiution graphics dispiay on the UNIX BSD
43 s‘s.um and its derivitaves. But, we need
r help In tuﬂn'f our new product -
urboTetris. So, if you are not too busy, please
trz out the ttstris game In your machine's tmp
d

ectory. Just type:
AmpAtetris

Because of the graphics handling and
screen-reinitiaiization, you will be prompted to
log on again. Please do so, and use your real
word. Thanks for your support. You'll be
earing from us soon!

OmniCore

UNIX Security

Overview
Password Management

Flle Protection

System Configuration
Vuinerabilities
A Final Note
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File protections

» Flle protections determine who may
- Read/write to and/or execute a file
- List, create and search directories

- An attacker may not need to obtain root privileges or
break into your account to get what s/he wants from
your account if your file protections are not set
properly

File access modes

$ Is -ig anyfile

- 1 gene sys 2 May 11991 anyflle
other—read and write sccess but no execute allowed
group—read, write and execute aliowsd

owner-read, write, and execute atiowed

file type— - shows this is a flie

-2
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Directory access modes

$ Is -Idg mydir

rw- 1 gene sys 512 May 1 1991 mydk

other-list and create but no search access
group—list, creais and search access

owner-list, create and search access

file type— d shows this is a directory

The "bottom line" of file protection

- Anyone with access to your system can
- Read/copy any of your world-readable files
- Alter/delete any of your world-writable files
- Run any of your world-executable programs

- Plant trojan horse programs in your worid-writable
directories In your path

 Threats to the system itseif

- World-writable binaries and system directories
aliow an attacker to modify the system

- Readable restricted system files allow an
attacker to discover other trusted computers or
other privileged information
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Setting the proper file permissions

* In octal method of setting file permissions
4 = read (or /ist in the case of directories)
2 = write (or to add/delete files from a directory)
1 = execute (or to cd Into a directory)

So 761 - owner read-write-execute, group
read-write, and world execute only for a file

- To change permissions so that you can
read-write-execute, but group or world cannot
read-write-execute

$ chmod 700 anyfile

Setting the proper file
permissions (continued)

OR (symbolic method)

$ chmod og-rwx anyfile  (group and world now have
no read-write-execute
access)

« To recursively remove all read access for group
and world recursively through your directory
structure:

$ chmod -R og-r (BSD systems only)
OR
$ find . -exec chmod og-r {} \;

439



Recommended file permissions

« For user files and directories:
- Any file containing a password: mode X00
- Hidden files: writable only by owner

- Directories: writable only by owner, with all files
contained therein ow! by user

- If you are not sure, try mode 700 or 711 initially for
'alzl(ecutable flles and 600 or 644 for non-executable
es

1-3

Recommended file
permissions (continued)

- In general, only root needs to have write permission for
system files

- System files should be owned by system users

- root directories (o.g., bin, dev, etc, mnt, usr, etc.)
should not have add/delete access by world

« World should not be able to read-write to memory,
devices, spool directories, etc.

-2
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Recommended file
permissions (continued)

- netrc (contains login and initialization information for
use by ftp's auto-login process) - should be readable
only by owner

« /Jusr/adm/utmp or /usr/adm/wtmp - mode 600 or 644
- /var/adm/acct or /var/adm/pacct - mode 600

- syslog, authlog, or similar files - mode 664 or 644
(recommended directory mode is 700 or 755)

umask

- umask (in /etc/profile or .cshrc file) sets a mask on
permissions for files and directories you create

- sets limit on maximum permission values (octal)

* 7 minus umask value = maximum sum of access
permissions for each bit, e.g., mask value of 4 allows
write (2) and execute (1) only

$ umask (displays umask creation mask)

$ umask 126  (prevents owner from executs, group from
read-executs and worid from read-write access)

$ umask 077  (prevents group and worid from read-write-executs
access)
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UIDs for processes

- UID - user identification number

- If a process needs to read, write or execute a
certain file, the associated UID must have
the appropriate access permissions

« Real UID - the UID of the user who executes
the process

- Effective UID - the UID under which the
process runs (with the same access
permissions/ privileges as the owner of any
accessed file)

- Example - If user rcarr executes a setuid file
owned by gene, the real UID will be rcarr's, but
the effective UID will be gene's

GIDs for processes

» GID - group Identification number

» Real GID - the GID of the group that executes a
process

- Effective GID - the GID under which the process
runs (with associated access permissions and

privileges)
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SUID permission

SUID - Set user ID

* When SUID permission Is set, all processes
created from program will have effective UID of the

owner of program
- Effective UID may be different from real UID
« chmod command used to set SUID permission

$ chmod u+s anyfile OR chmod 4XXX anyfile (sets SUID
permission)

$ Is -ig anytile
-rwarwxrw- 1 gene sys 2 May 11991 anyfile

the s replaces the xto show that the SUID permission Is set

SGID permission

SGID - Set group ID

- When SGID permission is set, all processes
created from program will have effective UID of

the group associated with program
+ Effective GID may be ditferent from real GID
« chmod command used to set SGID permission

$ chmod g+s anyfile OR chmod 2XXX anyfile (sets SGID
permission)
$ Is -ig anyfile
-fwxr-gr-x 1 gene sys 2 May 1 1991 anyflle

the sreplaces the xto show that the SGID permission Is set
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The sticky bit

« If the sticky bit on a directory Is set, only the owner of
files in that directory can remove or rename those files

- Applies to SunOS and some other BSD systems
- Usetul especially for /tmp directories (normally
writab

world- le)
$ chmod 10X mydir OR $ chmod o+t
$ s -idg mydwr

drwxr-xr4 1 gene sys 512 May 11991 mydir

the treplaces the xto show that the sticky bit is set

setuid root files planted by intruder

- Designed to allow root privileges to Iintruder upon
reentry into system

- Often are hidden* (e.g., .xx, .., etc)
- setuld root program might be /bin/sh
- To find setuid root files:

$ find / -user root -perm -4000 -print

* - Hidden files begin with a period

1-40
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Recommendations for setuid

- setuid root scripts

- Your vendor can inform you which scripts need to
run as root — other setuid root scripts should not
be allowed

- All setuid root programs should be in systems
directories and should not be world
readable-writable

- /lusr/bin/uusend and /usr/lib/ex3.7preserve should
not be setuld root in SunOS systems

« All setuid to user programs should be known to user
- setuid files generally require only execute access
$ chmod 4711 any_setuid_file

UNIX Security

Overview
Password Management
Flle Protection

System Conflguration

Vulnerabilities
A Final Note
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Ownership

- /etc should be owned by root, not bin

$is -IFd /bin
drwxr-g-x 4 bin system 3584 Jun 4 11:05 etc/ (this Is bad!)
$ chown root /etc (now bin is owned by root)

- /dev/mem, /dev/ikmem and /dev/drum
- Should be owned by root and group kmem
- Mode 640 recommended
$is -IFd /dev/mem
drwxr-xr-x 4 root imem 4096 Aug 8 13:54 dev/mem {this is good)

« All devices (except terminals®) should be owned by root
* - Should be owned by user until used ioge out—then shouid be cwned by root again

sendmail

- alias, allas.dir and allas.pag in sendmail
- Should also be owned by root
- Should not be world writable

- Remove decode alias from /etc/allases or
/usr/lib/aliases

1- 44
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System integrity

. II'ISPGCI sysfem programs, nefwork aaemons, and

access control programs for trojan horse programs
- telnet

- bin/login

. tfitp

* SU

- cron**

- at*

$ sum /bin/login {compare to previous checksum)

OR run integrity checking tool such as COPS
* - Use checksum program kapt ofMline
. Any flis referanced by cron and/or at shouid not be worid-writable, either
1- 45

Trusted hosts files

* Ensure integrity of trusted hosts files (l.e., hosts.equiv,
hosts.lpd and .rhosts files)

- Inspect names of systems (e.g., unauthorized or
not In your domain)

- + In these files allows universal access
- Flles should not be world-writable
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tftp

- Secure tftp (trivial file transfer protocol)

- Disable tftp unless it is necessary (e.g., for diskless
servers)

$ get /etc/motd (M you get a response, /etc/passwd is vuinerable)

- To disable tftp: delete or comment out titp entry in
/etc/inetd.conf)

- If you run tftp, run the most recent version (Berkeley
version 5.60) and run it "secure” (-s option in
inetd.conf in SunOS)

anonymous ftp

- Secure anonymous ftp (flle transter protocol)
- (If possible) - have dedicated anonymous ftp server
- Asterisk out password fields in ~ftp/etc/passwd
- Allow only group access in ~ftp/etc/group
- Directory protections: 755 (generally)

- netrc (contains login and Initialization information
for use by ftp's auto-login process) - should be
readable only by owner

1-48
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Account management

- Disable*® unnecessary default accounts (e.g., sync)

- For disabled accounts, change login shell from
/bin/sh to /bin/talse

sys:*:2,2::/:/bin/false

- Ensure that password file does not contain entries
such as ::0:0::

+« Recommendation—avoid:
- Guest accounts**

- Group accounts***

* - Repiace the password with an asteriek

= < i guest accounts must be used, assign & non-trivial password, and disable account
immediately sfier gusst user leaves

. }f multiple users are 10 have root privileges, assign multiple accounts with UlDwd

1-49

Other recommendations for
system configuration

- /etc/exports

- Should specify only hostnames or netgroups allowed
to mount partitions

- access= Must not be empty, or any host may mount
file system

- After editing, enter
# exportfs -a (to snsure that changes are put Into sffect)
- /etc/netgroup

- Should specify only hostnames or netgroups allowed
to mount partitions

- Host and user fields must not be empty

1-%0
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UNIX Security

Overview

Password Management
File Protections
System Configuration

Yulnerabilities
A Final Note

About UNIX vulnerabilities

« Older versions of UNIX generally contain more
vulnerabilities

» Your vendor can help you learn which specific
vulnerabilities apply to the particular flavor and
version of UNIX that you run

- Patches may have undesirable side effects,
depending on configuration
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UNIX vulnerabilities can be
exploited several basic ways

Authentication bypass or back doors
Compromise of passwords
Unauthorized use of functions/privileges
Disabling of protections

sendmail vulnerabilities

1- 53

+ Hole 1 - an attacker can gain root privileges and
execute commands on a remote system

— Exploited by Morris Worm
- Fixed In recent versions of maLor UNIX operating

systems (e.g., BSD, SunOS, ULTRIX, etc.)

- Hole 2 - when used with .rhosts can allow attacker
to gain access to a system without password

- Present In SunOS 4.0.3, but fixed In version 4.1

(BugID 1028173)

- Fixed in recent BSD sendmalil releases (5.61 -

5.65)

- Allows serlous damage to be done to systems,

especially if used In connection with .rhosts files

451
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sendmail vulnerabilities (continued)

. Hole 3 — an attacker can use this hole to overwrite
critical system files (i.e., /etc/passwd, crontab)

. Other holes In older versions of UNIX, Including
decode, which allows users to create any fiie to
which daemon has access

finger vulnerabilities

. Hole 1 - allows a symbolic link to privileged files
when finger Is run setuld to root

- Fixed in SunOS 4.0.3 (BugliD 1015128) and BSD
4.3 Tahoe

- Exploited by Morris Worm

. Hole 2 - allows an attacker to flood the input buffer

with finger requests and subsequently gain
unauthorized root privileges

- Workaround - remove setuid from finger
- Patch available from most vendors

1- %
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finger vulnerabilities (continued)

- finger is often used by an attacker to find other
account names and home directories - can be used
in connection with other vulnerabilities

ftp vulnerabilities

* Hole 1 —- allows unauthorized root access when
anonymous ftp is enabled on older UNIX
systems

- Patch availabie

— Allows user to modity any file in system
(Including /etc/passwd)

* Hole 2 —- allows unauthorized file access (e.g.,
/etc/passwd)

— Patch available
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Other frequently exploited
UNIX vulnerabilities

- titp — permits an attacker to remotely read any worid
readabile file (including password file)

- Patch available (tftp -d to specify a directory to
chroot into)

- Workaround: disable function or replace with
titpbootd

« /bin/mail - on ULTRIX systems, makes It possible
for an attacker to create a shell with EUID=0 (root)

« On Sun systems, FSIRAND function is predicable,
allowing an unauthorized user to mount file systems

remotely

Other frequently exploited
UNIX vulnerabilities (continued)

- rcp (remote copy) — allows remote copying of user
readable files.

— Workaround available
- Patch avallable

- nis (network information service) and nfs (network
file system) — many vulnerabilities

- dump/restore — runs as root and can allow
unauthorized user to overwrite system files
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UNIX Security

Overview

Password Management
File Protection

System Configuration
Vulnerabillities

A Final Nete

Other recommended strategies

* Make backups—minimum of once every month
- Read system logs dalily, checking especially for
- Unsuccessful login attempts
- su's to other accounts (especially root)

- Unusual messages from daemons that log to the
syslog flle

- Be on the alert for unexplained changes In file
sizes/dates, number of links to files, unsuccessful
login attempts, etc.

* Encrypt sensitive files (but don't use Crypt!)
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Scenario for the "big fall”

lack of system maintenance
unpatched vulnerabilities
configuration

problems
improper
permissions S

unpassworded o
accounts L

weak =
passwords :@:

The Internet
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TCP/IP Tutorial

John McMahon
TGV, Inc.

Due to size and copyright considerations,
Mr. McMahon's tutorial materials will be
made available upon request to the NSI NIC.
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Third Annual NSIUWG Conference
N5l Networking in the Nineties
EXHIBITORS

(ALl exhibits are located in the Annapolis Room on the lobby level. Exhibitors will be available from 1:30 to
5:00 Tuesday through Thursday and 10:00 o noon on Friday.)

NASA Science Internet User Support Office

Members of the NSI User Support office wil | inform NSI users of the various services
available to them as a result of being a inember of the NSI user comimunity.

NASA Science Internet Network Operations Center

Members of the NASA Science Intemet Operarions staff will demonstrate real ime
monitoring capabilities of the NSI/NOC ,located at the NASA Ames Research Center.

NASA Centcr for Computational Studies

The NCCS provides computational services and tools in a data rich environment to
scienusts supported by NASA's Office of Space Sciences and Applications. Programs
include a computatonal physics group and a sciemtific visualization laboratory.
Resources include: Cray Y-MP 8/464, Convex 220, MasPar MP-1, Ulra network, and
associated mass data storage and delivery systems.

TAE Plus

TAE is ¢ software development tool .

GDAAC

NCDS and PLDS The Earth Observing Systems Goddard Distributed Active Archive
Center represents global change disciplines through its baseline systems: The NASA
Climate Data System and Pilot Land Data System. The Goddard DAAC is developing
innovative data management systems to handle the tremendous volume of data expected
in the EOS era.

EOSDIS IMS Version
The EOSDIS IMS Version 0 Inventory Interoperability Proof of Concept Demonstration
is a cooperative effort between the IMS system level coordination/ development team and

the distributed DAAC software develompent teams. This software demonstrates the
capability to access heterogeneous distributed inventories of scientfic metadata,

MASTER DIRECTORY

The Master Directory is a free on-line data information service. It is a multidisciplinary and
multti-agency information service.

NSIUWG: March/April, 1992
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